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Executive summary 
 

On 7 September 2021, 47 participants attended the second World Health Organization (WHO) consultative 

meeting on the development of the global guidance framework to harness the responsible use of life 

sciences. Participants were drawn from all six WHO regions and brought a wide range of expertise, 

representing academia, scientists and researchers, publishers and editors, public health officers, policy-

makers, research donors, and representatives from regional and United Nations entities.  

The objectives of the meeting were to discuss the findings and recommendations of the three working 

groups, which were established as a follow-up activity of the first consultative meeting held on 11 March 

2011. In addition, participants were invited to discuss the next steps in the development of the global 

guidance framework to harness the responsible use of life sciences (the Framework). Finally, this meeting 

was intended to pursue the consultation and engagement processes on this area of work. 

Participants welcomed and supported the findings and recommendations of the three working groups. The 

set of guiding values and principles underpinning the Framework was adopted and common understanding 

was reached on tools and mechanisms for governance and awareness raising, education, capacity building 

and engagement activities. It was agreed to link and cross reference the three documents developed by the 

working groups, noting the need for consistent language and terminologies across the three documents. The 

comprehensiveness of these documents was highlighted along with the need to have a practical and 

actionable Framework, which would refer to the current working groups’ themes.  

Future activities include the development a glossary of key terminologies and the work on a series of case 

studies and scenarios to test the utility of the Framework and to demonstrate how the different elements of 

the Framework could be used in real and hypothetical situations. Two working groups will be established 

to carry out these activities. WHO will continue to consult with relevant individuals, groups, Member States 

and the regions on the development, dissemination and implementation of the Framework in the coming 

months. 
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1. Background  
 

Advances in the life sciences and the advent of new technologies hold great promise for new and improved 

ways to address global health and support healthier populations worldwide. Science and technology have 

an undisputed role in working towards WHO’s Thirteenth General Programme of Work 2019–2023 to 

achieve the triple billion targets. Yet progress in the life sciences and associated technologies are not 

without risk. The risks under consideration in this report are those posed by accidents and the deliberate 

misuse of life sciences research, knowledge and technologies to cause harm.  

The landscape of innovation in the life sciences is a global endeavour that is moving at a fast pace. The 

diffusion of knowledge, technologies and data, the diversity of actors involved in the life sciences and the 

convergence of the life sciences with other disciplines such as chemistry, engineering, artificial intelligence, 

machine and deep learning, computer science, and the physical sciences constitute major trends and 

developments that could benefit society and global health but could also pose new risks or increase existing 

risks.  

The applications of research, knowledge and technologies may generate risks caused by accidents, by 

inadvertent applications and by deliberate misapplications with the intention to cause harm. These risks 

need to be identified, mitigated and managed. Related to this is a need for a greater awareness among 

scientists, students, policy-makers, the security communities and private sector on the potential risks of 

accidents and misuse associated with the life sciences, and a need for continued training and education for 

the responsible use of the life sciences.  

In 2020, the WHO Science Division organized three dialogues on dual use research of concern with the 

scientific communities, science editors and publishers and research donors to better understand the 

perspectives of different stakeholders and to identify areas of collaboration. On 11 March 2021, the first 

consultative WHO meeting on the development of a global guidance framework to harness the responsible 

use of life sciences (the Framework) was convened to address the risks of accidents and deliberate misuse 

within the context of promoting the global health benefits of the life sciences (1). This meeting focused on 

the scope and the critical elements of the Framework. Participants recommended the development, at 

international level, of a common terminology covering safe, secure and responsible research. Two major 

themes emerged during the discussions: the need for an overall unified risk management approach; and the 

importance of awareness, education and training across the different stakeholder groups. As a follow-up 

activity, the following working groups were established to address the specific topics raised during the first 

consultative meeting:  

1. a working group on values and principles;  

2. a working group on tools and mechanisms; and  

3. a working group on awareness-raising, education, capacity-building and engagement activities. 
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2. Objectives of the meeting 
 

The second WHO consultative meeting on the development of a global guidance framework to harness the 

responsible use of life sciences (the Framework) was convened to present and discuss the findings and 

recommendations of the working groups and to identify the next steps in the development of the 

Framework. On 7 September 2021, 47 participants attended this virtual second WHO consultative meeting, 

drawn from all six WHO regions and bringing a wide range of expertise, representing academia, scientists 

and researchers, publishers and editors, security actors, public health officers, policy-makers, research 

donors, and representatives from regional and United Nations entities (see Annex).  

The objectives of the meeting were: 

1. to discuss the findings and recommendations of the three working groups 

2. to discuss the next steps in the development of the Framework 

3. to continue the consultation and engagement processes. 

 

3. Key points of the meeting  
 

Opening the meeting, Anna Laura Ross, Head of the Emerging Technologies, Research Prioritisation and 

Support unit, informed the participants that the three working groups had met on a total of 25 occasions 

since the first consultative meeting. Three papers had been produced, which were discussed during the 

current meeting.  

The participants were briefed on the background and progress of the project. The Framework would update 

the WHO guidance document on responsible life sciences research for global health security (2010) and its 

integrated biorisk management approach (2). Similar to the approach taken by the governance framework 

and recommendations on human genome editing (3, 4), the Framework would identify a set of principles 

and values that would guide policies; review a range of tools and mechanisms for governance, adapted to 

different national settings; and discuss the role of case studies and scenarios to illustrate how the Framework 

could work in specific situations and what practical challenges might arise during implementation.  

The Framework would also build upon existing mechanisms and activities and would be informed by the 

discussions and reports of the working groups. Finally, as agreed during the first consultative meeting, the 

target audience of the Framework would include scientists and research institutions, policy-makers, 

publishers, funding bodies, security actors, and private-sector and other relevant stakeholders. Its scope was 

intended to cover life sciences and converging sciences and technologies; it would address risks stemming 

from accidental, inadvertent and intentional actions and would acknowledge their impact on humans, 

biodiversity and the environment. 

The meeting was then divided into two sessions: a first session focused on reporting the findings and 

recommendations of the three working groups, and a second session on the next steps in the development 

of the framework. Each session was moderated, opened by presentations and followed by plenary 

discussions.  
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3.1 Reports from the working groups 
 

These findings and recommendations were reported in three draft papers, which were shared with all 

participants before the meeting.  

3.1.1 Report from the working group on values and principles  

The working group on values and principles was aimed at establishing a list of principles that would guide 

the policies and actions of the multiple stakeholders and sectors in this area. Filippa Lentzos, the facilitator, 

outlined the set of values and principles identified by the working group and explained how the 

commitments implied had been decided upon. These principles would underpin the guidance framework 

and were viewed as “touchstones” for considered moral judgements about the safe, secure and responsible 

use of life sciences. They would serve as reminders to decision-makers of the beliefs that were important 

to individuals and organizations and that should guide decision-making.  

The following values and principles were identified: 

• health, safety and security  

• responsible stewardship of science 

• integrity 

• fairness 

• openness, transparency, honesty and accountability 

• inclusiveness and collaboration 

• social justice 

• intergenerational justice  

• public education, engagement and empowerment.  

 

A range of commitments were associated with these values and principles. In addition, the working group 

underscored that the development of a glossary, case studies and scenarios would constitute helpful next 

steps. 

 

3.1.2 Report from the working group on tools and mechanisms 

Anita Cicero, the facilitator of the working group on tools and mechanisms, briefed the participants on the 

main findings and recommendations identified by the members of the working group. This working group 

was tasked with identifying existing tools and mechanisms for governance, identifying the most important 

challenges, gaps and priorities, and developing a set of recommendations for next steps.  

The challenges concern the risks, which exist beyond pathogens and cover information technologies, the 

field of neuroscience and synthetic biology. But risks also extend beyond the life sciences to convergent 

fields of artificial intelligence, chemistry and nanotechnology. Similarly, risks extend beyond the traditional 

laboratory environment, as research and technology developments also occur in small start-up companies, 

non-profits, DIY spaces and other non-traditional laboratory spaces. These developments highlight the need 

to update and standardize unclear and outdated terminology. 

The working group on tools and mechanisms identified three major gaps. One fundamental gap was the 

predominant lack of awareness among more than 3 million scientists working worldwide. This was largely 

due to a lack of emphasis on risks and misuse in education, curriculum development, training, structural 

incentives, institutional support and forums for learning. A second gap concerned insufficient institutional, 
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national and international policies and governance mechanisms. Third, a lack of forums to facilitate the 

sharing of effective tools and mechanisms, such as central repositories of resources and ongoing 

improvements in governance approaches, was a further gap identified by the working group. 

In terms of a vision for the future, the working group acknowledged that there was no one-size-fits-all 

approach. The governance of biorisks should be an ever-evolving and locally adapted set of tools and 

mechanisms for a variety of stakeholders and for a range of different security objectives. Members of the 

working group believed that picking just one appropriate tool or mechanism would be insufficient; the 

ultimate goal would be for Member States and the regions to include several types of activities. These could 

include institutional oversight; national legislation and oversight; international guidance and accepted 

norms in the area of curriculum development through education, awareness raising, self-governance and 

structural incentives for continued learning and career development.  

In terms of stakeholders, the working group stressed that, although scientists are a key stakeholder, 

governance tools and mechanisms should extend to all different types of stakeholders. Biorisk management 

therefore involved multiple governance strategies that reinforced different goals and could be applied to 

different stakeholders. Governance was thus a multidimensional endeavour. 

The development of curricula, education and awareness-raising; fostering a culture of individual and 

institutional investment in biosafety, biosecurity, and oversight of dual use research should be the top 

priority. This would require resources and funding. Another priority concerned the importance of ensuring 

top-down policies, legislation, regulation, and guidance to complement bottom-up approaches. Finally, the 

working group believed that WHO was well positioned to make a difference in this space, and that it should 

play a leadership role in this area.  

The working group on tools and mechanisms made the following recommendations.  

1. First, a call to action. WHO should communicate to all Member States and stakehoderls that they 

should place a high priority on biorisk management.  

2. Secondly, ongoing education on the biorisk management framework guidance should be created, 

disseminated and provided. it called for the creation, dissemination, and provision of ongoing 

education on the biorisk management framework guidance.  

3. Ongoing educational outreach activities and forums should be established to facilitate the sharing 

of effective tools and mechanisms.  

4. WHO should play a leadership role across United Nations agencies and lead/coordinate initiatives 

to mitigate biosecurity, biosafety and dual use risks.  

 

WHO could fill one of the identified gaps by providing a central repository for learning, guidance and 

resources that scientists, institutions and Member States could consult and adapt to their circumstances. A 

twinning function of bringing institutions together to help and learn from each other could also be created. 

These undertakings would be in line with the understanding that governance was an ongoing process. The 

evolving nature of science and technology necessitated forms of governance that could adapt, and these 

undertakings would be a way to learn and rethink existing systems and mechanisms. Additional possibilities 

for governance included support to set up third-party certification of certain laboratories; inspecting specific 

laboratories, and setting up collaborating centres for biorisk management in all six WHO regions. 
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3.1.3 Report from the working group on awareness-raising, education, capacity-building and  

engagement activities 

The working group on awareness-raising, education, capacity-building and engagement activities was 

tasked with reporting on the gaps and challenges related to biological security in basic and applied life 

sciences (and converging sciences and technologies). James Revill, the facilitator, started by highlighting 

the most important gap identified by this working group, namely that few life scientists had an adequate 

understanding of the dangers of dual use or of biological security in general. The major challenge was how 

to fill this gap in such a diverse community around the world. 

Many awareness-raising and engagement activities had already been undertaken in the area of basic and 

applied life sciences. While some of these initiatives had proven successful, the working group noted that 

it was unclear whether all such activities were sustainable. 

The working group on awareness-raising, education, capacity-building and engagement activities identified 

a set of key lessons learned from past activities.  

1. The different purposes of the initiatives around education, training, capacity-building and 

engagement and the fact that it was not always clear what was expected from those “engaged” or 

“educated”.  

2. The issue of priorities as dual-use and other biosecurity-related issues are not necessarily immediate 

priorities for many of those associated with the life sciences.  

3. The lack of clear definitions and shared understanding of terminology makes it difficult and 

complicated to share good practice, hence the importance of developing a glossary. 

4. Educational efforts need to be widely promoted and discussed as no single approach can fit the 

needs and conditions of all. 

5. The importance of being inclusive, as concerns about the hostile use of the life sciences extend 

beyond those working with pathogens. Research organizations, funders, laboratory technicians, 

professional societies, data managers and curators, publishers, ethics committees, institutional and 

repository managers, and civil society networks and regulators have roles to play.  

6. The design and creation of materials should be innovative and make use of the best teaching 

practices. 

7. Some participants considered the most appropriate approach would be to integrate material on 

biosafety and biosecurity into existing training courses on laboratory practice and bioethics while 

others indicated that there was a need for focused materials in order to develop a biological 

equivalent of the International Nuclear Security Education Network.  

8. Both bottom up (e.g. informal and self-governance measures) and top down support (e.g. 

formalized and institutionalized measures) is required.  

9. The importance of having localized materials appropriate to local circumstances, particularly for 

low- and middle-income countries; it was suggested that there are currently insufficient locally 

appropriate case studies.  

10. In order to promote and promulgate materials, the working group emphasized the value of having 

“champions”, including industry and academic leaders.  

11. Resources both in terms of financial and technical support will be required to undertake activities 

and sustain cooperative networks and the curation of educational materials. 

12. Enabling measures, such as mechanisms to respond to concerns through providing channels for 

whistleblowing, need to be developed in tandem with awareness-raising measures.  

13. Measures to support the sustainability of education, training and capacity-building need to be built 

into initiatives from the beginning.  
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The working group made the following recommendations.  

1. An urgent strategic and comprehensive assessment should be carried out of what actions 

are needed in relation to education and training to prevent the hostile use of basic and applied life 

sciences, and the situation should be mapped out in order to get a better grasp of the wider context 

of such actions. 

2. Organizations and Member States should share information about the activities that they have 

undertaken and the lessons learned from these experiences. 

3. Further efforts are required to establish national and regional networks in relation to education and 

training underpinned by high-level leadership. 

4. Adequate and long-term resourcing mechanisms for these activities are needed.  

5. The framing of the problem around biological weapons or even dual use may be less productive 

than looking at the multiple uses of basic and applied life sciences or the broader issues of the 

unwanted side effects of research through discussion of the responsible conduct of research. This 

could enable greater engagement and buy-in from life scientists and those associated with basic and 

applied life sciences.  

6. Metrics for evaluation need to be developed and integrated into any initiative to capture indicators 

of success or failure in order to build a better evidence-base for what works (and what does not). 

7. There is a need to define a diversity of scenarios and case studies that can be used to identify key 

issues of relevance to preventing accidental, inadvertent and deliberate diseases. Before choosing 

such scenarios, it will be important to sketch out the landscape of different scenarios of relevance 

to all aspects of the research process and regarding diverse areas of the life and associated sciences. 

Scenarios should be chosen to reflect the whole landscape and should not be dominated by any one 

part of the research process or any one area of life sciences. 

 

3.1.4 Plenary discussion 

The plenary discussion drew attention to several considerations. The point was made that awareness had 

been raised within the biological sciences community as a result of COVID-19, and that that could 

constitute a potential building block for further activities. Another comment was made about the importance 

of evaluating and learning from near misses and accidents in the chemical industry.  

Several interventions were made on the commitment to report illegal or unethical behaviour identified by 

the working group on values and principles. The need to have procedures and mechanisms for 

whistleblowing that provide support and protection for those reporting concerns was underlined. Another 

comment highlighted the timely opportunity of this commitment to further explore additional measures on 

whistleblowing. These measures could include identifying whom to call when there is a concern and could 

take the form of a hotline or a space where reports could be done anonymously. Moreover, such mechanisms 

could be a complementary step to educational and awareness-raising activities – a step that allowed the 

reporting of concerns and that supported the vigilance of informed communities.  

Participants also heard that an important number of trainings had been developed over the past 15 to 20 

years, but that their sustainability had been significantly affected by the lack of long-term funding. A similar 

issue of resources could equally arise in the context of the recommended repository. A further point was 

made about the adaptability of governance and training programmes as science and technology progress. 

Governance will need to evolve, and the implementation of appropriate tools and mechanisms relevant to 

local needs should not be a final destination in and of itself. As science develops, the governance matrix 

developed by working group two would equally need to evolve. The central repository would gather 
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information and resources and organize it with trainings and best practices. Additional comments on 

training emphasized the importance of developing localized materials and case studies that considered 

localized risks and contexts. Without these, case studies could sometimes be alienating or confusing. This 

point further underlined the importance of having a framework template that could be adapted and would 

bring in local aspects. 

Concerns about infodemic, misinformation and disinformation were also raised during the discussions. One 

intervention highlighted that these issues were a major issue in the African Region. The importance of 

having an inclusive and contextual glossary was stressed. For example, life sciences needed to be defined 

within the context of this work. A suggestion was made to also include social sciences within such a 

definition. Consideration should be given to the generation of information, as well as to how this 

information was being used. A point was raised that the guiding principle of integrity and its associated 

commitment required not only actively presenting accurate information but also countering disinformation. 

It was also thought that the biorisk management framework should address this concern and that further 

thought should be given to show how the tools and mechanisms could effectively counter mis- and 

disinformation. Participants however acknowledged that while these concerns needed to be considered in 

the framework, the issues of infodemic, misinformation and disinformation issues were wider than the topic 

under consideration and would not be resolved by this framework.  

 

3.2 Next steps in the development of the framework  
 

Building on the previous discussions, this second session was aimed at identifying practical next steps to 

develop the framework, with participants being provided with a brief overview of immediate and 

intermediate next steps. 

A first immediate follow-up activity concerned the development of a glossary of commonly agreed 

terminologies. The need for a glossary, which would also help to anchor the guidance framework, had been 

emphasised since the beginning of the consultation process in March 2021. 

Another immediate next step was the development of case studies and scenarios to show how the 

governance framework might work in a range of different real-life situations and hypothetical, plausible 

future situations. 

Further intermediate next steps will include the development of a zero draft framework, which will be based 

on the working group activities and that will be made available for public consultation in the coming 

months. Finally, engagement and awareness-raising activities with interested individuals, organizations and 

the WHO regions will continue. A short-animated video on the responsible use of life science and research 

is being developed by the Emerging Technologies, Research Prioritisation and Support team to further raise 

awareness with different audiences. 

The discussion was opened by the suggestion of including an additional immediate step, which was to 

explicitly link the recommendations coming out of the working group on tools and mechanisms and the 

working group on awareness-raising, education, capacity-building and engagement activities with the 

identified set of values and principles of the working group on values and principles. This integration would 

highlight, for example, how a specific recommendation builds on the commitment of the guiding values 

and principles or, put differently, how a recommendation is consistent with a specific commitment. This is 

a critical task to avoid the inclusion of statements of great principles that are then not integrated throughout 

the framework. 
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Several participants commented on the scope and structure of the guidance. A point was made about the 

comprehensiveness of the expected document and the importance of having an exhaustive but not 

overwhelming list of recommendations. Given that different stakeholders will require access to different 

information, easy access to “what to do” type information would be important.  

A further point was raised on the structure of the resulting final document. The three working group 

documents offer a good way to thematically separate the issues. It was noted that the final document would 

benefit from keeping these sets of topics separate as a way to avoid becoming too big and intimidating. 

While these different sections need linking and cross referencing, it was suggested to keep these three pillars 

independent within the main document so that readers can directly access the information that is most 

relevant to them. It was also suggested to develop a guide for the practical implementation of the document. 

On engagement, participants heard that it was critical to have governments, and their relevant departments 

and ministries, aware and engaged on this issue. Addressing this topic will most likely concern more than 

one government department or ministry. Government engagement with this issue is complex. Although 

individual and institutional responsibilities are often underscored, it was suggested that when things go 

wrong, governments are often the first port of call.  

Finally, participants noted the importance of looking at and building upon existing case studies. Many case 

studies have already been published and some were adapted for local audiences and circumstances (5-7). 

Furthermore, it was suggested to set up focus groups to test out the content of the case studies and scenario 

to see whether these resonate with different audiences. This would also help with verifying the robustness 

of the case studies and scenarios. 

 

4. Conclusions and future work 
 

Participants welcomed and supported the findings and recommendations of the three working groups. The 

set of guiding values and principles underpinning the Framework was adopted and common understanding 

was reached on tools and mechanisms for governance and awareness raising, education, capacity-building 

and engagement activities. Participants agreed to link and cross reference the three documents developed 

by the working groups, noting the need for consistent language and terminologies across the three 

documents.  

Participants highlighted the comprehensiveness of these documents and stressed the importance of having 

a practical and actionable Framework, which would refer to the current working groups’ themes. The 

presentation of information must be tailored to different stakeholder groups (e.g. researchers, institutions, 

governments) and with the understanding that different institutions and Member States have different needs 

and starting points. 

On the subject of future work, participants agreed to develop a glossary of key terminologies. They also 

agreed to work on a series of case studies and scenarios to test the utility of the Framework and to 

demonstrate how the different elements of the Framework could be used in real and hypothetical situations. 

Participants also stressed the importance of looking at existing case studies and scenarios and exploring the 

possibility of having a focus group to test these case studies and scenarios. Two working groups will be 

established to further work on these topics. They will hold online meetings and produce draft reports on the 

progress of their work. The WHO Secretariat will continue to consult with relevant individuals, groups and 

the WHO regions on the development, dissemination and implementation of the Framework in the coming 

months. 
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