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SYNOPSIS

The author stresses that in the reporting of morbidity and causes
of death, the confidential nature of the medical records must be
respected, while at the same time sufficient and accurate information
must be given for statistical purposes. Various practical measures
are described. Where possible, data indispensable for general
administration should be filed separately from those of exclusively
statistical interest, for which it should also be possible to give a
reasonable guarantee that their publication will not lead to any
infringement of secrecy. Where guarantees cannot be given that
confidentiality will be respected, medical practitioners may be
reluctant to file a full report.

When adopting the report of the Expert Committee on Health Statistics
on its third session, the Executive Board of WHO recommended that the
Fifth World Health Assembly call upon Member Governments to encourage
the medical profession to collaborate fully in the proper reporting of
morbidity and causes of death, employing methods which scrupulously
safeguard medical secrecy.

In that report, section 1.4.8 reads as follows
A problem in the utilization of medical records for statistical purposes is their funda-

mentally confidential nature as between patients and physicians. This problem is common
to all countries but varies in degree among them, and in certain places constitutes a
serious barrier towards the fullest use of medical records in connexion with morbidity
statistics. In some countries, however, and in connexion with certain inquiries, partial
solutions are being attempted.

The committee noted this as a matter requiring further study and experimentation
with a view to the development of practical measures and procedures that would satisfy
both the ethics of medical practice and the essential needs of scientific research and of
medical planning.a

These paragraphs state quite clearly the problem with which this paper
is concerned. We shall deal with five factors which go to make it up:

1. The ethics of medical practice may stand in the way of case reporting.

a World Health Organization, Expert Committee on Health Statistics (1952) Wld Hlth Org. techn.
Rep. Ser. 53, 23
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2. The essential needs of scientific research and of medical planning
may be hampered by a certain resistance engendered by ethical con-
siderations.

3. Medical records are of a fundamentally confidential nature as
between each patient and his physician.

4. Different countries vary in their views of what degree of medical
secrecy there should be, and within one country there may be variations
of degree between diseases.

5. Practical measures and procedures may eventually solve these
difficulties and should be studied.

Ethics of Medical Practice and Case-Reporting

Mutual confidence between doctor and patient

The basis of the relationship between a doctor and his patient is the
necessary sense of strict confidence. By his own gifts and by training and
experience, the doctor is able to interpret and connect symptoms, informa-
tion, and all other observations (both physical and psychological) concerning
the patient and his environment. Often enough this interpretation of the
total personality of the patient goes much farther than the patient realizes
or perhaps would even wittingly allow.

This view of the relationship between patient and doctor has made itself
felt from the earliest days of medicine. The oath of Hippocrates, its version
in the laws of several countries, and the declaration of the duties of a doctor
set up by the World Medical Association are all formulated reflections of
this conception. It is necessary to remember that it is not the oath itself,
or any law or declaration, that imposes secrecy on the practitioner of
medicine; the oath is only a reminder that secrecy is fundamentally
connected with the essence of medicine.

Wherever there was, or still may be, an aura of mystery around the doctor
or his predecessor, the medicine-man--this notion of medical secrecy is

much more easily understandable. On the other hand, its existence within
some group or country in no way implies that medicine is less developed
there than elsewhere.

Legal exemptions

In the Netherlands-a country which is rather proud of its achievements
in the fields of medicine and public health-the principle of secrecy in the
medical profession ranks very high and is recognized by law and in the
courts. The same is true of France and a number of other countries.
In serious criminal cases the doctor may claim legal exemption from
giving testimony or from the general civic duty of giving information,
provided that his knowledge is the result of professional observation or
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action. This even applies when a medical officer has acted as an inter-
mediary for procuring some kind of special medical assistance (e.g., hos-
pitalization) for a family doctor's patient, and has proved good in trials
in which army surgeons, medical advisers to insurance agencies, and
municipal doctors have been involved.

All depends on the position in which any doctor is acting. He is free to
decide whether or not he will claim exemption, provided that the patient
does not complain of breach of confidence (a suit for damages through a
doctor's silence not being sustainable in law).

Regulations and the interests of the community

Based on this conception of the doctor's ethics, one may try to prepare
a set of rules for practical cases, indicating what one is ethically allowed to
report and what not. For instance, the Royal Medical Association in the
Netherlands has published a booklet indicating in which cases and to which
authorities doctors are advised either to certify and report or not to do so.
The mere fact that its publication was considered necessary (and that
it is kept up to date by a special committee) clearly demonstrates not only
the intricacy of the problem, but also the complexity of the social laws and
regulations of modern society in a well-developed country.

The well-being of the community and the concern of the individual for
mutual confidence between doctor and patient must be weighed against
each other. Time may have its effect even on principles, and points of view
are liable to alteration. The ultimate consequence of the principle of
absolute silence is opposed to the generally acknowledged social duties
nowadays, but most doctors are now more conscious of the dangers of case-
reporting and therefore more reluctant to certify blindly. A stronger realiza-
tion of the value of medical secrecy has been the result.

The main question is what, on which patient, by whom, and to whom
case-reporting has been asked for. The need of reporting, notifying, etc.,
and its purpose, should be made clear.

It is generally understood that notification of contagious diseases is to
be taken seriously as a means of protection of the community against
epidemics; but, in the case of a disease against which preventive measures
cannot result from notification, the reluctance to notify is much greater
than in the case of other diseases. Thus the reporting of rubella, tetanus,
and bacillary dysentery is much less complete than that of typhoid fever or
diphtheria; smallpox, cholera, plague, and typhus fever are such rare
occurrences in the Netherlands that it is hardly necessary to mention their
notification in this connexion.

So long as the need for case-reporting is understood and in so far as a
guarantee can be given that the reported data will be the responsibility of
another member of the profession, legally exempted from divulging infor-
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mation, co-operation will be more or less readily forthcoming. It is felt
that, in some circumstances, by laying down in the same law not only the
qualifications a doctor must possess but also certain measures of notifica-
tion, public health will be both protected and promoted.

Essential Needs of Scientific Research and of Medical Planning

It is not suggested in the foregoing that the medical profession does
not fully realize the need for scientific research and medical planning.
On the contrary, requests for detailed information on certain individuals
are well known in statistical offices and by other authorities that can be
supposed to have such information at their disposal. But the questioner
does not always realize that, for the very reason of medical secrecy, some
details are not collected.

A request to indicate in which clinics patients suffering from a certain
disease have died cannot be answered without the approval of the physi-
cians who have treated these patients in these clinics. In some cases
co-operation can be effected by putting the research worker in touch with
the hospital physician (but not the other way round).

But, when publishing scientific data on individuals, whether in print
or merely in restricted reports, it is necessary to avoid easy recognition
of the patient by the chance reader. The number of cases of a disease
is not always sufficiently large to prevent identification of a particular
case in published tables. More than one paper has been disfigured by
such involuntary and unnecessary disclosures. Many a doctor is unsuspect-
ing in his spontaneous communications but extremely reluctant when
notifications are requested. This may sound rather contradictory but it
is in fact only human, and everything depends on how far the aim of,
or the need for, reporting is understood.

Much depends on whether any guarantee can be given against unneces-
sary publicity either in the press or among certain categories of persons.
Reporting to another doctor or to an office in which the clerical staff is
known to be under strict medical supervision does not create many dif-
ficulties. But the mere recording causes difficulties when there is no certainty
that the records will remain under medical responsibility (though not all
inadequately kept records can be excused on the grounds of a fear of
violating secrecy).

In all cases in which the essential needs of scientific research or of public-
health planning are made clear and the essential guarantees are given,
co-operation with the profession can be secured. One should, however,
be well aware of the fundamental difference between the origin of medical
secrecy and the civil servant's promise of silence.

On the part of the doctors, the plea of medical secrecy is sometimes
misused as an excuse from co-operation, but usually only if the require-
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ments and aims of the investigation have been insufficiently explained
and publicized. A warning should be given not to ask too complex or too
complicated questions and not to request information too frequently.
Repeated inquiries on the same topic or on the same individual should
be avoided by co-ordination. It might therefore be wise to inform a medical
official within whose purview similar subjects usually fall about the organi-
zation of any large-scale inquiry or survey among doctors.

Confidentiality of Medical Records

We have already indicated that inadequately kept records may lead
to a violation of the principle of secrecy. Similarly, the lack of sufficient
guarantee that records, such as case-histories, will be kept under medical
supervision may lead to inadequate recording, although of course by no
means all deficiencies in recording can be attributed to fear of violating
ethical principles. Unauthorized inspection of, or access to, files should
be prevented; this can be done by ensuring that they are kept under medical
supervision. Moreover, the identity of the patients whom the files concern
should be as closely concealed as practical necessity will allow. Also,
the question to what extent the data of purely administrative interest
can be recorded separately from diagnoses, etc., should be considered.
It is the doctor's duty to keep in mind at all times the principle of medical
secrecy.

On the other hand, it is necessary for him-particularly in modern
society-to keep his records as accurately and completely as possible.
Thus it is his duty to safeguard his responsibility. Difficulties may arise
whenever files must be handed over, for instance, to the doctor's successor.
These intricacies are only briefly indicated, but rather complicated questions
of law may arise in such circumstances.

Some insurance agencies, for instance, often try to get round the dif-
ficulty caused by medical secrecy by making the insured sign an authoriza-
tion that any doctor may in the future inform the agency on medical
particulars concerning him. But, in the Netherlands at least, the medical
profession does not accept such an anticipatory authorization, as the patient
cannot possibly be aware of its consequences. This attitude of the doctors
has long been recognized by the bona fide insurance agencies. In some
laws special regulations have been made that may infringe on medical
secrecy, but even then the law regarding medical practice and professional
performance will generally have preference.

It is regrettable that in some instances attempts are made to induce
doctors by premiums or the like to sacrifice part of their medical secrecy.
A special warning against such practices is needed. Notifications of cases
of industrial or professional diseases under the Netherlands labour laws
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have proved a failure despite the fact that a premium is granted for each
notification.

Variations in Degree of Medical Secrecy

In different countries and also for different diseases in one and the
same country or among special groups of the population views may vary
as to the degree of medical secrecy which should obtain.

It is well known that in France the " secret absolu " is much more
favoured than in Great Britain and the USA, and also that in some coun-
tries the cause of death is notified under a so-called " confidential " system
(as in Switzerland and the Netherlands). In other countries, doctors may
be very reluctant to co-operate with the civil administration because they
fear that medical secrecy will not be safeguarded. On the other hand, in
some countries it is a matter of course that the cause of death should be
part of the death certificate and therefore open to nearly everyone from
the civil administration who needs information.

These variations are understandable and should not be passed over
with a shrug of the shoulders. They are more than, and different from,
"accommodements avec le ciel ".

In the Netherlands, for example, the medical profession has agreed with
the life-insurance companies that the cause of death will be notified on
request of the medical adviser for statistical purposes but never before the
insurance has been paid. Elsewhere the opposition of the life-insurance
companies to any confidential system of legal reporting of the causes of
death has been so strong that a planned procedure of confidential reporting
has been wrecked at the very start.

As a matter of fact, the whole question is one of general public feeling,
the doctors themselves forming a part of the public. In some countries, the
organization of medical practice is such that medical secrecy is not ques-
tioned. It is necessary to take account of the circumstances in each country
or those of each specific statistical project. It is quite impossible to sum
up a set of rules of common practice that hold good everywhere.

Practical Measures and Procedures

General considerations

When setting up any system of reporting for statistical and other pur-
poses, one should consider how to separate as strictly as possible data that
are indispensable for general administrative purposes and topics of exclu-
sively statistical interest. Several items of general administrative interest
may serve the statistical project too, but on the other hand one should avoid
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data of a purely statistical and confidential character being mixed up with
the general administration.

In principle, a division should be made between general administration
and medical book-keeping, as the auxiliary personnel of the medical
department can be placed under the orders and responsibility of a doctor,
who is responsible towards his reporting colleagues for the safeguarding
of medical secrecy.

These lines may be seen as the underlying philosophy of all kinds of
medical administration. If it is impossible to give the necessary guarantees
it is better to refrain from collecting data whenever the need for an investiga-
tion is not believed to be so important for the public interest that infringe-
ment of the ethics of medical secrecy can be allowed.

In such circumstances the extent of legal exemption in each country
will be very important, and a variation in attitude may thus exist in different
countries.

Confidential reporting of causes of death

The Swiss system of reporting the causes of death has been a classic for
several decades, but the amended system introduced in the Netherlands in
1927 may be considered to have justified itself, during its 26 years of opera-
tion, even under the difficulties of the occupation during the second World
War. It is interesting to study some figures concerning the years before and
after the rather abrupt change of system (see table I). Notwithstanding the
fact that registrars of births, deaths, and marriages were under the general
legal oath of secrecy for civil servants and that this had been confirmed by
the courts, the confidence of the medical practitioner was not fully secured.
That became apparent when in 1926 the questions on the death certificate
were put more comprehensively. After negotiations with the medical
association, it was decided to change to a confidential system.

Since 1927 it has been necessary to submit two certificates. The first
is for the registrar himself, stating that the person, who is named, is really
dead and giving the cause of death so far as medical secrecy will allow.
The object of this certificate is four-fold: first, to ensure that the person is
really dead; secondly, to show that in the case of violent death the body
has also been seen by a medical official; thirdly, to show that the special
regulations on the burial of persons who have died of a notifiable disease
have been complied with; and fourthly, to ensure that in ordinary cases
the deceased was treated during his last illness or during the last part of
his life by the certifying doctor.

The second certificate is made for statistical purposes only and is sub-
mitted directly to the medical official of the Central Bureau of Statistics in
a special envelope which does not give the name of the deceased. This
certificate is not opened by the registrar, but the number of the registry
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entry is given on the envelope. The medical official of Central Bureau of
Statistics may refer to the certifying physician if further particulars are
wanted. Thus any delay in ascertaining the exact cause of death if incom-
plete details have been sent is obviated.b

The data in table I may serve to show for which causes of death this
new system has proved its usefulness, in so far as statistics can " prove"
anything.

Confidential reporting of morbidity

In several systems of medical administration (for instance, when col-
lecting data on hospital admissions or incapacity for work) it is possible
to arrange for the statistical medical data pertaining to diagnosis, etc., to
be sent to the medical adviser or to a special department under medical
responsibility. Such a system is a good argument for co-operation if the
practitioners or the medical suppliers of the data can have confidence in it.
It is always necessary to keep the guarantee of secrecy in mind by instilling
the principle in the minds of the clerical assistants.

Anonymous identification qf persons

In many cases (for instance, for longitudinal studies or for matching
records from different sources about one person), it is necessary to have
means of identifying administrative statistical data of a person and his
medical particulars, but this should be done anonymously; the statistical
form should not bear his name.

One way was suggested in the discussion of the Netherlands death
certificate, the person being indicated by the number of the entry in the
registry. The same could be done with administrative entry numbers, such
as the number of the case-history.

When setting up a Central Cancer Register in the Netherlands with the
co-operation of the medical staffs of the hospitals, it proved necessary to
create a reference system in which no names were used. In such a register
it is indispensable to be able to identify a patient at successive periods
of treatment in one or several wards of one or more hospitals.

The first part of the identifying data consists of the date, month, year,
and place of birth and the sex.

No difficulties will arise about patients in smaller communities, but in
towns there is generally more than one male or female birth every day.
Thus it was necessary to add a special characteristic with a rather large
degree of variation. Some help will be given by the diagnosis, as it is
unlikely that two males born on the same day in the same community

b Quite a different matter is the delay proper in making an unnotified case of an infectious disease
known to the regional public-health officer.
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should turn out to have the same type of cancer in after-life, though as yet
no estimate of the probability of such an event exists. But everyone has or
has had a mother. So the idea arose of using the date and month of the
mother's birth as a further means of identification.c This system of identi-
fication does not give absolute certainty of identification but probably
enough for practical use.

There is no reason why this system should be restricted to cancer cases;
on the contrary, it should be tried out, as is now being done in the Nether-
lands, not only for cancer, but also for several other projects of medical
registration.

Medical supervision and statistics of work absenteeism

The Netherlands system of medical supervision of the social security
acts opens a way to obtaining morbidity statistics on the reasons for absence
from work. Without discussing this system at length, it may simply be said
that as a rule the patient is seen by a special supervising medical officer of
the social security agency, who, often, in consultation with the treating
physician, decides whether, according to the regulations, the patient is fit
to resume his regular or other work and when. As the diagnosis forms part
of his own medical and therefore confidential administration, the super-
vising doctor can procure statistical information on morbidity. Such
statistics are collected by some agencies about insured employees and by
some municipal health services about municipal officials and labourers.

RItSUMIt

Le caractere confidentiel des d6clarations et donnees medicales, face aux exigences
des statistiques sanitaires qui se fondent sur ces informations, pose un probleme d'6thique
maintes fois debattu. En engageant les gouvernements 'a encourager les medecins a
collaborer ai l'amelioration des statistiques sanitaires, la Cinquieme Assemblee Mondiale
de la Sante a mentionne, dans sa recommandation, que les methodes employees devaient
sauvegarder le secret medical.

Aux Pays-Bas, ofi la medecine et la sante publique ont atteint un niveau eleve, le
secret medical, reconnu par la loi, jouit d'un grand respect. Un medecin peut, pour ne
pas violer le secret m6dical, refuser de temoigner ou de fournir des informations dans
l'instruction d'une cause p6nale. Pour tenter de concilier, dans la mesure du possible,
I'ethique medicale et certaines exigences d'interet general, l'Association medicale royale
des Pays-Bas a publie une brochure, tenue a jour par un comite special, indiquant dans
quels cas et a l'intention de quelles autorites, il est conseille i un medecin de fournir
un certificat ou une declaration.

II est generalement admis que, dans l'interet commun, les maladies contagieuses
pouvant prendre une forme 6pidemique, doivent etre declar6es. Mais dans les cas de
maladies dont la prevention ne depend pas de la declaration, l'hesitation du medecin
a declarer est beaucoup plus grande. (C'est ainsi, par exemple, que la declaration des

c Wolff, P. de (1951) Statistica, 5, 161
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cas de dysenterie bacillaire ou de tetanos est moins complete que celle des cas de fievre
typhoide ou de diphterie.)

La rigueur avec laquelle le secret medical doit etre observe est appreciee de facon
differente selon les pays, et dans un meme pays, selon les maladies. En France, le # secret
absolu # est plus en faveur qu'en Grande-Bretagne ou aux Etats-Unis. En Suisse et aux
Pays-Bas, la cause de deces est declaree selon un systeme <4 confidentiel #. Dans d'autres
pays, la collaboration des medecins avec l'administration est tres reservee, du fait que
le secret medical risque de n'etre pas assure, tout au long des op6rations d'enregistrement.
Dans d'autres, par contre, il parait tout a fait naturel que la cause de deces figure sur
le certificat de deces et que cette information soit ainsi accessible A presque tous les
fonctionnaires auxquels ces renseignements sont necessaires. Les medecins collaboreront
d'autant plus volontiers que le benefice que la sante publique peut retirer de l'elaboration
des donnees medicales sera plus evident. Ils accorderont leur concours d'autant plus
facilement que les donnees qu'ils auront foumies seront confiees ensuite A d'autres
medecins, dans les services statistiques et sanitaires, soumis eux-memes au secret profes-
sionnel et autorises legalement a ne pas divulguer les renseignements dont ils sont
depositaires.

En etablissant un systeme de declaration en vue des statistiques et dans d'autres buts,
il y a lieu de distinguer aussi nettement que possible les donnees destinees A des fins
administratives de celles qui ont un interet strictement statistique. L'administration
generale et la tenue des registres de donnees medicales doivent etre des services separes.
Les derniers doivent etre places sous la responsabilite d'un medecin, qui repond vis-a-vis
de ses collegues praticiens de la sauvegarde du secret medical.

Aux Pays-Bas, depuis 1927, deux formules sont exigees pour le certificat de deces:
l'une, destinee au registre d'etat civil, certifie le d6ces et donne quelques renseignements
d'ordre administratif ; l'autre, destinee exclusivement aux services statistiques, est trans-
mise directement au medecin du Bureau central de statistique. Ce demier certificat ne
porte pas de nom, mais un numero correspondant A celui du registre d'etat civil. Le
m6decin du Bureau central de statistique peut demander directement au medecin traitant
de compl6ter un certificat insuffisant.

Un systeme de declaration ( anonyme > est applique aux Pays-Bas dans l'enregistre-
ment des cas de cancer; il va etre etendu A d'autres domaines des statistiques medicales.
II consiste A indiquer sur la fiche de statistique, au lieu du nom, la date et le lieu de nais-
sance ainsi que le sexe du malade. Dans les agglomerations importantes, ou des coinci-
dences seraient possibles, on ajoute le jour et le mois de naissance de la mere, ce qui,
sans donner une certitude absolue d'identification, est pratiquement suffisant.
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