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Aid agencies/aid workers. General terms 
that reflect the extent to which the aid sector 
encompasses a diverse array of international, 
regional, national and local actors engaged  
in a wide variety of interventions.

Bunkerization. A mode of operation that  
is a response to security threats, in which aid 
agency staff operate from isolated or fortified 
“safe areas”, with a high level of operational 
security procedures. 

Direct operation. A term capturing all modes 
of regular programme management, in which all 
staff have sufficient access to operational areas 
and programme sites to fulfil their roles. This is 
the preferred mode of operation, and is often 
considered the opposite of “remote operation”.

International staff. Expatriate staff from 
an international humanitarian organization, or 
expatriate actors working with large national 
organizations. This can sometimes include staff 
who are native to the country where they are 
working, but are hired under “international” 
contracts.

Local actors. Organizations or individuals 
indigenous to the area of implementation who 
are not formally employed through, or do not 
have a formal contract with, an international 
humanitarian organization. These may include 
health ministry staff, local service providers, local 
community-based organizations, civil society 
organizations, or even community members.

GLOSSARY OR KEY TERMS

Local staff. Staff formally employed by an 
international, national or local organization who 
are indigenous to the specific area in which they 
are working.

National staff. Staff formally employed by 
an international, national or local organization 
who are native to the country in which they are 
working (and, if working for an international 
organization, employed under “national” 
contract rules), but not necessarily indigenous  
to the region in which they are working. 

Operating agents/operating staff. 
General terms that refer to those humanitarian 
actors who have access within an access-
constrained environment, and are involved in 
implementing programming. These terms apply 
regardless of whether the agents or staff are 
national or international, or employed by an 
international organization, national partner, 
commercial company, or other entity.

Remote agency. General term to refer to an 
organization that is implementing humanitarian 
programming by remote operation. Typically 
this will be an international nongovernmental 
organization, but the term can also be applied 
to United Nations agencies, government 
aid agencies, national nongovernmental 
organizations operating from “safe areas”  
of a country, or private companies. 

Remote control. A mode of remote operation 
in which all decision-making authority remains 
with the remote agency.

GLOSSARY  
OF KEY TERMS
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Remote support. A mode of remote 
operation in which decision-making authority  
is shared or divided between a remote agency 
and operating agent(s).

Remote management. A mode of remote 
operation in which most decision-making 
authority remains with the remote agency, but 
some autonomy is given to implementers.  
Note: The literature often uses the term “remote 
management” to discuss remote operation 
generally. In this document, remote management 
refers only to this specific modality.

Remote operation. A general term 
for programming in access-constrained 
environments. It is an approach used in settings 
where regular management and supervision 
practices are compromised, necessitating 
the transfer of management and monitoring 
responsibilities to those who have access. Such  
a programming approach will often be 
associated with additional checks and control 
measures in order to initiate or continue, in part 
or full, health action.

Remote partnership. A mode of remote 
operation in which primary decision-making 
authority is delegated to an implementing 
partner, while the remote agency primarily 
assists with technical support, strategy, funding 
and advocacy. Remote partnership is a specific 
modality, necessitated by access-constrained 
environments, and is distinct from normal 
partnership modalities.

Remote staff/remote managers. 
General terms for the staff members of a remote 
agency who have no or limited access to the 
operating environment.

GLOSSARY  
OF KEY TERMS
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B: INITIAL RISK ASSESMENT

 Programme criticality
                                                                                           
 Security
                                                                                           
 Access to aid for beneficiaries (retrieve and receive) 
                                                                                           
 International and domestic legal requirements
                                                                                          
 National and local communications infrastructure

A: PRECIPITATING EVENT 
OR CONTEXT 
TRIGGERS/RISKS

Minimum 
organizational 
requirements 
are NOT met
Hold or stop 
operation until 
residual risk is 
acceptable

Continued reassessment 
required during project cycle

B. Initial risk assessmentA. Event or context
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C: COMPREHENSIVE RISKS
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D/E. Operations and planning
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F/G. Health action and programming H. Exit from remote management

 Formulation of
 implementation plan/
 organizational 
 framework
                                                                                                      
 Adaptation of health    
 action to remote 
 implementation
                                                      

1: Programme 
closure

2: Exit to direct 
management

G: PROGRAMME MANAGEMENT  

 Monitoring and evaluation
                                                                                                                    
 Accountability to donors,
    beneficiaries, ourselves
                                                                                           
 Partner management
                                                                                              
 Staff: training, retention,   
 security, continuity
                                                                                       
 Programme risk
 management  

F: HEALTH ACTION

 Needs assessment
                                                                                                          
 Beneficiary 
 identification
                                                                                                        
 Access to health  
 services
                                                                                                      
 Quality of health 
 services
                                                                                                  
 Supply/pharmacy
                                                    

3: Hand over to 
national organization

H: EXIT 
FROM REMOTE 
MANAGEMENT

Exchange of information with Health Cluster and 
harmonization (if possible) of approaches

B. Initial risk 
assessment

A. Event 
or context

C. Comprehensive risk assessment 
and remote management 
minimum requirements

D/E. Operations 
and planning

F/G. Health 
action and 
programming

H. Exit 
from remote 
management
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Through collective action, grounded in 
humanitarian norms, and more efficient and 
effective coordination, the Health Cluster aims 
to increase access to essential health services, 
increase the lifesaving impact of humanitarian 
assistance, and achieve better health outcomes. 

Increasingly, crisis-affected populations are hard 
to reach, due to access and security constraints 
in complex conflict environments. The lack of 
unhindered access to communities with high 
humanitarian needs can prevent aid agencies 
from applying their standard operating model 
(“direct operation”). Consequently, alternative 
modes of operation must be employed.

The key principle behind programming in such 
access-constrained environments (hereafter 
referred to as “remote operation”) is that 
different types of humanitarian actors experience 
different levels of risk and restriction in insecure 
or conflict settings. This means that a programme 
can sometimes continue in a low-access setting 
by removing personnel from the operational area 
who may face high levels of risk or restriction, 
and replacing them with others who can operate 
more freely. 

Remote operations are rarely a first choice for 
aid agencies, but rather a reactive solution to 
the dilemma generated by the “humanitarian 
imperative”. Several scenarios can be envisaged 
in which such a situation applies. The classic 
example would be, in a conflict setting, 
evacuating high-profile international staff who 
may be targeted for kidnapping or political 

 DEFINITION 
PROGRAMMING IN  
ACCESS-CONSTRAINED  
ENVIRONMENTS. 
An approach used in settings where regular 
management and supervision practices 
are compromised, necessitating the 
transfer of management and monitoring 
responsibilities to those who have access. 
Such a programming approach will often 
be associated with additional checks and 
control measures, in order to initiate or 
continue, in part or full, health action.

INTRODUCTION: 

programming in access-constrained environments

Note: This document uses the more familiar 
blanket term “remote operation” as shorthand 
for programming in access-constrained 
environments. The literature often uses “remote 
management” in this same sense. However, in 
this document, remote management refers only 
to a specific modality of remote operation, as 
explained in the key terms, and subsection D.2. 

The need to protect and improve the lives and 
health of crisis-affected people has never been 
greater, with more than 130 million people in need 
of humanitarian assistance globally, including  
65 million displaced people. In line with the Health 
Cluster Multi-Year Strategy for 2017–2019, the 
Global Health Cluster is committed to achieving 
better health outcomes for crisis-affected people, 
to putting health at the centre of humanitarian 
action, and to leaving no one behind.

INTRODUCTION: 
PROGRAMMING  
IN ACCESS- 
CONSTRAINED  
ENVIRONMENTS
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violence, and replacing them with national or 
local staff who are perceived as less obtrusive, 
and are more accepted by local communities. 
Another example would be a situation where 
international nongovernment organizations 
(INGOs) are implementing programmes 
through partnerships with national or local 
nongovernmental organizations (NGOs) rather 
than through directly employed staff. INGO staff 
might or might not be able to visit the project 
locations sporadically. As a third example, 
governments or authorities may ban international 
aid workers or organizations from a country 
or an area of a country, leaving international 
organizations with the choice to work through 
local partners or through very creative 
modalities.

However, as different types of humanitarian 
actors manage risk and restriction differently, 
they will also employ different operational 
modalities (see subsection D.2).

INTRODUCTION: 
PROGRAMMING  
IN ACCESS- 
CONSTRAINED  
ENVIRONMENTS
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However, thresholds for access restrictions vary 
according to each organization’s approach  
to supervision. For example, one INGO in South 
Sudan considers a programme to be remote 
because the international staff team are not 
permanently based in the project site, despite 
being able to visit at least monthly and spend 
significant time with the team working on the 
ground. For other organizations, programmes 
with a visit to field sites once every three months 
are considered to be under direct operation (1). 
In addition to the frequency of supervision visits, 
the level of seniority of those who are able to 
visit (technical, managerial and organizational) 
also plays a role. 

Just as remote operation can be a reaction to  
a number of different contextual situations, the 
term also describes a number of modalities that 
can be adopted to ensure the start or continuance 
of response. In the literature, these are arranged 
into a spectrum that varies according to the 
depth of roles and responsibilities of the remote 
agency and the operating agent. The spectrum 
is typically divided into four modalities: remote 
control, remote management, remote support, and 
remote partnership (see subsection D.2)  (Figure 1).

 KEY PRINCIPLE
REMOTE OPERATION
Remote operation is a specific way of 
operating in situations where certain staff 
are unable to be present in the location 
of implementation, while others, often 
national or local staff, or staff of a local 
partner organization, can work with greater 
freedom and/or safety to start or continue 
programmes. 

Note: Going forward, this document will 
refer to the organization that initiates remote 
operation as the “remote agency”, and its 
members who cannot access the operational 
area as “remote staff” or “remote managers”. 
Those who can access the operational area and 
deliver aid will be referred to as “operating 
agents” or “operating staff”.

Remote operations are now no longer an 
exception, but a regular mode of operation for 
humanitarian work. The term “remote operation” 
covers a broad range of scenarios, ranging 
from contexts with marginal restrictions in 
access to those with heavy restrictions, and to 
contexts where areas are not accessible at all. 
Practitioners tend to group these into two levels: 
situations of no access and situations of partial 
or intermittent access. 

INTRODUCTION: 
PROGRAMMING  
IN ACCESS- 
CONSTRAINED  
ENVIRONMENTS
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Figure 1. Modalities of remote operation

ACCESS LEVEL RESPONSE MODALITY

Remote 
control                                          

Remote 
management                                          

Remote 
support                                          

Remote 
partership                                      

No access

Partial or 
intermittent access              

INTRODUCTION: 
PROGRAMMING  
IN ACCESS- 
CONSTRAINED  
ENVIRONMENTS

The primary benefit of remote operation is that it advances the humanitarian imperative by allowing 
the delivery of assistance in contexts that would otherwise be considered inaccessible. However, 
remote operation remains a suboptimal mode of programming, which, along with a number of benefits, 
also carries significant risks and challenges, as outlined in Table 1.
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Table 1. Benefits and challenges of remote operation

BENEFITS CHALLENGES

O The start or continuation of 
assistance, services and flow 
of funding in situations that 
do not allow direct access

O The retention of local knowledge, 
making it easier to return 
to traditional programming 
when access is restored

O Opportunities for closer 
community involvement and local 
ownership of programmes

O Building the capacity of field staff, 
which contributes to sustainability

O Continued visibility for the 
organization, which can increase 
local acceptance of both current 
and future programming

O Maintaining humanitarian principles 
without experienced staff in the field

O Maintaining quality of assistance
O Avoiding corruption and aid diversion
O Finding, vetting and training appropriate 

staff and partners, given limited options
O The need for significantly expanded 

planning and guidance
O Additional costs, including staffing, 

planning and monitoring
O The need for comprehensive, 

continuing risk management
O Maintaining strong monitoring and evaluation 

(M&E), compliance, accountability and advocacy, 
without the physical presence of experienced staff

O Maintaining good awareness of the situation in 
the field throughout the remote organization

INTRODUCTION: 
PROGRAMMING  
IN ACCESS- 
CONSTRAINED  
ENVIRONMENTS
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While steps can be taken to mitigate these 
risks, as this document will explain, the current 
thinking on remote operation also allows for the 
acceptance of some greater level of risk,  
in service of the continued delivery of 
humanitarian assistance. At times, remote 
operation will necessitate the adjustment or 
simplification of programmes and procedures, 
and may call for the acceptance of some 
situations and outcomes that would not be 
accepted in normal operations. However, there 
are limits to the adjustments that can be made. 

Remote operation does not obviate the need 
to adhere to international humanitarian law 
or humanitarian principles, including the 
Core Humanitarian Standard on Quality and 
Accountability, and relevant guidelines on 
protection and Accountability to Affected 
Populations (AAP). The approaches to remote 
operation set out in this document centre around 
the Health Cluster Multi-Year Strategy 2017–
2019, which outlines key strategic measures to 
promote a people-centred approach, strengthen 
existing coordination, support empowered 
national leadership, and support the efforts  
of all actors to build the technical, operational 
and coordination capacity of national and local 
health partners to prevent, prepare for, and 
respond to emergencies, and sustain essential 
services in times of emergency.

INTRODUCTION: 
PROGRAMMING  
IN ACCESS- 
CONSTRAINED  
ENVIRONMENTS
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These documents will not always be cited 
specifically, but references to specific tools 
or other supporting documents are noted in 
the text, and hyperlinked where possible. The 
primary reference used for adherence to the 
Core Humanitarian Standard and AAP is the 
Global Health Cluster’s Operational Guidance 
on Accountability to Affected Populations, from 
August 2017 (4).

The humanitarian community has recently 
endorsed a new and better approach to support 
affected communities, laid out in the “core 
responsibilities” of the Grand Bargain, which 
the international community has committed to 
in order to better serve people in need (5). This 
guidance is expected to support three out of the 
five core responsibilities: 

O No. 3: Leaving no one behind

O No. 4: Working differently to end needs

O No. 5: Investing in humanity.

This guidance note was created to support the 
Health Cluster Multi-Year Strategy 2017–2019 
strategic priorities to strengthen the coordination 
and operational capacity of health actors. It was 
created in July–September 2017, but is intended 
to be a living document, which needs to be 
developed further by the Global Health Cluster 
and its members. The online version can be 
accessed at http://www.who.int/health-cluster/
capacity-building/HCF-Strategy.pdf.

This guidance note provides practical,  
step-by-step guidance to health actors 
involved in programming in access-constrained 
environments. It covers all phases, from 
inception through programme design, operation, 
and programme closure or return to direct 
management. 

The operational framework for remote operation, 
which is graphically presented above, provides 
a visual overview of the steps involved in making 
the decision to begin remote operation, and 
planning, implementing and concluding the 
programme. This document is organized to 
follow the steps given in the framework, and will 
provide instruction on each phase, along with 
examples drawn from actual situations, tools and 
references, and helpful tips.

The guidance here is not necessarily meant to be 
read from beginning to end; individual sections 
can be consulted for guidance on specific issues.

This document is based on the results of a 
literature review, as well as interviews with more 
than 100 key informants who have been involved 
in remote operations (primarily in the Syrian Arab 
Republic and South Sudan) (1) and a workshop 
with Global Health Cluster actors.

Data from these activities have been synthesized 
with those found in two other major documents 
previously prepared for the Global Health 
Cluster: a review of both peer-reviewed and 
grey literature, covering some 70 documents 
in detail (2); and a report (preliminary) on the 
use of technology in remote operations (3). 

ABOUT THIS DOCUMENT

ABOUT THIS  
DOCUMENT

http://www.who.int/health-cluster/capacity-building/HCF-Strategy.pdf
http://www.who.int/health-cluster/capacity-building/HCF-Strategy.pdf
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O The infrastructure in the area of need is 
sufficient to allow communication between 
a remote agency and an operating agent.

The section discusses each minimum requirement 
in detail, with tools where available. If all 
minimum requirements are met, then the 
investment of resources in a more detailed 
assessment of the context is justified.

C. COMPREHENSIVE RISK  
ASSESSMENT AND REVIEW  
OF MINIMUM REQUIREMENTS 
This section provides an introduction to the 
concept of comprehensive risk assessment, 
including defining categories of risk 
(organizational, operational, programmatic) and 
presenting one possible method for conducting 
such an analysis. It also defines what outcomes 
are necessary from the comprehensive risk 
assessment to support decision-making during 
programme inception, development, operation 
and closure.

Subsection C.1 lists the categories of risks that 
should be assessed, and provides lists of specific 
risks and detailed examples that are particularly 
relevant to remote operations. Subsection 
C.2 outlines a final step in the comprehensive 
assessment: the re-evaluation of the minimum 
requirements for remote operation, in the light 
of new data from the risk assessment. In addition 
to the minimum requirements from section B, 
section C adds two more: the need to identify an 
operating agent that can implement programming 
on the ground, and the need for an external 

A. KEY PLANNING ASPECTS  
FOR REMOTE OPERATION  
This section discusses both the way in which 
remote operations tend, in practice, to begin, 
and the points at which, in an ideal situation, 
aid agencies should begin considering remote 
operations. Details discussed include:

O assessment of levels of access constraint;

O triggers that lead an organization 
to consider remote operation;

O situations where remote operation 
is not appropriate;

O alternatives to remote operation, including 
access negotiations, “bunkerization”, 
and building community acceptance.

B. INITIAL RISK ASSESSMENT 
This section details the next step after the 
decision is made to consider remote operation: a 
quick risk assessment, based on easily available 
information from the organization’s previous 
experience, documents, local authorities, and 
other humanitarian actors. This initial assessment 
determines if the situation meets five minimum 
requirements for remote operation. 

O The programme is critical.

O The security risk is acceptable.

O Access is sufficient to deliver aid, and for 
beneficiaries to access programming.

O International and domestic legal 
requirements can be met.

SECTION BY SECTION  
GUIDE AND SUMMARY
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Subsection E.1 details issues related to the 
development of the implementation plan and 
organizational framework, including: 

O the adaptation of programming 
for remote operation;

O budgetary analysis;

O formalizing remote operation structures;

O revising standard operating procedures;

O developing frameworks for M&E, 
accountability, and staff and partner training;

O scheduling ongoing programme review.

Subsection E.2 expands on the first point above, 
laying out more detail on the adaptation of health 
programming for remote action, which will be 
continued in section F.

F. HEALTH ACTION
This section lays out the necessary components 
of a health programme, and outlines some ways 
in which each component is affected by the 
remote operation environment, and how it can be 
adapted. Components include:

O F.1 Needs assessment

O F.2 Beneficiary identification

O F.3 Access to health services

O F.4 Quality of health services

O F.5 Supply/pharmacy.

verification network that can triangulate the 
results of monitoring. These new requirements 
are discussed in detail in subsections C.2.2 and 
C.2.3. Finally, subsection C.3 details the process 
of coordination with other health actors within 
the United Nations system, which should begin 
as soon as the comprehensive risk assessment 
is completed, and the decision is made to begin 
actively planning a remote operation.

D. OPERATING MODEL
This section discusses the factors that contribute 
to the first major planning decision: the choice 
of a modality (or modalities) of remote 
operation that will be appropriate to the 
context. This decision is based primarily on the 
communications and transportation infrastructure 
(subsection B.5), the availability and capacity 
of operating agents (subsection C.2.2), and 
the planned duration of the operation, which is 
discussed in subsection D.1.

Subsection D.2 lays out the four major operating 
modalities, along with the risks and benefits 
of each, and discusses the involvement of 
non-traditional humanitarian actors in remote 
operations.

E. PLANNING PHASE
To provide a complete overview of the planning 
process for a humanitarian programme would be 
beyond the scope of this document, but section 
E highlights a number of specific planning issues 
that are relevant to remote operations. 

SECTION BY  
SECTION GUIDE  
AND SUMMARY



21

of risks, which will feed into the adaptation of 
programming, and ensure that the agency is ready 
to react to changes in security or access that 
could necessitate ending remote operation.

H. EXIT FROM REMOTE  
OPERATION
This section explores the three options for exiting 
remote operation, and the conditions that lead to 
them:

O return to direct implementation 
(when access is restored);

O programme closure (when security or 
access unacceptably deteriorates);

O handover of programming to national or local 
organization (when capacity is high enough).

The section also offers some concrete tips on 
managing the exit process.

G. PROGRAMME MANAGEMENT
This section takes a detailed look at some of 
the critical elements of continuing programme 
management that are most affected in the remote 
operation context.

Subsection G.1, on monitoring and evaluation, 
looks at the differences between direct and 
remote monitoring, examines in some detail the 
components of a remote monitoring programme, 
and defines best practices, with examples.

Subsection G.2, on accountability, highlights the 
importance of accountability on three fronts: 
to beneficiaries (and affected populations in 
general), to donors, and to the agency itself, 
while detailing how common practices around 
accountability must be adapted to work in 
remote environments.

Subsection G.3, on staff training, retention, 
security and continuity, looks at some issues 
surrounding the management and training of 
national and local staff (hiring having already 
been addressed in subsection C.2.2), with 
particular emphasis on security management, 
trust-building, methods for training and capacity-
building, and promoting sustainability.

Subsection G.4, on partner management, 
expands on the guidelines in subsection G.3 by 
considering specific practices for developing 
productive relationships with national and local 
partners.

Subsection G.5, on programme risk management, 
outlines the requirements for a continuing review 
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The proactive or adaptive modes are preferable 
to a purely reactive, ad hoc response, as they 
allow the prospective remote agency:

O to decide on triggers that accurately 
reflect its organizational sense of balance 
between programme criticality and risk;

O to develop partnerships in advance, and 
plan remote programming collaboratively;

O to begin training and capacity-building 
of potential operational agents (staff, 
partners, etc.) prior to handing over 
managerial responsibility to them;

O to consult with affected communities, 
and better fulfil the need for 
transparency and accountability.

Changing reactively can also lead to delays and 
other problems. In Libya, one agency that did not 
consider the possibility that it might have to shift 
to remote operation during the planning phase 
of its programme experienced a four-month-long 
standstill of project activities after deteriorating 
security led to evacuation (7).

However preferable, proactive programme 
design is not always possible, and adaptive 
design is not always perfect: major changes 
in context can be unexpected, requiring a 
swift reaction, and some activities need to be 
implemented rapidly to save lives. However, 
this guidance strongly endorses the inclusion of 
remote operations within an overall strategic 
framework that emphasizes protection and 
accountability.

Remote operation is often implemented as a 
response to a lack of direct access to an area 
with identified humanitarian needs. It is seen 
as a significantly less effective modality than 
direct operation, and many aid agencies and 
international donors consider it a last resort, 
short of suspending operations completely. 

Typically, the decision to consider remote 
operation comes about in one of three ways.

O Reactive. An existing programme 
shifts to remote operation in response 
to a deterioration of access that makes 
direct operation impracticable.

O Proactive. To address needs in an area 
of limited access, a programme is designed 
to be operated remotely from inception.

O Adaptive. A direct operation programme is 
planned for an area where access is insecure 
or may deteriorate, but contingencies are 
built in for a shift to remote operation in 
response to predetermined triggers.

Historically, remote programming has been 
primarily reactive, and “few agencies have 
systematically planned for when, whether and 
how to employ this practice as an effective 
programmatic adaptation, as opposed to an ad 
hoc response” (6). However, with aid agencies 
under increasing pressure to deliver aid in highly 
volatile or insecure environments, remote operations 
are becoming more common, and more agencies are 
attempting to plan for them proactively.

KEY PLANNING ASPECTS  
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Whether remote operation is being considered 
reactively, or being adaptively built into the 
planning process for a programme, it should be 
linked to specific, identifiable triggers or pre-
existing conditions in the context. In most cases 
these triggers will be such factors as changing 
security conditions or specific security incidents, 
but they can also be other factors, including 
restrictions by local authorities or armed groups. 
Often, a combination of these triggers occurs.

TRIGGERS FOR CONSIDERING  
REMOTE OPERATIONS

O Lack of access due to the security 
situation (general or specific threats), 
where specific triggers might include:
• a specific security incident, or a number 

of specific incidents of a certain type;
• a credible threat against the 

organization or its staff;
• a certain number of postponed 

management visits, or of trips 
rescheduled due to security risks.

O Lack of access due to restrictions by 
local authorities or armed groups, 
where specific triggers could be:
• a specific incident of denied access;
• a specific level or type of restriction 

on the movement of aid workers. 
O Lack of access due to geographical 

or seasonal weather conditions.

A.1 ASSESSING ACCESS  
CONSTRAINTS 

 KEY PRINCIPLE
Remote operation is a response modality 
to constrained access in an area of 
humanitarian need. 

There exists no openly available guidance on the 
critical thresholds for access constraints. 

Few agencies appear to have formulated clear 
or accountable strategies or risk thresholds to 
support decisions to remain in or leave an access-
constrained area. Access constraints vary from 
programme to programme, and are difficult 
to measure objectively. Moreover, thresholds 
in acceptable access constraints vary from 
organization to organization. 

Currently, organizations must make individual 
decisions about how much risk is “too much”, 
or how much access is “too little”, based on the 
context and their own values.

 TOOL
The NGO Coordinating Committee for Iraq 
prepared a checklist of indicators of safer access 
(see Annex 5). While primarily intended to judge 
whether it is safe to return to an insecure context, 
these indicators can also be used negatively to 
judge if a context is unsafe (8).
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visits by staff to field locations may become fewer 
and evacuations become more frequent, such that 
senior managerial staff presence becomes minimal 
over time. Alternatively, “danger habituation” may 
lead to staff working in unacceptably dangerous 
conditions.

The establishment of clear triggers when planning 
for a remote operation is also critical for setting 
a clear end-point for remote operation. While 
remote operations are widely seen as temporary, 
in practice they often continue long beyond when 
they are appropriate. Defining clearly what 
conditions (access and security) have led to the 
inception of remote operation will provide a 
clear baseline for future judgements: when those 
conditions are no longer met, remote operation 
should cease (see section H).

 TIP
AVOIDING DANGER HABITUATION
In high-risk contexts it is easy for aid workers, 
who are focused on delivering assistance, 
to become progressively accepting of 
higher levels of risk, eventually leading to 
unacceptable operating conditions. This trap 
can be avoided by:

O having clear risk thresholds set 
before programme inception;

O initiating a regular process of 
programmatic risk assessment (both 
security and non-security risks).

TRIGGERS FOR CONSIDERING  
REMOTE OPERATIONS cont.

Some types of access constraint should not 
trigger remote operations, for example:

O If compliance with anti-terrorism 
legislation means an organization 
cannot work in an area due to the 
presence of proscribed groups, remote 
operation cannot improve access.

O Unacceptable levels of aid 
diversion or corruption may also 
preclude remote operation.

Note that these triggers do not lead immediately 
to remote operation, but to a consideration 
of the feasibility of remote operation; in any 
situation, an assessment of the risks may indicate 
that remote operation is not feasible, and the 
programme must be closed.

When remote operation is being considered 
proactively, triggers will not be applicable; the 
decision as to whether access is sufficient for 
direct or remote operation will be based on risk 
assessments (see sections B and C).

In situations where a transition to remote operation 
has not been preplanned, it is particularly important 
to clearly assess the security, programmatic and 
operational risks of the situation, and weigh them 
against programme criticality (this will be covered 
in subsequent sections). If this is not done, remote 
programming may creep in more or less unnoticed. 
For example, as security conditions deteriorate, 
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coordination among actors and a shared 
commitment to uphold certain ideals is necessary 
to create sufficient leverage to motivate 
governments and actors to enable humanitarian 
aid. The Inter-Agency Standing Committee 
(IASC) guidance on working with national 
authorities may be a useful reference for this 
(10). Conversely, there is widespread agreement 
among humanitarians that negotiations with 
non-State armed groups should be carried out by 
implementing organizations (11). However, this can 
be challenging for small organizations that do not 
have the capacity for sustained dialogue. Further 
discussion of negotiations as a means of reducing 
risk in programme implementation is provided in 
section B.

ALTERNATIVE 2:  
BUILDING ACCEPTANCE
When humanitarian programming addresses 
the needs of affected populations in a 
concrete, transparent, timely and reliable way, 
engagement with local communities can yield 
security benefits for aid organizations. For 
example, local communities have been found 
to alert humanitarians to security risks, assist in 
negotiations with conflict parties, or intervene 
on behalf of humanitarian organizations 
with conflict parties. The application of core 
humanitarian principles, while taking account of 
national legal, traditional and customary norms, 
is considered key. 

A.2 ALTERNATIVES TO REMOTE 
OPERATION 
ALTERNATIVE 1:  
NEGOTIATING ACCESS
In some cases, access can be gained or improved 
by negotiations with the parties who control 
access, including:

O national or local governments

O State and non-State armed actors

O local community committees.

Key partners or stakeholders who should be 
involved in such negotiations include:

O United Nations Department of 
Safety and Security (UNDSS); 

O civil–military cooperation 
and coordination units;

O the humanitarian coordinator;

O the resident coordinator;

O United Nations Office for the Coordination 
of Humanitarian Affairs (OCHA) 
and cluster lead agencies;

O donors (9).

Such negotiations may provide an alternative to 
remote operation, or can be used to improve a 
situation of no access such that remote operation 
can proceed. More information on tactics to 
improve access can be found in subsection F.3.

Efforts by individual aid agencies to exert public 
pressure on governments and de facto authorities 
have been largely ineffective. Therefore, 
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 TIP
DON’T RELY ON ACCEPTANCE ALONE
Acceptance by local communities can 
mitigate insecurity and can, in time, be used 
to regain access. However, it should never be 
solely relied upon to reduce security risk, and 
security information from local communities 
should be subject to triangulation with other 
information sources.

 CASE STUDY
COMMUNITY ACCEPTANCE  
IN SOMALIA, 2016
International Medical Corps (IMC) Somalia 
used community health committees (also 
known as health centre committees) to bridge 
the gap between the organization and the 
community. These volunteer committees 
were established at every health facility 
and comprised elected and well respected 
community members with an appropriate 
clan balance. They generated demand for the 
services and increased community ownership 
of the health facility by facilitating health 
promotion and mobilization activities. They 
also served as a mechanism for beneficiary 
accountability by feeding back the 
community’s concerns and needs, and holding 
IMC accountable. 

They have also acted as mediators, de-escalating 
conflicts when they arise and reducing security 
risks. 

Gaining acceptance is a process that requires 
long-term investment in dialogue and engagement 
with relevant parties. Aid agencies should 
therefore develop clearly articulated medium- to 
long-term access and acceptance strategies.

Steps to improve acceptance include:

O involvement of communities in 
operating agent recruitment;

O investment in highly localized implementing 
staff structures, and hiring of local technical 
staff where possible, given that local 
staff are familiar with the context and 
can facilitate working relationships;

O if local hires are not possible, use of 
diaspora nationals can improve acceptance 
(though this can also promote resentment, 
if these staff are seen as overpaid and 
out of touch with the context);

O building strong relationships between the 
remote agency and local operating agents;

O ensuring operating agents are from 
an appropriate cultural, religious, 
or geographical background when 
programming in sensitive areas;

O strong M&E procedures to ensure 
equitability of aid distribution and 
avoid corruption and diversion;

O increased communication and advocacy 
to promote local ownership;

O visibility of organizational logos during 
programme (this must be balanced with 
the risk to security, and could jeopardize 
effectiveness in the short term).
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A.1 ASSESSING ACCESS CONSTRAINTS 

A.2 ALTERNATIVES TO REMOTE OPERATION

 ALTERNATIVE 1: NEGOTIATING ACCESS

 ALTERNATIVE 2: BUILDING ACCEPTANCE

 ALTERNATIVE 3: BUNKERIZATION

the risks involved in transferring risk to operating 
agents must be weighed to decide which 
approach (or combination of approaches) is 
appropriate to the context. For more information 
on staff security and risk transfer see subsection 
G.3.2 on staff security.

Additionally, this programme also found that 
using 100% local staff with an appropriate 
site-specific clan balance fostered good local 
perception and minimized checkpoint bribes, 
confiscations, raids, and threats of violence 
when hiring or firing staff. Interventions that 
have also reduced risk for IMC (compared to 
other INGOs operating in the same areas) 
include giving local sites the authority to hire 
their own non-skilled staff, replacing skilled 
staff who leave with someone from the same 
clan, using the community health committees 
to informally recommend new staff, and 
ensuring transparency when staff are let 
go, including the provision of a culturally 
appropriate severance package (2).

ALTERNATIVE 3: BUNKERIZATION
If security risk is the main reason for the loss of 
access, it is also possible that risk assessment 
will reveal mitigation measures that allow direct 
operation to proceed. For example, remote 
operation is often seen as an alternative to 
“bunkerization”, whereby aid agency staff 
operate from isolated or fortified “safe areas”, 
with a high level of operational security 
procedures. 

Bunkerization can have a considerably negative 
impact on acceptance and is often considered 
a last resort. However, both bunkerization and 
remote operation have significant negative 
programming consequences. The risk to life and 
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B.1 PROGRAMME CRITICALITY
B.2 SECURITY
B.3 ACCESS TO AID
B.4 DOMESTIC AND INTERNATIONAL  
 LEGAL REQUIREMENTS
B.5 NATIONAL AND LOCAL INFRASTRUCTURE  
 AND COMMUNICATIONS

 KEY PRINCIPLE
Once reduced access has triggered the 
consideration of remote operation, an initial 
risk assessment is required in order to judge 
whether remote operation is likely to be 
viable, and justify the investment of further 
resources.

MINIMUM REQUIREMENTS FOR REMOTE OPERATION (STAGE 1)

The initial risk assessment is structured around five minimum requirements.

1. The programme is critical.

2. The security risk is acceptable.

3. Access is sufficient to deliver aid, and for beneficiaries to access programming.

4. International and domestic legal requirements can be met.

5. The infrastructure in the area of need is sufficient to allow communication between  
a remote agency and an operating agent.

If these requirements are met, a full risk assessment is called for to determine  
potential programme viability. 

Whether remote operation is being considered 
because of a deterioration of security in an 
existing programme, or as an option during 
programme inception, the first step is to 
conduct an initial assessment of the risks of the 
context. This will determine whether it is worth 
investing resources in a comprehensive analysis 
to determine if remote operation is viable in 
principle.

INITIAL RISK  
ASSESSMENT

INITIAL RISK ASSESSMENT
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B.1 PROGRAMME CRITICALITY
B.2 SECURITY
B.3 ACCESS TO AID
B.4 DOMESTIC AND INTERNATIONAL  
 LEGAL REQUIREMENTS
B.5 NATIONAL AND LOCAL INFRASTRUCTURE  
 AND COMMUNICATIONS

DATA SOURCES

The sources of information used in the initial risk 
assessment will vary, depending on whether 
the organization has physical presence in the 
context.

If the organization is present (i.e., is considering 
shifting an existing programme from direct to 
remote operation) or has a history of working in 
the area, then first-hand data can be gathered 
from beneficiaries, and the contextual experience 
of programme staff.

If the organization is not present (i.e., is 
considering whether remote operation is the 
appropriate modality in a new context), then 
alternative data sources need to be considered, 
including: 

O secondary data, including, if available, 
previous cluster documents such as 
humanitarian needs overviews, situation 
reports, cluster bulletins, strategic plans, 
UNDSS and other security reports, and even 
media reports if they appear reliable;

O information shared informally 
by governments, key national 
actors, or other aid agencies;

O surveys conducted by remote 
methods (telephone, social media);

O field surveys conducted by third 
parties, including governments and 
national or local (health) authorities, national 
or local NGOs, or hired contractors.

INITIAL RISK  
ASSESSMENT
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B.1 PROGRAMME CRITICALITY
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are highly important.

Determining criticality levels can only be done by 
the organization, but some general criteria can 
be used to assess which activities are the most 
critical, within the framework of humanitarian 
principles and humanitarian law.

CRITERIA FOR PROGRAMME 
CRITICALITY

Primary level – is this programme:

O lifesaving;
O at scale;
O with an immediate and significant 

impact on mortality?

Secondary level – is this programme:

O effective (with a proven track record);
O likely to be implemented;
O not replaceable by other activities?

 TOOL
Many organizations use a framework of three or 
four levels to define programme criticality. The 
United Nations system provides one widely used 
framework. Its definition of overall criticality 
is the same as that provided above, although it 
adds an additional category of criticality for 
directed activities that receive the endorsement 
of the Office of the Secretary-General for this 
particular situation. Though the framework does 
not define criticality at all levels, it may be useful 
for weighing criticality against residual risk (12).

B.1 PROGRAMME CRITICALITY

 KEY PRINCIPLE
Remote operation is a high-risk solution 
that can negatively impact programme 
effectiveness; it should only be implemented 
for critical programming. 

Humanitarian action is based on need, providing 
lifesaving assistance, protection and support 
for the welfare of the civilian population in 
accordance with international norms and 
standards. Overall, most organizations agree 
that presence is prioritized in situations where 
assistance is deemed necessary to save or sustain 
lives. However, there is no agreed-upon framework 
for rating the priority of different activities, in part 
because the importance of different activities 
may change in different contexts. Organizations 
will also need to determine the point at which 
compromises become so overwhelming that 
suspending operation is the best option. Usually, 
the more critical the programme, the higher the 
amount of risk that can be accepted. Better access 
often comes out of increased tolerance for risk.

Within the health sector, there has been limited 
discussion of balancing acceptable risk with 
programme criticality, perhaps because in 
health programming with extremely vulnerable 
populations criticality is considered a given. This 
makes it even more important to make specific 
assessments of programme criticality when 
beginning a remote operation, rather than relying 
on individual judgement that all health activities 
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limitations on access, most likely (though 
not necessarily) because of security risk. A 
comprehensive risk assessment is necessary to 
determine if the risks are acceptable; however, 
such an assessment represents a considerable 
investment of time and resources. At this stage 
it is necessary simply to estimate the severity 
of risk based on available sources, in order to 
determine whether investment in a full assessment 
is justified.

There are no universal guidelines for deciding 
what level of security risk is “acceptable”; this 
decision must be made within an organization, 
based on the organization’s values and principles, 
and the level of programme criticality. 

B.2 SECURITY

 KEY PRINCIPLE
Remote operation is a viable response to 
security situations only when:

 o the overall security risk is too high 
to directly implement programming 
with a full cohort of staff; but

 o there exists some operating agent 
that can implement programming 
at an acceptable level of risk.

Since remote operation is being considered, it 
is a given that the context includes significant 

STEP BY STEP: ESTIMATING SECURITY RISK

1. Using secondary data review or other data sources, identify the security threats affecting 
programme staff, materials and beneficiaries. Such threats can include kidnap for ransom, 
collateral damage in military operations, social violence, targeting of staff or beneficiaries by 
armed groups, destruction of facilities, theft of materials, and perceptions of partisanship.

2. Estimate the likelihood of each threat, and the impact on the programme if it should occur.

3. Consider whether the risk posed by the threat can be mitigated.

4. Consult organizational guidelines and protocols to determine the security minimums necessary 
for staff, beneficiaries and materials.

5. Specifically evaluate any risks posed to beneficiaries, remembering the “do no harm” principle, and 
setting a high standard to ensure the actions of the organization do not undermine local communities’ 
right to protection, or other rights under international humanitarian and human rights laws.

6. Make an informed judgement, based on organizational values and guidelines and the criticality 
of the programme (see subsection B.1), as to whether the level of risk is acceptable.

If the risk appears unacceptable overall, the programme cannot continue. 
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a risk management framework, analysis of 
many types of security risks, and how they 
can be incorporated into risk assessment and 
management, with specific examples of risks, risk 
thresholds and mitigation measures (15).

INFORM (Index for Risk Management) is a 
multilateral initiative to formalize country-
specific risk levels and trends in risk over time 
for 191 countries. This tool evaluates risk on a 
number of levels, including both operational and 
programmatic risk.

RESOURCES FOR SECURITY  
RISK ASSESSMENT
The resources listed here can assist in various 
levels of security risk assessment. Some offer 
processes that may be too detailed and labour 
intensive for an initial risk assessment, but may 
be useful in the comprehensive risk assessment 
phase (see section C).

The ACT Alliance has developed a short Security 
Risk Assessment Tool, which covers the basic 
elements of risk assessment (13).

The Security Advisory Group (InterAction and 
USAID) offers a public security risk management 
process (14).

The United Nations Department of Safety and 
Security (UNDSS) offers security support and 
services to its partners (including both United 
Nations agencies and NGOs), including security 
risk analysis and reporting on security issues in 
various contexts. 

The Saving Lives Together framework is a series 
of recommendations aimed at enhancing security 
collaboration between the United Nations, 
INGOs and other international organizations. 
The objective of Saving Lives Together is to 
enhance the ability of partner organizations to 
make informed decisions and implement effective 
security arrangements to improve the safety and 
security of personnel and operations.

The Overseas Development Institute good 
practice review offers a review of operational 
security in violent environments that includes 
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https://www.interaction.org/sites/default/files/2581/NGO_SRM_APPROACH_FINAL_SAG_APPROVED.pdf
https://www.interaction.org/sites/default/files/2581/NGO_SRM_APPROACH_FINAL_SAG_APPROVED.pdf
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https://www.un.org/undss/
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When remote operation is being considered 
in response to non-security risks, for example 
restrictions on the movement of INGO staff that 
prevent access, then it is sufficient to estimate 
that the overall risk level of the operation is 
acceptable.

Is remote operation  
appropriate?

Remote operation is itself a risk mitigation 
measure: the substitution of staff at high risk 
(for example, high-profile international staff) for 
some other operating agent who can implement 
programming at a lower level of risk. 

To determine if remote operation is an 
appropriate mitigation measure in the context, 
three questions must be considered:

O Is the security risk unacceptable for normal 
operation? If the risk is acceptable, or 
can be mitigated to an acceptable level, 
remote operation is not necessary. 

O Is there an agent or set of agents who 
can implement programming at a lower 
level of risk? If no such agent exists, 
remote operation is not possible.

O Is the risk to those agents acceptable? 

It is essential to ensure that remote operation is 
not simply transferring an unacceptable level of 
risk from one group of staff to another. For more 
on risk transfer, see subsection G.3.2. For remote 
operation to be viable in response to security 
issues, those issues must be significant enough to 
prevent direct implementation of programming, 
and there must also exist an agent that can 
implement programming at a lower level of risk.

INITIAL RISK  
ASSESSMENT



34

B.1 PROGRAMME CRITICALITY
B.2 SECURITY
B.3 ACCESS TO AID
B.4 DOMESTIC AND INTERNATIONAL  
 LEGAL REQUIREMENTS
B.5 NATIONAL AND LOCAL INFRASTRUCTURE  
 AND COMMUNICATIONS

O Can the distribution of assistance 
be centralized (health centres, mass 
distributions) or must it be mobile?

It is also essential to ensure protection 
mainstreaming, a people-centred approach and 
AAP. For more information on accountability,  
see subsection G.2 on accountability. 

B.3 ACCESS TO AID

 KEY PRINCIPLE
For remote operation to be possible, 
the operating agent must have sufficient 
access to territory to implement the desired 
programming, and beneficiaries must be able 
to access the assistance.

When considering access, it is important to 
consider two factors: whether the agency has the 
access to implement programming, and whether 
beneficiaries are able to access the assistance 
in a safe and secure manner. Analysis of existing 
data sources should determine if access exists  
on both these fronts. Key questions could include 
the following.

O What is the state of transportation 
infrastructure in the area of implementation?

O If there is conflict in or around the area 
of need, how much does it impede the 
movement of goods and people?

O Are there checkpoints or other 
restrictions on movement?

O How much freedom of movement will the 
operating agent(s) have to move supplies 
and reach beneficiary communities?

O What means of transportation are available 
to the most vulnerable populations in need?

O Will communities in the area of need have 
equal access to assistance? Are some groups 
(ethnic, religious, tribal, gender, age, etc.) 
being singled out for movement restrictions?
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In some cases, aid agencies may choose 
to operate in violation of domestic law in 
the operational context. The risks of such 
actions should be carefully assessed in the 
comprehensive risk analysis (see section C).  
Of particular importance from a health point  
of view, adherence to domestic health protocols 
is strongly recommended.

B.4 DOMESTIC AND  
INTERNATIONAL LEGAL  
REQUIREMENTS

 KEY PRINCIPLE
Remote operation is not possible if the 
delivery of assistance would violate relevant 
national or international law. 

A legal review is necessary at this point, covering 
three major areas.

O Domestic laws of the host country.

O Domestic legal requirements relevant to 
the conduct of the aid agency, including:

• laws of the agency’s home country;
• donor-country laws governing 

funding, including sanctions and 
counter-terrorism measures.

O International legal requirements, including:

• international humanitarian law and 
international refugee law;

• international human rights law;
• international agreements on 

terrorism financing;
• international sanctions;
• other relevant international laws.

Of particular concern here is counter-terrorism 
legislation; if delivering the desired programming 
would violate such statutes, for example by 
providing aid to proscribed groups, remote 
operation cannot proceed.
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O Strong communication is also essential for 
creating and maintaining communication with 
and accountability to affected populations, 
whose opinions and feedback must be 
available to both operating and remote staff.

O The opportunity for staff to travel to deliver 
and to engage in capacity-building activities, 
both on and away from the site of project 
implementation, is of high importance. 

A variety of methods of communication can be 
used, including both face-to-face communication 
and telecommunication. However, it should be 
noted that practitioners emphasize the value of 
at least some regular person-to-person contact 
between remote staff and operating staff for 
programme success and retention (Table 2).

B.5 NATIONAL AND LOCAL  
INFRASTRUCTURE  
AND COMMUNICATIONS

 KEY PRINCIPLE
The infrastructure for transportation and 
communication in the operational area 
must be sufficient to allow regular contact 
between the remote agency and the 
operating agent. 

The level and state of infrastructure in the host 
nation, and in the area of implementation in 
particular, plays a key role in the feasibility of 
remote operations, as this infrastructure is what 
allows communication between the remote 
agency that designed the programme and the 
operating agent that implements it. 

Strong communication is a key minimum 
requirement for a successful remote operation.

O Regular contact between the remote agency 
and the operating agent has been linked 
to better relationships and higher-quality 
programming in remote operations, by 
both the literature and practitioners. 

O Clear communication channels are a 
prerequisite for M&E, and the remote 
agency’s access to up-to-date contextual 
information is often crucial to allowing 
remote programmes to be responsive to 
changes in needs and risks in the field. 
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Table 2. Communication methods for remote programming

METHOD ADVANTAGES CHALLENGES 

PERSONAL CONTACT

Face to face O Shown to improve project 
performance, and build trust between 
implementing and remote staff

O Can only be intermittent

Bringing implementers 
out of the field to 
accessible locations

O Offers good opportunities for 
training and capacity-building

O Expensive

O Local staff may face significant risks 
crossing borders (denied entry/exit, 
lost residency, detention or arrest)

O Additional in-country travel 
increases overall security risk

Field visits by remote 
staff

O Allows direct project observation O Security risks

O Hard to schedule, dependent 
on changes in access

O Expensive, particularly if visits have 
to be cancelled or changed

TECHNOLOGY

Mobile phones O Highly effective; good mobile Internet 
connectivity allows transfer of 
images, videos, Global Positioning 
System (GPS) coordinates

O Social media allows constant contact

O Many populations already 
familiar with the technology

O Can be encrypted

O Mobile networks often go 
down during conflict

O Utility varies significantly based on 
availability and cost of mobile Internet

Videoconferencing O Very effective, multi-use 
communications solution

O Can be encrypted

O Requires consistent Internet infrastructure 
(on both ends) and speed

O Insufficient hardware or software can lead 
to distortion or loss of key information

O Requires implementing staff to have 
some computer knowledge

O High cost of installation and maintenance
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Table 2. Communication methods for remote programming cont.

METHOD ADVANTAGES CHALLENGES 

TECHNOLOGY

Email or other 
electronic messaging 
systems

O Allows regular or constant 
contact with limited 
technological requirements

O Can work with mobile or fixed 
Internet, dongles, or satellite

O Can be encrypted

O Impersonal, limited to text and images

O Heightens language barriers

O Requires implementing staff to have 
some technical knowledge

Satellite phone O Requires no infrastructure, can 
be set up by remote agency

O No encryption

O Expensive, particularly for data

O Usage can be sensitive or 
disallowed in certain contexts

Radio O Requires no infrastructure, can 
be set up by remote agency

O No encryption

O Limited to voice communication

The utility of the communications methods outlined in Table 2 will vary, based on the method used for 
Internet connectivity. The advantages and challenges of the major methods for Internet connectivity 
are summarized in Table 3.operations

Table 3. Internet connectivity methods for remote operations

METHOD ADVANTAGES CHALLENGES

ADSL or fixed line Internet O Generally high speed and 
stable connection

O Dependent on power 
infrastructure

O Not mobile

Dongles or mobile Internet (3G, 4G) O Mobile, usable on multiple devices O High cost in monthly payments if 
used as a substitute for fixed line

O Unstable connection

Satellite Internet (VSAT, BGAN, etc.) O Reliable and high speed O Subject to weather conditions

O Very high cost

Analysis of secondary data, along with reports from local actors and authorities and from other aid 
agencies that work or have worked in the context, can be used to determine if the level of infrastructure 
is sufficient to allow communication.
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 CASE STUDY
TECHNOLOGY IS NOT  
A SUBSTITUTE FOR PRESENCE,  
2012–2016
A local NGO partner who was trying to 
decide which Syrian health facilities would 
receive funding described one example 
of the issues that arose when trying to 
coordinate remotely. This process involved 
sites filling out initial assessment tools and 
having a partner check the information. 
Despite their best efforts, several “ghost 
facilities” emerged that were proposed and 
funded, but found not to exist when checked 
on six months later. He also reported having 
two proposals that were funded by different 
donors but were later found to be for the 
same facility. These issues were attributed 
to the lack of coordination resulting from not 
having appropriate staff on the ground (3). 

 CASE STUDY
TELEPRESENCE IN THE SYRIAN ARAB 
REPUBLIC, 2012–2015
In the Syrian Arab Republic, remote 
supervision of doctors by telepresence 
has proved an effective option. Significant 
advances were made in intensive care units 
through 24-hour, direct video supervision 
by volunteer Arabic-speaking doctors in the 
United States of America and Europe. These 
links were provided with low start-up costs 
and an annual operating budget of US$ 1000 
per year, almost all of which covers satellite 
Internet. Low-cost cameras and social media 
platforms completed the infrastructure. The 
programme provided realistic interaction and 
capacity-building for local staff, including 
virtual round-the-clock supervision, clinical 
decision support, radiology review and 
trainee teaching (1, 16). 
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The use of a risk assessment process allows an 
agency to make more impartial, systematic and 
quantifiable judgements about risk, which can be 
compared over time. These judgements create 
a foundation for justifying decisions to increase 
or decrease presence, and to compare against 
programme criticality and organizational values.

As such, the risk assessment is not a one-time 
event, but part of an ongoing risk management 
process that continues throughout the lifetime 
of the response, and provides a major guide for 
decision-making (see subsection G.5). Many staff 
involved in remote operations have highlighted 
the importance of this process, and specifically 
noted the lack of systematic risk assessment 
processes by humanitarian organizations as a 
major reason for risk aversion, ad hoc decision-
making, and the failure to meet the humanitarian 
imperative (17).

The comprehensive risk assessment should:

O be detailed and context specific, covering 
a complete array of organizational, 
operational and programmatic risks;

O include a complete process of security risk 
assessment, particularly focusing on the unique 
security risks faced by international, national 
and local staff (see subsections B.2 and G.3.2);

O allow continuous update during programme 
planning and implementation, with linkage to 
government or inter-agency security updates;

O produce results that can be 
shared with other agencies.

 KEY PRINCIPLE
Once an initial evaluation has shown that 
the minimum requirements for remote 
operations can be met, a comprehensive 
risk assessment is highly recommended, 
including operational, programmatic and 
organizational risks. 

COMPREHENSIVE RISK  
ASSESSMENT AND REVIEW  
OF MINIMUM REQUIREMENTS

A comprehensive risk assessment is perhaps 
the most important element in preparing for 
and implementing a remote operation. Not to 
be confused with the security risk assessments 
discussed in subsection B.2, a comprehensive risk 
assessment looks at a wide array of risks, which 
potentially affect every element of humanitarian 
operations. 

TYPES OF RISK IN HUMANITARIAN 
PROGRAMMING
O Operational risks include security risks 

affecting both staff and beneficiaries, staffing 
issues, management problems, and issues 
with financial and logistical oversight. They 
threaten effective operation as a whole.

O Programmatic risks are those 
that undermine the quality, reach, 
implementation and monitoring of 
specific programme activities.

O Organizational risks are those 
incurred in an operation that threaten the 
organization as a whole in relation to 
beneficiaries, stakeholders and donors. 
Examples include violations of humanitarian 
principles or legal requirements.
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STEP-BY-STEP  
WALK-THROUGH OF A RISK 
ASSESSMENT PROCESS

O Contextual analysis – gathering 
as much data as possible about 
the context, focusing on the areas 
discussed in section B, including:
• security and access constraints
• infrastructure and logistics
• presence or absence of local 

and national health actors
• local education levels and 

human capacity
• presence or absence of partners
• community dynamics and tensions
• cultures and customs
• relevant local and international law.

O Identification of specific 
operational, programmatic 
and organizational risks 
based on the context and the 
organization’s vulnerabilities. 

O Assessment of each risk on two 
fronts – likelihood and impact – allowing 
the assignment of a “risk level” that 
combines these two factors (Figure 2) (14).

O Identification of possible 
mitigation measures, and their 
impact in reducing the level of each risk.

O Determination of “residual 
risk”, i.e. the risk level after mitigation 
measures are implemented (13, 14).

Unfortunately, all existing tools and 
methodologies for comprehensive risk 
assessment are commercial or proprietary, and 
cannot be used in this guidance (for example, the 
International Organization for Standardization 
sells a widely used comprehensive risk 
management process). With no widely accepted 
framework for comprehensive risk management 
in humanitarian operations, this guidance note 
adapts, by way of example, processes used for 
security risk management that can be applied 
essentially unchanged to all categories of risk 
(13, 14). The steps below are one example of what 
a risk assessment would look like, though other 
processes are possible.
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 TIP
DO NOT FORGET RISKS  
TO BENEFICIARIES
It is critically important to remember that 
the above categories include not only 
risks to the organization, its personnel and 
materials, but also risks to beneficiaries 
and local communities. These fall primarily 
under the categories of operational and 
programmatic risks, and include risks 
related to safety and security, disclosure of 
private information, increasing community 
tensions, poor programming, violation of 
rights under international law, inequality 
in access to aid, gender issues, protection 
from sexual exploitation and abuse, and 
other categories. In some cases, risks to 
beneficiaries are highlighted as a separate 
category.

Figure 2. Sample risk analysis matrix Source: InterAction Security Unit, USAID (14)

IMPACT

NEGLIGIBLE MINOR MODERATE SEVERE CRITICAL

VERY LIKELY LOW MEDIUM HIGH VERY HIGH VERY HIGH

LIKELY LOW MEDIUM HIGH HIGH VERY HIGH

MODERATELY 
LIKELY

VERY LOW LOW MEDIUM HIGH HIGH

UNLIKELY VERY LOW LOW LOW MEDIUM MEDIUM

VERY UNLIKELY VERY LOW VERY LOW VERY LOW LOW LOW

Output of risk assessment
The process described above will result in a 
comprehensive list of mitigation measures that 
can be used to reduce risk in the operational 
context, and attain a residual risk level that allows 
the organization to judge whether the risk of 
the proposed programme is within acceptable 
parameters. Again, that judgement must be based on 
organizational values and programme criticality.

 TIP
JOINT RISK ASSESSMENTS 
When considering implementing remote 
operations with a local partner organization 
as operating agent, joint risk assessments 
may be appropriate. Where possible, 
agencies should also consider conducting 
joint risk assessments with other national and 
international organizations, which can be 
coordinated at an intersectoral level.

LI
K

EL
IH

O
O

D

COMPREHENSIVE RISK 
ASSESSMENT AND  
REVIEW OF MINIMUM 
REQUIREMENTS



43

Mitigation. The following mitigation measures 
may be considered.

O If possible, a thorough assessment of the 
risks from and capacity of partners should 
be done before entering a context, as part 
of overall risk assessment to avoid working 
with parties that have significant conflicts of 
interest, including political affiliations, links 
to private enterprises, and relationships with 
local government authorities and military. 

O Capacity-building on humanitarian 
principles is required for all national staff 
and partners to ensure programmes are 
delivered as intended (see subsection G.3).

O Robust monitoring is required 
(see subsection G.1).

O Regular face-to-face contact between 
remote staff and operating staff is highly 
important, and has been found to be 
correlated with reduced aid diversion 
and increased programme quality.

O Ensuring AAP and protection mainstreaming 
can help predict and prevent these issues, or 
ensure they are detected early and corrected.

C.1 RISKS 
The next subsections detail the categories of 
risk that must be addressed in an assessment of 
remote operations, and some of the specific risks 
that can be encountered.

C.1.1  ORGANIZATIONAL RISKS

Humanitarian principles  
and reputation

Risk. Remote operation increases the difficulty 
of adhering to (and being seen to adhere to) core 
humanitarian principles, in particular neutrality 
and impartiality in the distribution of assistance. 
Elements of this risk include:

O the use of operating agents with limited 
humanitarian training and experience;

O the need to rely on local actors (at various 
levels, including implementation and 
verification) who may be influenced by 
parties to conflict or community pressures;

O a limited level of oversight by independent 
staff, who do not have direct economic, 
political or family links to the project 
locations they supervise.

Potential harm. Failing or being seen to 
fail in adherence to humanitarian principles can 
impact an organization’s international standing 
with governments, donors and the public at large. 
It can also have operational effects, decreasing 
acceptance by local populations in programme 
areas, and potentially endangering staff and 
partners.
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It should be noted that maintaining humanitarian 
principles in complex environments is not 
uncontroversial. Some humanitarian actors 
argue that while impartiality and neutrality 
are important, the core principle that deserves 
emphasis in low-access or conflict contexts is 
the humanitarian imperative: the need to get 
critical assistance to those in need regardless 
of the method. This argument implies that a “by 
any means necessary” approach should be 
favoured over attempts to maintain humanitarian 
principles in these settings (18). It is beyond 
the scope of this guidance to recommend one 
point of view over another, except to say that, 
as multiple sections of this document make 
clear, “by any means necessary” can have 
significant operational, organizational and legal 
consequences. Any organization considering 
such an approach must be aware of these, and 
should examine the discussion in the literature in 
detail, paying particular attention to protection 
and accountability so as to avoid any potential 
further harm to already affected populations. 

Fiduciary risks

Fiduciary risks are those related to the trust 
vested in an aid agency by its donors (public 
and private), who rely on the agency to use their 
resources wisely, and in service of the stated 
goals for which they were given. 

Risk 1. Remote operations often take place 
in situations that already carry a high risk 
of diversion or misuse of aid, particularly to 
conflict parties or criminal groups. Such risks 

 CASE STUDY
USE OF ARMED ESCORTS,  
2011–2017
In contexts such as Afghanistan, Lebanon, 
Mali, and Niger, armed escorts were seen by 
many humanitarians as increasing the risk of 
attack, given that military or police escorts 
were common targets for armed groups, and 
because humanitarians’ affiliation with armed 
escorts (whether provided by local security 
services, peacekeeping missions, or others) 
undermined the perception of their neutrality. 

In parts of Lebanon, humanitarians noted 
that a small number of activities had been 
cancelled in certain parts of the country, 
particularly Arsal, when the Lebanese armed 
forces had mandated the use of armed 
military escorts. In other countries where 
armed escorts were recommended, some 
humanitarians noted that they had in certain 
cases circumvented these requirements by 
not informing security personnel of some 
movements in areas they deemed relatively 
low risk. Many noted the need for better 
understanding of frameworks such as the 
2013 IASC non-binding guidelines on the use 
of armed escorts for humanitarian convoys 
by security actors, and urged and that the 
proposed alternatives to armed escorts, 
particularly “area security”, should be more 
systematically explored and adopted more 
regularly where relevant (17).
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Risk 3. Strict donor compliance procedures can 
be inappropriate to remote operations.

Potential harm. The following areas of 
potential harm may ensue: 

O decreased programme efficiency 
due to burdensome paperwork for 
operating agents and local staff;

O inability to deliver aid in insecure 
or challenging contexts;

O risks to staff and beneficiaries from 
excessive or unnecessary data gathering.

Mitigation. Working closely with donors to 
develop adjusted procedures that meet essential 
compliance needs, while taking into account the 
challenges of remote operation.

Legal compliance

Risk. Aid agencies are expected to adhere to 
the relevant bodies of domestic and international 
law listed in subsection B.4, something that is 
often challenging in remote operation contexts. 
These risks will be highly context specific, but 
likely categories include: 

O violation of international sanctions regimes 
and national and international statutes 
on countering the funding of terrorism; 

O violation of host country laws.

Potential harm. Negatively impacted 
relations with host or donor governments, legal 
action, fines, criminal penalties, loss of ability to 
work in a country, loss of funding, closure.

are increased by the lack of direct oversight and 
the need to negotiate access with local power 
structures, militaries or armed groups.

Potential harm. Loss of donor and public 
trust, possible legal action against the 
organization or its staff.

Mitigation. The following mitigation measures 
may be considered:

O comprehensive risk assessment;

O careful partner selection and vetting;

O clear standard operating procedures and 
guidelines on access negotiations, and 
explicit standards for what the organization 
will and will not do in order to deliver aid;

O staff training and capacity-building;

O robust M&E.

Risk 2. The ever-present risks of fraud, 
corruption and bribery are exacerbated by 
limited presence and oversight, and the difficulty 
of remote M&E.

Potential harm. Loss of donor and public 
trust, possible legal action against the 
organization or its staff.

Mitigation. The following mitigation measures 
may be considered:

O comprehensive risk assessment

O careful partner selection and vetting

O staff training and capacity-building

O robust M&E

O AAP and feedback mechanisms.
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a significant trend towards decreasing attacks on 
international aid workers, and increasing attacks 
on national ones (17).

Potential harm. National staff face 
imprisonment, severe injury, loss of mobility, or 
loss of life. Organizations face reputational 
damage, loss of implementing partners, and 
negative staff retention.

Mitigation. The following mitigation measures 
may be considered: 

O avoiding risk transfer through comprehensive 
risk assessment, and ensuring that remote 
operations are only employed when 
operating staff are actually at reduced 
risk compared to remote staff;

O ensuring local and national staff have 
access to the same security equipment 
and training as international staff;

O where possible, developing benefit 
packages for local staff, such as health 
insurance and life insurance, in situations 
where they will face significant risk;

O providing operating staff with the 
option to defer training or field visits 
where security deteriorates;

O ensuring that organizations do not 
unnecessarily increase risk to operating 
staff by asking them to gather excessive 
or non-essential information.

Risk 2. Local affiliates, partners, third-party 
monitors and other kinds of operating agents may 
have limited ability to manage security risks.

Mitigation. Strong legal compliance 
department, staff training on relevant laws.

C.1.2 OPERATIONAL RISKS
Safety and security

This category includes a great number of context-
specific risks, which can be roughly divided into:

O non-targeted risks, including bombing, 
shelling, chemical attack and crossfire;

O targeted risks to organizations 
or staff, including kidnapping (for 
ransom or propaganda value), and 
attacks on organizational property, 
project sites or health facilities.

All security risks need to be enumerated and 
carefully assessed within the framework of 
overall risk assessment. Noted below are 
several that are particularly pertinent in remote 
operations contexts.

Risk 1. One of the most significant risks of 
remote operations is that they can represent 
not a reduction of overall risk, but simply a 
transfer of risk from international staff to local or 
national staff. Overall, people who are local to 
implementation sites are considered at reduced 
risk for targeted attacks compared to those of 
a different ethnicity or race. However, this is not 
always true: local or national staff often have 
specific risks of their own, based on religious, 
tribal, ethnic or communitarian associations. They 
also remain at risk from non-targeted attacks, 
and some locations pose unacceptable risk to 
any staff member. In recent years there has been 
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Human resources

In addition to the usual risks related to human 
resources, remote operation can exacerbate 
several particular and related risks.

Risk 1. Limited availability of qualified staff.

Potential harm. Loss of programme quality, 
inability to implement desired programming.

Mitigation. The following mitigation measures 
may be considered:

O strong decision-making process on whether 
remote operation is feasible in the context;

O developing situational awareness, use 
of local resources and recommendations 
to find qualified staff;

O incorporation of training and capacity-
building into the remote operation plan.

Risk 2. Limited clarity on roles and 
responsibilities between remote and operating 
staff.

Potential harm. Loss of programme quality, 
poor communication between headquarters 
and field, high staff turnover or problems with 
retention, increase in likelihood of many other 
risks in all categories.

Mitigation. The following mitigation measures 
may be considered: 

O clear standard operating procedures 
and guidelines that are adapted to 
the reality of remote operations;

Potential harm. Risk aversion, leading 
to poor implementation or inability to meet 
the humanitarian imperative; excessive risk 
acceptance leading to severe injury, imprisonment 
or death.

Mitigation. The following mitigation measures 
may be considered:

O careful partner selection and vetting;

O careful programme design that 
reduces risk to partners;

O provision of security assistance, 
equipment, and training on risk 
assessment to local partners.

Risk 3. A lack of first-hand knowledge of the 
security situation in remote operations, and 
reliance on local security experts, can lead to 
poor understanding of security risks.

Potential harm. Severe injury or loss of life.

Mitigation. The following mitigation measures 
may be considered: 

O triangulation of security information 
from multiple sources;

O security cooperation with other aid agencies, 
governments and international bodies;

O participation in security coordination forums.

For more information on risk transfer and staff 
security, see subsection G.3.2 on staff security.
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Administration and finance

Administration and finance risks in remote 
operations remain similar to those in direct 
operations. They include unpredictable or 
delayed money transfers, reduced budgetary 
control, and financial errors.

Data management 

Risk 1. The collection, transportation and 
storage of programme data, both for operational 
purposes and M&E, can incur significant risks 
in many contexts, particularly those involving 
conflict or civil strife. 

Potential harm. There is potential for harm to 
result in the following areas.

O Data collection and transportation can 
cause significant risk to staff, who may be 
arrested and treated as spies or terrorists. 

O Excessive gathering and storage of data about 
programmes and beneficiaries in conflict 
areas can expose staff and beneficiaries to 
security risks if the data fall into the wrong 
hands, particularly if linked to GPS data.

O Sensitive programme data can be mishandled 
or misused to benefit certain groups.

Mitigation. The following mitigation measures 
may be considered.

O Minimizing the amount of identifying 
information collected (e.g. GPS 
location, photos, family names, physical 

O standardized and effective intake training 
for all staff, including clarification 
of roles and responsibilities;

O clear channels for organizational 
feedback and accountability.

Risk 3. Lack of trust between operating and 
remote staff.

Potential harm. High staff turnover, problems 
with staff retention, negative programme 
outcomes.

Mitigation. The following mitigation measures 
may be considered:

O clear and defined lines of communication 
between remote and implementing staff;

O regular face-to-face contact; 

O clear division of roles and responsibilities. 

For further detail on building trust in remote 
operations, see Table 12. For more information on 
human resources, see subsection G.3.3 on staff 
retention and continuity.

Logistics and procurement

Logistics and procurement risks in remote 
operations remain similar to those in direct 
operations. They include risks to equipment and 
material, breakdowns in supply chains, reliance 
on limited suppliers, and inability to transport 
goods due to changing access conditions.
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characteristics, or unique identification 
numbers). However, given the benefits of 
this information for verification, its use 
needs to be carefully considered. 

O Securing data from collection through 
to storage and subsequent analysis, 
using a combination of digital security 
measures (e.g. encryption, password 
protection) and physical security measures 
(secure physical storage facilities).

Risk 2. The lack of physical presence and direct 
assessment in remote operations significantly 
increases the risk of data error or bias.

Potential harm. Incorrect data can have a 
serious effect on programme quality, including 
leading to the diversion of aid away from those 
most in need, the real or perceived failure of 
impartiality or neutrality, and the corollary 
negative effects for the organization, including 
reputational damage, decreased acceptance, 
and increased security risk.

Mitigation. The following mitigation measures 
may be considered:

O triangulation and verification of 
data wherever possible;

O strong beneficiary accountability 
mechanisms, to ensure the organization 
receives and heeds feedback from a broad 
selection of local community members;

O robust M&E;

O development of verification networks;
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O coordination and information exchange 
with other humanitarian actors.

C.1.3 PROGRAMMATIC RISKS
Design

Programme design includes numerous risks, 
including failure to correctly assess or address 
needs, inclusion and exclusion errors, and 
design issues that lead to programming being 
ineffective. These needs are highly specific, and 
tend to be exacerbated in remote operations by 
the lack of direct presence for both assessment 
and implementation. For more information on 
programme design see section F, particularly 
subsection F.1 on needs assessment. 

Partner identification  
and selection

Partner selection in remote operations poses 
a particularly serious set of risks, as in many 
cases partners will be the only implementers 
of programming, without direct oversight of 
the aid agency. The actions of partners with 
structural biases or insufficient capacity can 
have large negative impacts on the efficacy of 
programming, the acceptance and reputation of 
the aid agency, and the safety and security of 
staff and beneficiaries.

Many of these impacts are already covered 
under the organizational and operational risks 
described in the previous two subsections, 
and strong partner selection and vetting is a 
significant measure to mitigate many risks in 
remote operations. For a detailed description of 
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partner (and staff) identification, selection and 
vetting, see subsection C.2.2 on operating agent 
capacity.

Funding

Risk. Funding shortages can threaten 
programme continuity.

Potential harm. Short funding cycles or 
insufficient funding leads to fewer and less well 
planned services.

Mitigation. Advocacy with donors.

Implementation

The risks associated with programme 
implementation again tend to be highly specific 
to the context and the programme, but generally 
lead to outcomes of poor quality, failure to meet 
needs, delays that result in needs being met at 
the wrong time, and unanticipated negative 
consequences for beneficiary communities. These 
risks cannot always be mitigated, and are best 
addressed through careful needs assessment 
and programme design, continuing monitoring, 
accountability and risk management, and 
flexibility that allows programmes to change and 
adapt quickly in response to feedback.

Monitoring & evaluation (M&E)

In remote M&E, the lack of presence on site is 
compensated for through a complex approach 
that first obtains and then cross-verifies data 
about project activities. However, direct 
supervision is nearly impossible to replace, and 
concerns about programme quality will always 

remain. Remote monitoring comes with a specific 
set of new risks, which must be mitigated.

COMPREHENSIVE RISK 
ASSESSMENT AND  
REVIEW OF MINIMUM 
REQUIREMENTS
C.1 RISKS
C.1.1 ORGANIZATIONAL RISKS
C.1.2 OPERATIONAL RISKS
C.1.3 PROGRAMMATIC RISKS
C.1.4 OUTPUT OF RISK ASSESSMENT
C.2 REVIEW OF MINIMUM REQUIREMENTS
C.2.1 MINIMUM REQUIREMENTS 1–4
C.2.2 OPERATING AGENT CAPACITY
C.2.3 MEANS OF EXTERNAL VERIFICATION
C.3 CRITICAL ACTION: EXCHANGE OF  
INFORMATION WITH THE HEALTH  
CLUSTER/SECTOR AND HARMONIZATION  
OF APPROACHES



51

RISKS OF REMOTE M&E

The following risks can arise from remote 
M&E.

O The need for more and more complex 
M&E activities to compensate for 
lack of direct presence increases the 
overall cost and burden of M&E.

O Operating agents may lack capacity 
for some M&E activities, or find them 
excessively burdensome or difficult.

O Operating agents may interpret M&E 
activities as demonstrating a lack of trust 
by remote managers, or believe money 
would be better spent on delivery of aid.

O Poor or damaged technological 
infrastructure in areas of remote operation, 
and lack of technical experience on 
the part of field staff or beneficiaries, 
may impede innovative solutions.

O Remotely gathered data are less reliable; 
poor-quality data and inaccurate information 
can undermine M&E and programming.

O Baseline data for performance 
indicators may be unavailable.

O The need for rapid programme 
implementation in acute crises may leave 
little or no time for advance planning.

O Excessive data gathering and storage 
about programmes in conflict areas 
can expose implementers and 
beneficiaries to security risks.

O In remote contexts, opportunities for AAP and 
protection mainstreaming may be limited, 
leading to higher risks and less feedback.

O M&E is unlikely to be complete: temporary 
gaps in information naturally occur during 
periods of heightened insecurity.

 CASE STUDY
RISKS OF MONITORING IN  
SOMALIA, 2014
The United Nations High Commissioner for 
Refugees (UNHCR) found that even simple 
note taking in the field could put programme 
monitors at risk in Somalia, let alone using GPS 
phone cameras. The persons carrying out

 monitoring therefore had to retain information 
and report through the Internet once they 
returned home. In some areas, the Danish 
Refugee Council and the United Nations 
Children’s Fund (UNICEF) worked on developing 
a feedback system, with beneficiaries sending 
SMS texts by phone. Other agencies have 
tried verification by phone interviews through 
diaspora relatives in the United Kingdom (19).

Mitigation. Detailed remote M&E planning, initiated before the start of programme operations. For 
a breakdown of how to construct an M&E plan, see subsection E.1, point 4 on remote M&E planning. 
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MINIMUM REQUIREMENTS FOR 
REMOTE OPERATION (STAGE 2)

On conclusion of the comprehensive risk 
assessment, six minimum requirements must be 
evaluated.

O The residual risks are acceptable.

O Access is sufficient to deliver aid, and for 
beneficiaries to access programming.

O International and domestic legal 
requirements can be met.

O The infrastructure in the assistance area is 
sufficient to allow communication between 
a remote agency and an operating agent.

O The operating agent has developed 
or can develop the capacity to deliver 
the necessary programming.

O A means of external data verification 
exists or can be developed to support 
continuation of programming.

If these requirements are met, a full risk 
assessment is called for to determine 
potential programme viability. 

At this stage, it is also advisable to consider to 
what degree it will be possible to implement 
AAP in the context. AAP is highly important, 
and should be developed to the maximum 
degree possible without hampering operational 
efficiency or preventing lifesaving interventions.

C.1.4  OUTPUT OF RISK  
ASSESSMENT
The output of the comprehensive risk assessment 
will be a score representing the residual risk 
for a remote operation in a given context, 
assuming all appropriate mitigation measures are 
successfully implemented. If this score exceeds 
the organization’s level of risk acceptance for 
the given programme, remote operation cannot 
proceed.

While this score may indicate that a remote 
operation is, in theory, feasible, it remains to be 
seen whether the mitigation measures themselves 
are feasible, given limitations of the context, 
organizational resources and operational 
funding. These issues will be addressed in 
sections D and E.

C.2 REVIEW OF MINIMUM  
REQUIREMENTS
The second step at this stage is to review the 
minimum requirements for remote operation 
(section B) in light of new information. The list 
of minimum requirements at this stage is slightly 
adjusted, as programme criticality has already 
been determined, and new categories are 
added to reflect the greater detail of available 
information.
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O community members, local medical 
professionals or volunteers;

O private companies able to operate in the area.

For a summary of the benefits and hazards of 
different operating agents, and their effects on 
different operating modalities, see Annex 6.

Aid agencies must ensure that their operating 
agents:

O understand humanitarian principles;

O do not have their neutrality or 
impartiality compromised, or their safety 
endangered, because of relationships 
with governments, parties to conflict, 
political or religious groups, commercial 
interests or local community members;

O have capacity that matches (or can be built to 
match) the needs of the planned programme;

O can work effectively with beneficiaries 
and other local actors, and support AAP;

O can build a relationship of trust and 
communication with the remote agency.

C.2.1  MINIMUM REQUIREMENTS 1–4
These requirements were defined in section B, 
but must now be reassessed in light of the new 
information produced during the comprehensive 
risk assessment process. If the necessary 
measures to meet any minimum requirement 
would lead to an unacceptable risk to the 
organization, its staff or affected populations, 
remote operation cannot proceed. 

C.2.2  OPERATING AGENT CAPACITY

 KEY PRINCIPLE
For remote operation to be possible, there 
must exist an “operating agent”: some party 
that has access to the areas of need, and 
can operate the programme created by the 
remote agency. As the nature and capacity 
of the operating agent significantly affects 
programming, identification and vetting of 
possible agents should begin as soon as 
possible following the initial risk assessment. 

Possible operating agents for an INGO that 
needs to withdraw from an area could include:

O national or local staff of the INGO;

O other INGOs that are still able to operate in 
the area (due to better community perceptions 
or contacts, fewer restrictions, etc.);

O partner organizations (local or 
national NGOs, civil society or 
community-based organizations);

O ministry of health staff;
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Hiring national and local staff  
as operating agents

National and local staff members are a key 
resource for humanitarian organizations, and 
their presence brings several specific benefits:

O a lower profile and greater 
community acceptance than international 
staff, which is typically what makes remote 
operation possible in insecure environments;

O a knowledge of local community 
language, norms and customs, 
which is essential for creating a 
two-way dialogue between the aid 
agency and affected populations.

However, finding and hiring qualified local staff 
can be a significant challenge in remote contexts. 
In general, it is much easier when the remote 
agency has previous experience in the area, 
and can begin work with trusted staff who were 
previously involved in direct operations. Even 
when this is not possible, some other methods can 
be useful. 

O Referrals from other aid agencies can 
sometimes identify qualified and reliable staff.

O Referrals from local administration 
or community elders may help ensure 
an appropriate ethnic, clan or family balance. 
However, it is important to avoid the exclusion 
of already marginalized groups, and other 
potential pitfalls of hiring through relationships 
(see box on risks of local recommendations).

FINDING AN OPERATING 
AGENT: KEY QUESTIONS

O Does the remote agency have established, 
trusted local staff or partners on the 
ground who can be operating agents? 

O If not, how will an operating agent be 
found? Does the organization have 
sufficient local expertise available 
for an informed selection or screening 
process? (Even if staff are available now, 
this question is still important to answer 
for future staff changes or scale-up.)

O How much risk will the operating 
agent(s) face, relative to the staff 
being withdrawn or unable to go?

General lessons on operating agents

O It is typical in remote operations that 
the operating agents will be nationals 
of the country where the response 
is taking place, and frequently local 
to the area of implementation.

O In selecting operating agents, there is often a 
trade-off between programme or humanitarian 
experience and ability to access. The level 
of transfer of responsibility to local and 
national staff or partners depends heavily on 
the capacity and education level of available 
personnel. These indicators might decrease 
throughout the implementation period due to 
turnover of staff, or increase through training, 
capacity-building and experience gained.
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RISKS OF LOCAL 
RECOMMENDATIONS

A specific set of risks are associated with using 
local contacts or community recommendations 
to select local or national staff.

O Such recommendations may be made 
with an agenda to keep jobs or aid 
within a certain community or family 
group, leading to nepotism, or biasing 
the organization’s assistance.

O This practice may lead to relationship 
problems between remote managers 
and their contacts, if a recommended 
staff member is later dismissed due 
to performance or other issues.

O The relatively high salaries of community 
members hired by international 
organizations can create or exacerbate 
existing intracommunity tensions.

O Too high a level of pre-existing connections 
between staff members can increase the 
risk of corruption or abuses of power.

These risks can be mitigated by:

O never relying on recommendations 
alone for staff vetting;

O using consistent, transparent 
hiring practices that are clearly 
communicated with communities;

O cultivating broad knowledge of 
local community dynamics.

O Relying on trusted staff for referrals 
and recommendations on new hires has 
been noted as an effective way of ensuring 
that teams are cohesive and harmonious.

O Hiring staff from diaspora 
communities may be an option 
to overcome access and capacity 
constraints at the same time.

 TIP
REMOTE OPERATIONS DEMAND 
HIGHER STAFFING LEVELS
Practitioners report that remote operations 
may require hiring more staff than direct 
implementation of the same programming,  
for a number of reasons:

O to create parallel roles between 
implementation sites and 
remote field offices,

O because of a need for different 
key skill-sets, or 

O because of limited travel 
ability of individual staff.
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 TIP
SETTING UP FEEDBACK  
MECHANISMS
Local staff, particularly those hired 
through local recommendations, provide a 
useful informal channel for disseminating 
information to, and getting feedback from, 
affected communities. As soon as local staff 
are identified and hired, it is advisable to 
start formalizing those feedback channels, 
which can help bring local communities into 
the process of programme development at an 
early stage, and carries significant benefits 
for long-term accountability.

 TIP
REDUCING PROGRAMME SIZE  
IN HIGH-RISK PERIODS
In areas of severe or protracted conflict, 
a small organizational footprint may help 
provide the best access and minimize 
risk. This can demand a great deal of 
organizational flexibility. One helpful 
technique is using contracts that allow 
organizations to send staff or partner 
programmes into periods of “hibernation”, 
allowing contraction during periods of 
heightened risk.

Strategic hiring. Due to differential risks, 
access restrictions and community acceptance 
relating to nationality, ethnicity, tribal or 
community affiliation and gender, remote 
agencies often engage in strategic hiring 
based on the above categories. Managing staff 
affiliations in this way can help ensure that 
information comes to the remote operator from 
different directions, and can be disseminated 
through different personal networks. At the same 
time, situations where all or the vast majority of 
staff come from one religious, tribal or ethnic 
group should be treated with caution. Efforts to 
maintain gender balance, and to include staff 
from different age groups and persons with 
disabilities, should be made to whatever degree 
possible in the operational context.

Triangulation and verification processes 
for vetting new staff members are highly 
important. Such processes include:

O detailed background checks, with verification 
of references and certifications;

O recommendations from contacts 
at implementation sites;

O endorsement by community 
members or beneficiaries. 
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 CASE STUDY
HIRING LOCAL STAFF  
IN SOMALIA, 2013
Médecins Sans Frontières (MSF) Somalia 
described a method of selecting unskilled 
staff that involved deferring to community 
elders or the local administration for suitable 
recruits. This ensured an appropriate clan 
balance, and MSF was not held responsible 
for a community’s potential dissatisfaction. 
This same mission found that pre-existing 
programmes in the field were crucial for 
the success of remote operations, as 
nationals were already familiar with MSF 
protocols and principles and therefore were 
excellent candidates to take over when the 
international staff were forced to evacuate 
(20).
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O Pilot projects can be used to learn how 
partners can work together, and to identify 
workable partnering relationships.

O Triangulating information is useful in 
partner vetting. Sources include: 

• national accounting firms, to assess 
the financial and operational capacity 
of existing and new partners;

• third-party monitors, to validate 
aims and institutional ties;

• direct feedback from community-based 
organizations and local communities. 

Selecting national and local partners as operating agents

Table 4. Methods of partner identification

ACTIVE PASSIVE

O Partner mapping

O Consulting local experts

O Searching via social media

O Interviews with community members

O Using existing contacts

O Through coordination meetings 
with local or national NGOs

O When local or national NGOs 
contact the agency

O Recommendations from government agencies

Using only passive methods should be avoided, as they can lead to bias towards partners with 
large networks, and possibly less effective partnerships.

Identifying local partners is subject to many 
similar issues to those affecting the hiring of local 
staff. Key principles include the following.

O Targeted proactive recruitment of 
partners must acknowledge social 
divisions, including gender, and analyse 
and balance them to whatever degree is 
possible in the operational context. 

O In situations of conflict, it is essential to 
examine any possible partner affiliations 
to conflict parties, including to social, 
charitable or religious organizations 
that may have links to conflict parties.

O Transparent criteria for screening 
potential partners are required, including 
capacity assessments, reference 
checks, and review of past experience, 
networks, and technical capacity. 
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 TOOLS FOR PARTNER 
SELECTION AND VETTING
Examples of processes for partner selection, 
key issues, and advantages and disadvantages 
of working with different potential partners 
can be found in the UNICEF document Remote 
programming in humanitarian action (22). 

The United Kingdom Department for International 
Development provides a guide to due diligence 
in the selection of partner organizations (23). 
It formulates specific questions to be asked 
with regard to governance and control, ability 
to deliver, financial stability and downstream 
partners. Importantly, the guide provides 
additional advice and guidance for environments 
where terrorist organizations are known or 
thought to operate. 

General guidance for working with partners, and 
a means of verification that requirements have 
been met, is provided by the guide to the 2010 
HAP Standard in Accountability and Quality 
Management (24).

Several NGOs offer guidelines on partner 
selection and management, including Concern 
Worldwide (25) and World Vision International 
(26).

A checklist for due diligence of potential partners 
is provided by the Norwegian Refugee Council 
in its Risk Management Toolkit in Relation to 
Counterterrorism Measures (27).

 TIP
PREQUALIFYING PARTNERS 
Aid agencies working in areas where 
access may deteriorate can benefit from 
considering partnerships with national or 
local NGOs or civil society organizations 
early on, and having a list of prequalified and 
vetted partners before remote operations 
are deemed necessary. 

 CASE STUDY
VERIFYING LOCAL PARTNERS  
IN AFGHANISTAN, 2011
UNICEF hired a local accounting firm in 
Afghanistan to assess both the skills and 
finances of potential and current partners. 
While this proved to be effective in some 
parts of the country, the limited number 
of potential partners with the required 
capacity and reputation in Kandahar 
proved to be a risky roadblock. Capacity-
building interventions were put in place, 
but were ultimately a longer-term process, 
necessitating dependence on the government 
to implement projects in the near term. This 
resulted in the transfer of significant amounts 
of resources through government channels 
known to be corrupt and lacking oversight; 
the risk was further exacerbated by UNICEF’s 
inability to monitor government activities (21).
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Outcome of review of minimum 
requirements

If all minimum requirements remain met after 
the more comprehensive risk assessment, and 
the risks appear acceptable, it is possible to 
proceed to developing the actual programme. 
At this point, with potential operating agents 
and staff identified, it is likely that affected 
populations have already been brought into 
the decision-making process to some degree. If 
remote operation is deemed not feasible at this 
point, this decision, and the reasons for it, should 
be communicated as clearly as possible to the 
affected communities.

Transparency International has provided an 
in-depth overview of due diligence practice 
and legislation in the context of risk of bribery 
(28). This document outlines a documentation 
procedure for third-party anti-bribery 
management, and a sample of due diligence red 
flags.

Memoranda of understanding are commonly 
used to formalize agreements with partners 
on intent, areas of common interest, spheres 
of cooperation and operational engagements. 
Breaches in codes of conduct are reason for 
immediate termination of the contract.

C.2.3 MEANS OF EXTERNAL  
VERIFICATION
To maintain a remote programme in the medium 
to long term, aid agencies will need not only a 
robust system for internal monitoring, but also 
some form of external verification that can 
triangulate and confirm the results of monitoring. 
External verification can be performed by 
a variety of parties, including local NGOs, 
private third-party monitoring firms, university 
departments, teachers and school committees. 
These networks can also play a significant role 
in accountability. As identifying and developing 
these networks takes time, it is important to start 
at an early stage, once the initial risk assessment 
is concluded.

Further information about external verification 
can be found in subsection G.1 on monitoring and 
evaluation. 
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is feasible, the next step is to develop an 
operational plan. Simultaneously, it is essential to 
develop a structure for exchange of information 
with the Health Cluster, focusing on:

O sharing of safety and security-related 
information between agencies;

O enabling joint analysis of context, 
needs, and safety information, in line 
with Grand Bargain commitments;

O reduction of duplication, through 
sharing identified needs and areas 
of operation in line with AAP;

O harmonization of tools and approaches 
where possible, including:

• inter-agency accepted vetting 
of operating agents,

• coordinated trainings or training tools,
• harmonized indicators;

O coordination on donor relations to address 
the specific challenges of remote operations;

O standardization of technological development 
between organizations, which has been 
highlighted as a major issue affecting the 
efficacy of new technologies in the field; 

O creation of a repository of innovative, 
context-specific solutions that can be 
referenced by organizations, including 
programme evaluations, reports 
documenting the use of innovations, 
lessons learned, and best practices (3);

C.3 CRITICAL ACTION:  
EXCHANGE OF INFORMATION 
WITH THE HEALTH CLUSTER/
SECTOR AND HARMONIZATION 
OF APPROACHES

 KEY PRINCIPLE
Coordination with other health actors at 
the cluster/sector level, and harmonization 
of approaches, are ongoing processes that 
should be pursued throughout the planning 
and operation of a remote programme.

The Health Cluster collectively prepares for 
and responds to humanitarian and public health 
emergencies to improve the health outcomes of 
affected populations through timely, predicable, 
appropriate and effective coordinated health 
action. The Health Cluster will accelerate 
collective action as locally as possible and 
as internationally as necessary to ensure that 
crisis-affected communities receive immediate 
lifesaving support and continued access to 
essential health services. 

In line with the strategic priorities of the Health 
Cluster Multi-Year Strategy 2017–2019, the 
Global Health Cluster aims to enhance the 
capacity of health authorities and partners to 
coordinate a health response at the national and 
subnational levels.

Once the comprehensive risk assessment and 
review of minimum requirements (subsections C1 
and C2) have indicated that a remote operation 
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their sub-working groups in such areas as child 
protection,gender issues (including gender-based 
violence), and mental health and psychosocial 
support. This is a challenge in all operations, and 
can be particularly confounding when working 
remotely. 

 CASE STUDIES
CHALLENGES OF  
COORDINATION
Syrian Arab Republic, 2014  
Research in this period found minimal 
communication and coordination between 
international organizations. This was in part 
fuelled by donor concerns about security, 
fears of “partner poaching” between INGOs, 
and OCHA’s late arrival in Turkey. In short, 
levels of mistrust amongst international 
organizations operating from Turkey into the 
Syrian Arab Republic were extremely high. 
The inability to engage in a coordinated 
response, including the inability to share 
pertinent information and engage in joint 
action, led to a disharmonized approach 
to working with the same small pool of 
organizations. This negatively affected the 
absorptive capacity of local organizations 
and ultimately compromised humanitarian 
activities. As the environment became 
more trusting and open, international 
organizations were able to improve their 
activities related to partnerships (29).

O coordination and information sharing that 
enables peer monitoring and verification to 
ensure quality, a potentially effective form of 
external verification that remains seldom used.

Coordination is a continuing process that should 
be continued throughout the planning and 
operation phases.

Challenges to coordination are significant, and 
include the following.

O It may be difficult to share sensitive 
information between organizations 
and between clusters or sectors.

O High staff turnover and reduced resources can 
threaten coordination in remote operations.

O Involvement of local authorities in the cluster 
system – while it may be important for 
improving oversight, minimizing duplication, 
and empowering local health authorities – may 
lead to a conflict of interest, whereby parties 
in conflict are involved in aid coordination. 
The involvement of less experienced 
ministerial staff in cluster activities can 
also slow down coordination efforts.

O Limited access to, and familiarity with, 
cluster or sector coordination processes 
by local and national NGOs, and 
sometimes international NGOs, can 
also undermine coordination efforts.

Health Cluster coordination is a particular 
challenge, due to the large number of 
intersections of health action with other sectors. 
In particular, health actors should be closely 
coordinating with the protection cluster and 
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 CASE STUDIES 

Somalia, 2012  
A study of t.he humanitarian space found 
that actors were pulling away from the 
conventional cluster coordination system to 
work independently. While in some cases this 
improved access and allowed organizations 
to implement their own tactics, the lack of a 
common standard to deal with demands (for 
example, negotiation techniques, stances on 
taxation and fees) and lack of understanding 
of what other actors were doing ultimately 
compromised programme activities. This same 
study found that the 2007/2008 OCHA joint 
operating principles for Somalia were never 
operationalized, as actors were worried that  
they would not be able to operate if they followed 
international humanitarian standards (30).

Yemen, 2015 
In Yemen, MSF reports that longstanding 
efforts from the United Nations and donors to 
create a more coordinated system for security 
management were in part responsible for 
creating a disabling environment for INGOs, 
and promoting a culture of risk aversion that 
negatively affected programming. Most INGOs 
did not have their own security management 
capacity, particularly in terms of logistics, which 
created a dependence on the United Nations 
system, and locked INGOs and international 
organizations into decisions made, or not 
made, by the United Nations. Development and 
political goals had also become too integrated 
into United Nations operations, ultimately 
compromising the independence, mindset, and 
capacity of INGOs (31).
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and duration of access constraints, the local 
communications and transport infrastructure, 
and the capacity of potential operating agents. 
However, other factors may also influence the 
decision, such as the security situation, the 
time available for planning, and the level of 
experience the organization has in the context.

D.1 PLANNED DURATION  
OF THE OPERATION
Since the level of infrastructure and the capacity 
of potential operating agents have already 
been assessed (subsections B.5 and C.2.2), the 
first step in choosing an operating model should 
be to estimate how long the access restrictions 
in the context will persist, and for how long 
the programme will be needed. Based on this, 
a timeframe for the remote operation can be 
developed. In addition to the context analysis 
already done, scenario planning or contingency 
planning may be useful tools at this point, for 
mapping out the likelihood and impact of multiple 
possible future events. It will also be important 
to ensure appropriate measures are put in place 
to strengthen the capacity of operating agents, 
in line with Grand Bargain commitments, in order 
to ensure greater predictability and continuity 
and enhance support for local and national 
responders.

 KEY PRINCIPLE
A number of different modalities of remote 
operation exist, whose effectiveness and 
challenges vary based upon:

 o the nature and duration of 
access constraints

 o the local communications and 
transport infrastructure

 o the capacity of potential operating agents.

OPERATING MODEL

At this point, both initial and comprehensive 
assessments have indicated that the minimum 
requirements for remote operation have been 
met in the context, and that the residual risks 
appear manageable. The assessments have 
also probably given some indications about 
what that remote operation should look like, in 
terms of what activities are most critical, and 
what actions are necessary to mitigate security, 
operational, programmatic, and organizational 
risks. Now is the time to make the first set of 
specific decisions by choosing an operational 
model (or models) for the proposed programme.

There is no common framework to support 
decision-making regarding which modality of 
remote operations is appropriate or justified 
for different contexts (see subsection D.2 for 
list of modalities). The subsections below will 
summarize the main benefits and drawbacks of 
the different modalities. The main factors that 
influence which modality to use are the nature 
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DURATION OF ACCESS 
CONSTRAINTS

O For short interruptions, it may be 
better to suspend or decrease 
programming temporarily.

O If the lack of access is of unclear duration, 
small-scale remote programming may be 
used as a temporary measure, which can 
be stopped if access is restored, or scaled 
up if the access restrictions continue.

O Long-term access constraints require 
the devotion of more resources 
to developing sophisticated, 
sustainable remote operations.

D.2 OPERATING MODEL:  
REMOTE CONTROL,  
MANAGEMENT, SUPPORT  
AND PARTNERSHIP
The four major modalities of remote operation 
are remote control, remote management, remote 
support and remote partnership. Their key 
distinction is the level of responsibilities given to 
the operating agent (Table 5). 

Given an estimate of programme duration, and 
knowledge of the possible operating agents 
available and their capacity, the communications 
infrastructure, and the specific risks and 
mitigation measures dictated by the context, it is 
possible to make a provisional decision on which 
modality best suits the programme.

OPERATING MODEL
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Table 5. Modalities of remote operation

REMOTE CONTROL

Project is run by remote managers, with little or no delegation of authority to operating agent(s) 
Timeframe. Commonly a reactive stance or last resort; difficult to sustain for long-term operations

PROS CONS

O Good oversight for remote agency

O Provides programme continuity

O Can be implemented in locations 
with highly restricted access

O Little capacity development or skills 
transfer to operating agent(s)

O Highly vulnerable to staff turnover

O Inflexible

O Loss of access to information

O Operating staff bear all responsibility 
of programming, but have little 
authority or ownership 

Utility. This operational model may be best suited for short-term, highly inaccessible, and rapid onset 
projects where there is limited staff capacity on the ground

REMOTE MANAGEMENT

Some delegation of authority to operating agent(s), moderate investment in capacity-building, and 
procedures in place for better monitoring and quality. Assumes that remote staff will return to the field and 
resume decision-making and authority following a restoration of access 
Timeframe. A reactive stance, ideally short term but can be sustained in the medium term

PROS CONS

O Some investment in operating agent capacity

O Significant oversight for remote agency

O Some programme continuity

O Staff turnover remains an issue

O Requires a certain depth of experience in the 
context from remote agency, and a reliable 
organizational infrastructure in place 

O Requires some access

Utility. This operational model is considered a contingency during a non-protracted absence of 
international or senior management staff, with somewhat limited capacity of implementing staff
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REMOTE PARTNERSHIP

A partnership between a remote (international) organization and a (local) operating agent that already has 
significant internal capacity. The remote partner finances and supports via technical and managerial advice, 
administration, capacity-building, and advocacy, while the operating agent focuses on context and operations 
Timeframe. A proactive strategy for the medium or long term, with potential for high sustainability

PROS CONS

O Relies on local capacity

O Operating agent(s) have authority 
over their programme

O Makes use of local knowledge, 
may improve targeting

O Flexible

O Resists disruptions

O Can be implemented in locations 
with highly restricted access

O Lower costs and security liabilities

O Requires very high capacity 
from operating agent

O Extreme due diligence required in partner 
selection to ensure capacity is sufficient and 
avoid compromising humanitarian principles

O Donors may be reluctant to 
fund such programmes

Utility. This model is best suited to longer-term programmes, where aid agencies have lower risk thresholds, 
fewer resources or lower organizational capacity within the context of implementation
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O Government partnerships can promote 
long-term development, and may improve 
security through increased acceptance. 
However, this modality might contravene 
humanitarian principles of neutrality, 
impartiality and independence, which may 
undermine acceptance within community 
factions and may further exacerbate conflict.

REMOTE SUPPORT

Remote agency shares authority over programming operating agent(s), with significant investment in 
capacity-building and mentoring.  
Timeframe. A proactive strategy for the medium or long term, with potential for high sustainability

PROS CONS

O Significant investment in local capacity

O Implementers have authority over their programme

O Makes use of local knowledge

O Flexible

O Resists disruptions

O Requires good organizational 
infrastructure, a high level of experience 
in the context, and adaptiveness

O Requires high capacity from operating agent(s)

O Requires some access

O Poor operating agent selection 
poses corruption risk

Utility. This model is best suited for longer-term programmes, with experienced staff, limited or some 
access, and the resources to invest significantly in staff development

Other kinds of remote operations may operate 
similarly to those described above, but are 
noteworthy due to the involvement of groups 
other than traditional humanitarian or civil 
society actors.

O Community partnerships can vary in 
scope, with implementation ranging from full 
programmes to aid distribution and monitoring. 
Community organizations have the benefit 
of being a stable and familiar presence 
to the local population, resulting in better 
targeting of beneficiaries, and being more 
resilient to insecurity. This modality develops 
community ownership, but may also be subject 
to increased risk of aid being selectively 
delivered to influential community members.
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It is preferable, wherever possible, to make use 
of operating modalities that involve national 
or local actors in decision-making, and work 
to develop their capacity, in line with the 
overall Grand Bargain goals of transparency, 
localization and participation (5).

 TIP
DECENTRALIZING  
DECISION-MAKING 
Researchers note that agencies that can 
rapidly decentralize decision-making to 
skilled and experienced staff on the ground 
have greater longevity and are more 
successful (8). However, in programmes 
where implementing staff autonomy is 
high, additional investment is required in 
monitoring and auditing to ensure that aid 
remains needs based and impartial.

O Outsourcing to commercial 
contractors is commonly used for specific 
services such as supply or third-party 
monitoring. As with interactions with other 
partners, it is necessary to do background 
checks to identify affiliations with terrorist 
or military groups. Moreover, extensive use 
of private contractors raises questions of 
accountability, since there is a risk of unofficial 
arrangements between different service 
providers who then share their “cut”. Lengthy 
chains of contracting and subcontracting 
lead to high administrative costs, and make 
it difficult to determine the extent to which 
aid is delivered to intended beneficiaries.

Most remote agencies adopt a mix of 
operational modalities, from working through 
contracted or incentivized staff to working in 
partnership with national or local organizations, 
local communities or private enterprises.

Research has shown that remote operations 
often entail “onion-like” layers of contracting 
and subcontracting, with funding from donors 
first going to United Nations agencies, then 
to INGOs, national NGOs, and on to local 
contractors or community-based organizations 
(17). A mixture of the above approaches is 
therefore commonly used in current humanitarian 
programming. However, it should be noted that 
managing accountability becomes increasingly 
difficult with each layer.
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E.1 IMPLEMENTATION PLAN AND OPERATIONAL 
FRAMEWORK
E.1.1 PROGRAMME DEVELOPMENT
E.1.2 FORMALIZING REMOTE OPERATION 
STRUCTURE
E.1.3 STANDARD OPERATING PROCEDURES  
REVISION
E.1.4 NEW FRAMEWORKS FOR M&E, TRAINING 
AND CAPACITY-BUILDING, ACCOUNTABILITY 
AND LEARNING
E.1.5 CONTINGENCY PLANNING AND  
CONTINUING PROGRAMME REVIEW
E.2 ADAPTATION OF HEALTH ACTION  
TO REMOTE IMPLEMENTATION

remote health literature, and among practitioners, 
on the need for planning and foresight (1, 2). The 
challenge of the planning phase is to carry out 
a level of detailed planning that includes the 
flexibility to handle changing conditions.

Tools that can assist in this process include:

O continuing, periodic risk assessment 
(section C and subsection G.5);

O contingency planning;

O scenario planning.

As much as possible at this stage, programme 
design should be communicated to affected 
communities, and take into account their needs, 
opinions and feedback. This information can 
come from the search for operational agents and 
external verification networks (subsections C.2.2 
and C.2.3) and, if begun, from needs assessments 
(subsection F.1). 

Programme design does not take place in a 
vacuum, and it is also important to clearly 
communicate with coordination structures (see 
subsection C.3), and to connect to systemwide 
strategic goals and collective outcomes 
wherever possible.

With an operational modality chosen based on 
the expected duration of the operation, the type 
and capacity of operating agents available, 
and the level of communication possible in the 
context, it is time to begin detailed planning of 
the operation.

 KEY PRINCIPLE
The central challenge of health programming 
in remote operation contexts is carrying out 
detailed planning in fluid environments.

PLANNING PHASE

Practitioners often describe planning in remote 
health operations as “reactive” or “ad hoc”, and 
requiring constant reorientation to changing 
contexts. Examples provided by practitioners 
include: 

O programme locations being shifted 
due to population displacement;

O response to outbreaks;

O taking advantage of temporary 
windows of access;

O shifting from static to mobile 
outreach responses;

O reduction of travel or extraction of staff 
during periods of increased insecurity;

O responding to availability of funding;

O adjustment of programmes due to 
unavailability of materials or drugs.

Because of this fluidity, standardization of 
practice for remote programme delivery can be 
impractical. However, there is consensus in the 

PLANNING PHASE
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E.1.1 PROGRAMME DEVELOPMENT
This step involves the creation of the overall 
programme management strategy. In remote 
operation, particular concern must be paid to the 
scale and complexity of the programme being 
developed, the cost, and the level of adherence to 
national and international standards.

Scale and complexity. Keeping the “do no 
harm” principle and quality of health services in 
mind, programmes often need to be simplified for 
remote operation, particularly large and complex 
ones. Existing programmes may need to be scaled 
down, and new ones designed within the limits of 
remote operation.

Organizations must assess the scope and 
type of intervention for feasibility within a 
remote operations context, and adapt or 
discontinue programmes accordingly. A return 
to the risk assessment framework developed 
earlier can help assess this feasibility, and how 
programmatic risks can be mitigated.

For example, activities in certain sectors can be 
more or less feasible based on security or the 
capacity of local staff. Remote programming 
often emphasizes direct delivery of material 
assistance, which is technically easier to 
implement and report than more complex 
interventions. On the other hand, highly insecure 
road travel may make even simple distribution 
less feasible. 

In the health context, practitioners’ different 
operational methods and practices are 
related directly to contextual factors, such as 

E.1 IMPLEMENTATION  
PLAN AND OPERATIONAL 
FRAMEWORK
This section will not attempt to describe the 
entire process of programme development, 
which is beyond the scope of this document, 
but will highlight five specific areas where the 
development of remote programming may differ 
from traditional programme development.

 KEY PRINCIPLE:  
SPECIFIC CONCERNS IN REMOTE 
OPERATIONS PLANNING

1 Programme development, including:

• adaptation/simplification of 
programming

• budgetary analysis

2 Formalizing remote operation structures 
and new staff or partner roles

3 Revising standard operating procedures 
for a new context

4 Developing frameworks for:

• M&E, including internal and external 
verification

• training and capacity-building

• accountability and learning

5 Creating contingency plans and scheduling 
continuing programme review.
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 TOOLS FOR PROGRAMME 
DEVELOPMENT
The SPHERE standards provide basic technical 
standards for programme delivery in different 
sectors, ensuring a minimum quality of provided 
services and programming (32). 
The International Rescue Committee Outcomes 
and Evidence Framework is a set of tools 
aimed as a guide in designing programmes. The 
framework defines outcomes related to health (as 
well as safety, education, economic well-being 
and power) and theories of change. The tool 
provides evidence for interventions that work 
or do not work to achieve outcomes, as well as 
guidance on how to measure progress (33).

Cost. The transition to remote operation 
typically leads to an increase in costs across 
many activities, although some cost reductions 
may also be possible. However, these are 
reported experiences that have not been 
quantified (1, 2).

Organizations should undertake a budgetary 
analysis to assess the cost implications of shifting 
to remote programming, assessing both positives 
and negatives (Table 6).

pre-crisis levels of income and education, and 
the development of infrastructure and services. 
More complex health interventions are possible 
in areas that have existing health infrastructure 
and expertise, while areas with low levels of 
infrastructure and education may be amenable 
only to simple, primary care interventions. 
For more detail on some of the adaptations 
common in health programming, see subsection 
E.2 on adaptation of health action to remote 
implementation, and section F on health action, 
particularly subsections F.3 to F.5.

While programmes may need to be simplified 
and adapted, they must remain in line with 
national health standards and other relevant 
agreements with national authorities. Programme 
adaptations should also take into account 
international humanitarian law, the Core 
Humanitarian Standard and other international 
standards, recognizing that some adaptations 
would be unacceptable.
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capacity of operating agents, and the lower level 
of technical sophistication and versatility of 
programming.

Existing standard operating procedures, 
particularly those related to compliance and 
monitoring, may be too burdensome or too 
dangerous to implement in a remote operations 
context. Aid agencies should formulate 
alternative procedures that:

O are suited to the context;

O provide adequate evidence of 
project performance;

O avoid placing unnecessary risks or 
unreasonable burdens on operating 
agents and remote agencies. 

Table 6. Cost adjustments in remote operations

ADDITIONAL COSTS REDUCED COSTS

O Increased staffing, duplication of 
roles in remote/operating staff

O Additional security
O Increased travel and logistics
O Expanded training and capacity-building
O Expanded M&E activities
O Additional communications 

and monitoring equipment

O Necessary programmatic contraction
O Implementation through partnership
O Lower security and logistics costs after 

evacuation of international staffa

a. This item is highly controversial, as some literature reports this cost reduction, but it has been 
challenged as encouraging agencies to provide lower-quality security to national staff than to 
internationals.

E.1.2 FORMALIZING REMOTE  
OPERATION STRUCTURE
Changes in staff roles, revisions in reporting 
lines, and revised authorization levels 
should be formalized. Any changes in roles 
and responsibilities should be reflected in 
reformulation of job descriptions. Ideally this will 
be agreed upon between the remote agency at 
director level, and the operating agent or agents 
at manager level. 

E.1.3 STANDARD OPERATING  
PROCEDURES REVISION
There is a general understanding that procedures 
and protocols often need to be adapted to 
remote operations because of the specific risks 
of insecure contexts, the increased challenges 
of operating remotely, the (typically) lower 
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that the proposed programme can be monitored 
for effectiveness, efficiency and quality; that 
the monitoring measures selected are within 
the capacity of the operating agent(s) who will 
implement the programme; and that the level of 
monitoring that is achievable will be acceptable 
to donors. The plan should:

O take into account that M&E must be more 
intensive in remote operations than in direct 
management settings, and can require 
significant extra resources and time;

O take into account the local context, and 
allow for sufficient monitoring to be 
carried out, but not place unnecessary 
burden on operating agents;

O include clear and simple predetermined 
indicators of programme quality;

O include research into context-appropriate 
and cost-effective technological solutions 
for data collection, analysis, and 
communication (with both field staff and 
beneficiaries) that could improve the quality 
of monitoring and shared awareness;

O include time and resources for training 
operating agents on monitoring procedures 
(data collection, storage, analysis 
and reporting), and their importance 
in programme continuation;

O seek and incorporate information from 
beneficiaries and affected communities 
regarding their preferred methods for 
communication, including the kinds of 
information that should be shared with 
the community and how, and the feedback 

These alternative procedures should be 
communicated to and agreed upon by donors and 
implementing staff. 

Again, while organizations’ internal procedures 
may be significantly adapted for remote 
operation, it is important to ensure that health 
protocols remain in line with national and 
international standards. Adapting standard 
operating procedures to programmes in access-
constrained environments may also require 
returning to the risk assessment framework to 
assess how procedures can be adapted without 
creating unacceptable risks.

E.1.4 NEW FRAMEWORKS FOR M&E, 
TRAINING AND CAPACITY-BUILDING, 
ACCOUNTABILITY AND LEARNING 
These areas are particularly important to the 
effectiveness and sustainability of remote 
operations, and may need to be heavily 
redesigned. 

In general, this redesign will involve the 
expansion of all these areas of programming 
to reflect the increased need for them in 
remote contexts, but may also include some 
simplification or streamlining of procedures to 
reflect lower capacity.

Remote M&E planning

In order to fulfil the purpose of M&E while 
mitigating the risks listed in subsection C.1.3, 
it is essential to develop a detailed M&E plan 
before beginning programme implementation. 
Key elements of this planning are to make sure 
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context appropriate and acceptable to donors, 
remote operation should not be initiated.

For more information on remote M&E, see 
subsection G.1 on monitoring and evaluation.

STEP-BY-STEP: M&E PLANNING 
FOR REMOTE OPERATIONS

1. Timing. Develop a plan for M&E before 
programme implementation.

2. Contextual analysis. Select methods 
for remote M&E that are appropriate to the 
technology, infrastructure and expertise 
available in the field.

3. Partners. Involve operating agents, to 
ensure they understand the need for M&E, and 
have the capacity or training necessary to 
carry it out. 

4. Risk analysis. Use risk assessment 
tools to ensure that the methods chosen 
sufficiently mitigate the extra risks of remote 
operation.

5. Compliance. Make sure donors 
understand the level of monitoring that 
is possible, and are willing to accept the 
residual risk it entails.

mechanisms they would be most likely to use;

O include a plan for establishing triangulation 
and verification of information, through 
community monitoring and triangulation, 
peer monitoring, or third-party monitoring;

O include risk assessments with the aim 
of identifying modes of information 
collection and dissemination that minimize 
risk to staff and beneficiaries;

O be clearly communicated to 
donors, who may have unrealistic 
expectations about accountability;

O produce outputs that can be shared 
with partners to validate work and 
justify monitoring activities;

O interface with regular reassessments of the 
changing context, as well as feedback from 
affected populations and beneficiaries;

O ensure feedback mechanisms are in 
place (see AAP for further guidance);

O be useful for learning and continuous 
improvement of the programme;

O be shared with donors, to ensure that:

• the level of monitoring that is 
possible in the remote context will 
meet minimum requirements,

• donors understand the potential risks 
of extensive monitoring activities,

• donors are willing to accept the 
additional risk of remote operations. 

If robust monitoring does not appear possible 
given these limitations, or if agreement cannot 
be reached on a level of monitoring that is both 
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E.2 ADAPTATION OF HEALTH 
ACTION TO REMOTE  
IMPLEMENTATION

 KEY PRINCIPLE 
Access-constrained situations create a 
greater need to match the health services 
provided to the context, given:

 o the skills and capacities of 
available health workers

 o the existing health infrastructure

 o communication and connectivity.

Just as there are no standard tactics for adjusting 
overall programme design to remote operation, 
so there are few formal adjustments to regular 
health standards; indeed, it is possible that 
given the varied and dynamic nature of access-
constrained situations, such hard-and-fast 
guidelines may be impossible. The primary 
guideline available is that adjustments must 
be made to match the level of infrastructure, 
connectivity and human capacity existing in the 
context.

In low education or connectivity contexts, it may 
be unfeasible to provide more than community-
based primary care. In conflict situations, static 
facilities can be viewed as less responsive and 
not always functional, despite support provided 
by aid agencies. Mobile clinics are often not 
possible, due to the lack of infrastructure for 
vehicle usage and lack of sufficient staff. In South 

Planning for training and 
accountability

Detailed plans for staff training and capacity-
building, and for accountability (to donors, 
affected populations and the organization 
itself), should also be developed at this point. 
Procedurally these will be similar to the M&E 
plan, weighing overall goals against what is 
possible in the context and influencing decision-
making about the viability of programming.

For details on the specific factors that must be 
considered in these plans, see subsections G.2 
on accountability and G.3 on staff training, 
retention, security and continuity.

E.1.5 CONTINGENCY PLANNING AND 
CONTINUING PROGRAMME REVIEW
It is important to plan a timeframe for when the 
decision to operate remotely will be reviewed, 
and what measures that review will assess, in 
order to avoid both the “remote operations 
trap” and danger habituation (see sections A 
and H). If a contingency plan has not already 
been made, for example if the shift to remote 
operation was made reactively, then at this 
point such a plan should be developed and built 
into the programming guide, including a formal 
structure for review of remote operation, and 
clear indicators for when direct operation should 
be resumed, or when the programme should be 
ended or transferred to a national partner.
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RISKS OF TECHNOLOGY IN REMOTE 
OPERATIONS
Insufficient contextual awareness. 
Importing complex technological solutions 
to austere settings lacking the capacity and 
infrastructure to support them almost always 
guarantees failure. There is little room for error, 
when the failure of Internet connectivity can kill 
a programme. Practitioners describe struggling 
with the complete lack of technological literacy 
in populations not previously exposed; examples 
include spending significant amounts of time 
training end-users in simple functions, such as how 
to swipe on a touch screen.

Insufficient organizational capacity. 
Aid agencies often overestimate their own 
capacity, when many technological tools are 
hard to implement. Does the remote agency have 
sufficient staff who understand the technology, 
and can train others on its use? Is there staff 
for a tech focal point? Information technology 
(IT) departments tend to be underfunded and 
underutilized, and lack the field experience 
necessary to put new innovations in context. 

Cost of hardware and software. The 
high price of many tools is exacerbated by the 
difficulty of convincing a donor to invest in an 
unproven technology. Many access-constrained 
areas have limited technology available, resulting 
in large set-up costs, fees, maintenance costs 
and taxes that must be shouldered by the remote 
agency. Telecommunications software requires 
integration with a country’s infrastructure and 

Sudan, organizations describe the use of mobile 
teams or even “health backpacks”, where staff go 
on foot into communities, or move together with 
displaced populations to provide primary health 
care for diarrhoea, malaria and acute respiratory 
tract infections (1).

Typically, there is a scale of complexity and 
risk in health responses, ranging from, on the 
low end, community-based health education, 
through primary care, and up to the building 
and maintaining of hospitals. Less complex 
and advanced responses tend to attract less 
attention from hostile groups, and often gain 
greater stakeholder involvement and support. 
More complex health interventions can be done 
in areas with greater infrastructure and capacity, 
but hospitals tend to be expensive to run and 
difficult to manage remotely.

A variety of technological tools exist that 
can enhance remote health programming, 
ranging from the creative use of mobile phone 
text messaging in low-technology settings to 
videoconferencing and telemedicine in areas 
with more infrastructure (see Annex 2, subsection 
on telemedecine). However, the use of technology 
also comes with risks (see box on risks of 
technology in remote operations). 

For more information, see section F on health 
action, particularly subsections F.3 to F.5.
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dealing with telecommunications corporations, 
adding another layer of difficulty and cost.

Unintended consequences. These include 
the worsening of poverty, further increasing 
gendered risks, and exacerbating the digital 
divide. An example of this is the increased access 
to aid witnessed for beneficiaries with power 
generators and credit-approved cell phone plans, 
as compared to those without. There is currently 
no agreement in the humanitarian community as 
to whether people have a right to information and 
communication technology (ICT) as a form of aid. 
Affected communities often perceive it as such, 
as it is an important source of information used to 
access food, water, or shelter; to decide where 
to travel to or live; and to warn others of danger 
or receive warnings. However, it is not treated 
as an equal and necessary form of aid by those 
providing it (3). 

With the operational model chosen and a 
programme designed, the planning process for a 
remote operation is now at the end. Once again, 
this juncture should include a return to the risk 
assessment process begun in sections B and C.

If, at this point, the residual risk of the specific 
programme developed is not acceptable, the 
operation must be put on hold until either: 

O the context changes, or 

O a new operational model or programme 
template can be developed that meets 
organizational requirements.
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O psychological trauma and 
mental health problems;

O lack of care for persons with pre-existing 
illness or noncommunicable disease.

At the same time, the health context continues 
to evolve and continued disease surveillance is 
required to identify and respond to outbreaks and 
health problems as they arise. 

With these increased health care problems, 
it may appear counter-intuitive to reduce 
programmatic presence and implementation as 
conflict is exacerbated. However, as mentioned 
previously in subsection E.1, large or complex 
programmes can be difficult, if not impossible, to 
maintain in remote operations. 

F.1 NEEDS ASSESSMENT

 KEY PRINCIPLE
Emergency public health interventions  
must be:

 o needs based

 o evidence based

 o context specific.

The first step in designing a programme for 
health action is to conduct a comprehensive 
needs assessment, which will build on the general 
assessment of severe need done in the decision-
making stage. A needs assessment identifies the 
level of emergency and the immediate needs and 
gaps in health care, thereby establishing priority 
actions.

 KEY PRINCIPLE
Health care provision depends on:

 o access to populations in need, 

 o by individuals with a capacity 
to provide the service, 

 o and the medical supplies and 
pharmacy required.

In emergencies, existing health systems may be 
totally or partially destroyed because buildings 
have collapsed, staff are targeted, displaced 
or killed, and drug supplies are interrupted. 
In addition, there are numerous health risks 
exacerbated by conflict and the breakdown of 
health systems, including:

O outbreaks of communicable, infectious 
diseases due to risk factors that are 
increased by conflict, such as: 

• problems with water, sanitation and hygiene
• insufficient food
• uncontrolled vectors, including displacement
• poor housing and crowding
• poor access to health care;

O outbreaks of vaccine-preventable diseases 
due to interrupted vaccination programmes;

O malnutrition and starvation, particularly 
in hard-to-reach areas;

O diminished access to reproductive health 
services, including family planning 
and emergency obstetric care;
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However, needs assessments are particularly 
difficult or even impossible in remote operation 
contexts, as they risk putting both data collectors 
and interviewees in harm’s way. It is therefore 
necessary to combine whatever level of primary 
data collection is available (if any) with available 
secondary data sources, even if the resulting 
needs assessment remains incomplete and patchy 
(Table 7). 

Table 7. Adjustments to needs assessment in remote operations

DIRECT OPERATION 
(PHYSICAL PRESENCE)

REMOTE OPERATION

Direct, multisectoral needs assessment 
in the field, using established 
methodologies

Combine data sources such as:

O primary data if available (often limited, based 
on restricted field visits or gathered remotely)

O secondary data

O information shared by other aid agencies, 
key national actors, or governments

O surveys conducted by remote methods 
(telephone, tablet, social media)

O field surveys conducted by third parties, 
including national or local NGOs, hired 
contractors or governments

The resulting data often remain incomplete, but as many 
data as possible should be included
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remotely; however, these are complex systems 
that require time to set up, and they cannot 
quickly be mobilized to provide primary data.

O The use of technological data collection 
tools, such as the Open Data Kit (ODK) and 
prepared checklists such as the Humanitarian 
Emergency Settings Perceived Needs Scale 
(HESPER), can improve the speed and facility 
of data gathering, which may make direct 
assessment more feasible in some situations.

When any kind of primary data gathering 
is taking place in conflict areas, the remote 
agency should carefully consider the risks to 
both enumerators and assessed populations 
(see subsection C.1, and case study on risks 
of monitoring in Somalia in subsection C.1.3). 
Assessed populations can be put at risk even by 
remote data gathering, due to the possibility of 
disclosure of sensitive data.

More information. A summary of major 
communication and connectivity methods for 
remote operations can be found in Tables 2 and 3, 
and they are discussed in relation to monitoring in 
subsection G.1.

Information on remote monitoring and 
technology-based reporting systems can be 
found in Annex 1. A list of tools for remote data 
gathering, including technological tools and 
checklists, can be found in Annex 3. 

The Global Health Cluster’s Standards for public 
health information services lists a number of tools 
that can be used in assessments, though not all 
may be suitable for remote operations (34).

 TIP
VETTING ASSESSMENT PARTNERS
As in any context, the involvement of 
any external actor in humanitarian needs 
assessments increases the possibility 
of introducing various kinds of bias, or 
producing unconfirmable or unreliable data. 
The affiliations of assessment partners 
should always be carefully assessed (see 
subsection C.2.2) and potential data issues 
understood.

 
In addition to relying on the different kinds of 
data sources detailed in Table 7, technological 
tools and remote approaches can be used to 
enable primary data gathering in hard-to-access 
areas.

O Assessments can be carried out remotely 
using mobile phones, through text 
messaging or social media apps.

O Community consultations or focus 
groups can be done remotely, with 
a variety of technologies.

O Some remote monitoring technologies, such as 
aerial or satellite monitoring or mobile phone 
tracking, can also inform needs assessments.

O Technology-based reporting systems such as 
the Health Resources and Services Availability 
Mapping System (HeRAMS), the Early Warning, 
Alert and Response System (EWARS) and the 
District Health Information Software 2 (DHIS 
2), if already implemented, can provide data 
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mounted. For example, investigating a disease 
outbreak requires fast information, and does not 
require all aspects to be investigated. 

Given the risks of aid diversion, exclusion 
errors and inaccurate assessment of needs, 
it is necessary to co-validate or triangulate 
information. Co-validation can be carried 
out by independent third parties, community 
representatives, elders, other humanitarian 
organizations or civilian government 
representatives and other authorities.

Because people’s visibility, voice, opportunities 
and constraints are very much affected by 
their sex and age, assessments should, to the 
maximum degree possible, involve all segments 
of the affected communities across gender, age, 
disability and diversity. Agencies may consult 
with specialized actors and available focal 
points to ensure that the available assessment 
tools adequately incorporate protection and 
diversity issues, and refer to Global Health 
Cluster guidelines on AAP (4). Data should, if 
possible, be disaggregated by sex and age as 
a minimum, and, as appropriate, by pregnant 
and lactating women, people living with HIV, 
disability, diversity and geographical location. 
The more disaggregated the data, the more useful 
they will be for identifying the most vulnerable 
people.

Data collection in assessments should always be 
coordinated with the cluster system, the resident 
coordinator or humanitarian country team, and 
local authorities. In general, this helps ensure 

Table 8. Baseline information for health 
sector assessments

Essential health information (first 
stages of an emergency)

O Demography

O Mortality (crude and under-5) 

O Morbidity

O Health care utilization

O Reproductive health 

O Nutritional status

O Water and sanitation

Source: UNHCR (35)

Further health information

O Multisectoral assessment, with team 
expertise in public health, nutrition, 
WASH, and shelter/site planning.

O Comprehensive analysis of the causes of 
a population’s deteriorating situation.

O Mapping availability of, and access to, 
existing health systems. Working with these 
systems as much as possible can help to 
avoid parallel or duplicate systems, and 
comparing them to resources required can 
identify pockets where needs are unmet.

The extent of the essential and additional health 
information needed should be adjusted to the 
assumed needs and context of the response or 
programme, and the speed with which it is to be 
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society organizations or religious institutions;

O geographical targeting;

O blanket approaches/no targeting, etc.

In remote operations, assessments become more 
difficult, and reliance on local institutions and 
referrals, or blanket approaches, is increased.

 TIP
HOW TO VALIDATE REMOTELY 
GATHERED DATA
Practitioners describe cross-validating 
their data with information provided 
by the Health Cluster, and other cluster 
partners or stakeholders. Some useful 
methods for validating data gathered with 
technological tools (mobile phones, tablets) 
include analysing the amount of time taken 
to fill in data (an indicator of whether 
interviews were truly conducted) and the 
GPS coordinates where it was gathered, or 
by directly phoning individuals that were 
interviewed.

Risks of beneficiary selection

Beneficiary selection criteria in health action are 
generally accepted, and not subject to dispute. 
However, particularly in remote operations, 
where access often determines the level of 
response, specific issues can be exacerbated. 

As always, the involvement of communities, local 
authorities or religious institutions can help to 

compatibility and comparability, and minimizes 
intrusion into the lives of affected people. In 
remote operations, strong coordination on 
assessments can also significantly improve data 
quality for all, and reduce risk to data collectors 
and affected communities.

 TIP
CREATING NEW TOOLS 
More often than not publicly available tools 
that are used in remote operations are the 
end result of multilateral cooperation, or 
are produced by multilateral organizations. 
Either a multilateral approach or closer 
coordination is needed to develop new tools, 
including for the health sector. 

F.2 BENEFICIARY IDENTIFICATION
The identification of the beneficiaries most in 
need of assistance from a certain programme 
is the next step after needs assessment. In 
remote operations, this step is often moot, as 
programming is determined more by access than 
by vulnerability. 

Methods of beneficiary identification include:

O vulnerability assessment, where possible;

O reliance on community health workers who 
can track vulnerable people (pregnant 
women, elderly, malnourished);

O referral systems or triage, where available;

O recommendations from local authorities, civil 
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F.3 ACCESS TO HEALTH SERVICES
After understanding the needs, the next step 
in effective health programming is to ensure 
that populations in need have access to health 
services.

It is important to remember that access is not 
only about the aid agency’s access to territory, 
but also about affected people’s access to aid. In 
general, programming should take into account 
the safe mobility and access to transportation 
of affected people. Health services should also 
be designed to ensure that girls, boys, women, 
men, older people, people with disabilities, and 
other specific groups at risk of discrimination, 
or who are particularly vulnerable, have access 
to appropriate health services that minimize 
physical and sexual violence and discrimination.

The primary paradigm of remote operations 
is to maintain health services near affected 
populations in constrained environments, by 
using staff (typically national or local) who have 
access within those environments. Other tactics 
that can be used to improve access and keep 
services close to affected populations include: 

O negotiation with local authorities, 
including military or armed groups;

O networking and relationship building to 
obtain programme buy-in (acceptance) 
from authorities, health ministries, local 
communities, and armed groups;

O coordination of efforts with other 
agencies on an inter-agency level;

identify people with the most need. However, 
good contextual knowledge is necessary, as 
these practices can also lead to the exclusion or 
marginalization of certain groups.

Targeting groups based on specific identity 
characteristics can reinforce pre-existing 
tensions or divisions, and should be avoided. 
Sometimes (particularly in insecure or 
conflict situations) vulnerability can align 
with other identity characteristics such as 
religion, ethnicity, tribe or displacement status. 
Likewise, geographical areas of vulnerability 
may sometimes overlap with certain identity 
characteristics. In these situations, vulnerability-
based targeting can appear to be a proxy 
for targeting certain identity groups. Deep 
awareness of local community dynamics, and 
strong communication with communities, can help 
identify and avoid such situations. In some cases, 
a reduction in standards must be accepted, such 
as blanket coverage instead of targeted aid.

In general, it can be difficult or dangerous to 
explain to people in need why they have been 
excluded from certain services or distributions, so 
transparency in targeting decisions is needed, as 
well as communication with, and accountability 
to, affected populations. 

It is important to remember that full coverage 
may not always be possible: access (and the 
lack thereof) primarily dictates where aid 
organizations can implement, frequently leading 
to an unequal coverage of needs.
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Programming tactics for limited access

When access cannot be improved or negotiated 
further, programming must be adjusted to make 
the most of limited access, and find other ways to 
keep services accessible to affected populations. 
Tactics for health programming in limited-access 
settings include the following.

Mobile teams. These can be used to improve 
coverage in conditions of changing access levels, 
for example due to security issues. Such teams 
can rapidly provide increased access to care 
when and where access is available. However, 
their range of treatments is significantly limited.

Focal points. An alternative to staff mobility  
is to have staff focal points that collectively cover 
a broad geographical area and work together 
when mobility is good, but independently when 
it deteriorates. In times when access is severely 
constricted, networks like these can enable 
organizations to relay goods, equipment, 
sensitive information, cash or medical cases 
safely from one network location to another. 

Adjusting programming. Despite the 
challenges of access-constrained environments, 
a wide range of services can be provided with 
minor adjustments to the mode of delivery or the 
overall package of services. (Note that these 
adjustments are not to medical protocols as 
such; all programming still needs to be in line 
with national health policy and international 
standards.) Commonly used adjustments include 
the following.

O working with specific community members 
who can open up access, such as local clergy 
and religious institutions, tribal leaders, 
traditional healers and health workers;

O adopting a low profile in the field, for example:

• using magnetic logo stickers that 
can be removed easily,

• reducing and de-branding 
equipment in the field.

 TIP
HUMANITARIAN PRINCIPLES CAN 
IMPROVE ACCESS
Where local governance is unclear or 
undecided, it is more difficult to negotiate 
access. Negotiations with non-State armed 
groups can be particularly challenging, and 
in some cases may be prohibited due to the 
designation of criminal or terrorist groups. 
Access is also impeded where gatekeepers 
(governments, armed groups) perceive 
partisanship in humanitarian activities. 
However, for humanitarians to uphold 
humanitarian principles, maintain impartiality 
and deliver aid where it is needed, 
negotiations are required with all parties 
to the armed conflict. Communicating and 
accurately cultivating perceptions of work 
as upholding the humanitarian principles 
of humanity, neutrality, impartiality and 
independence can therefore help to improve 
negotiations and access.
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 CASE STUDY
LESSONS FROM VACCINATION  
PROGRAMMING, 2012–2017
Practitioners described several tactics 
recently developed for vaccination 
campaigns in limited-access areas:

 o Hit and run: campaigns with presence 
for a few days with large numbers of staff. 

 o Low profile: a smaller but 
more permanent vaccination 
team for two to three months. 

 o Wall-fencing: building coverage 
by vaccinating those that leave 
or enter an inaccessible area.

 o Health camps: establishing 
primary care services first, and 
then providing vaccination. 

The choice of strategy depends on context 
and ability to negotiate access. 

Monitoring. In order to assure success 
of the campaigns, practitioners described 
daily, real-time evaluations, involving teams 
checking immediately on vaccination 
coverage in randomly chosen households. 
Where coverage was low, the teams 
vaccinated the entire area again to improve 
coverage.

O Reduction of services provided, for example, 
providing limited primary health care 
services such as treatment for malaria, 
diarrhoea and acute respiratory tract 
infections, rather than full health centres.

O Tactical adjustments to vaccination 
campaigns to improve coverage when access 
to populations is low (see case study on 
lessons from vaccination programming).

O Though not generally recommended, in 
some lifesaving situations (for example, 
the Syrian Arab Republic), fortification 
or concealment of hospitals or health 
centres in conflict areas has been used.

O Using telemedicine (live video contact 
with clinicians in other countries) to 
provide training, clinical support and 
supervision to junior medical staff (see 
Annex 2, subsection on telemedicine). 

O Simplifying procedures for delivery of some 
medical treatments (where possible), to 
enable community members without formal 
medical qualifications to provide health 
care support. Where infrastructure and 
telecommunications are intact, clinical support 
to these informal medical personnel can be 
provided from abroad through telemedicine.
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O Some organizations report concerns regarding 
the quality of health care in remote operations, 
but there are few standards for measuring 
how much those concerns are justified. It is 
not always clear how much quality can be 
sacrificed in order to continue to provide 
assistance in challenging environments. 
National and local standards provide 
some “red lines” but these are, in practice, 
often crossed in lifesaving situations.

 TIP
INFRASTRUCTURE INFLUENCES  
QUALITY OF CARE
The quality and level of care that can be 
provided in an access-restricted area are 
directly linked to the level of functionality of 
the health system prior to the emergency. In 
the Syrian Arab Republic, for example, much 
more advanced care can be provided than 
in South Sudan, where providers must focus 
on primary and outreach health care, which 
is administered largely by community health 
workers or nurses with basic training. 

Alternatives for assessing the functioning of 
health services include:

O visits by monitors equipped 
with appropriate checklists and 
questionnaires, where access allows;

O virtual supervision visits, online ward rounds 
and telemedicine, where connectivity 

Lessons learned. While a one-off 
vaccination campaign is very different from 
the permanent provision of a regular health 
service, some of these practices could be 
applied in other cases, for example joining 
health services to other services being 
provided. This could be achieved, for example, 
by running a mobile clinic during a food 
distribution, or the provision of primary care 
services after a vaccination campaign had 
established point of contact and access (1). 

F.4 QUALITY OF HEALTH  
SERVICES
There is general consensus that the quality of 
health services improves with greater oversight 
and access. Consequently, when experienced 
staff are evacuated from or unable to access the 
area of implementation, the expectation is that 
quality will drop. 

Examining the quality of health care is not just about 
examining the functionality of the services provided, 
but should rather focus on health outcomes. 

O In remote operations, many health statistics 
(for example mortality rates and infection 
rates) are unknown, and there is often little 
opportunity for follow-up with patients, 
so health outcomes are not accessible. 

O The quality of treatment provided by health 
professionals is difficult to assess when 
supervisors cannot access the service.
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 CASE STUDY
CERTIFICATION IN THE SYRIAN  
ARAB REPUBLIC, 2017
Practitioners in the Syrian Arab Republic 
report that the aid community there is making 
efforts to support testing and certification 
of medical qualifications. Certifications and 
accreditations are reported for anaesthesia, 
nursing, trauma and midwifery. Aid agencies 
in the Syrian Arab Republic report significant 
investment in medical training, including 
setting up training centres in-country and 
at external field offices. This includes 
implementing trainings with accreditation for 
nurses, nursing assistants and midwives, and 
other medical staff. This certification enables 
remote agencies to ensure quality and rely 
more on their operating staff; it also helps 
fulfil agencies’ commitments to increase 
national capacity (1).

F.5 SUPPLY OF  
PHARMACEUTICAL PRODUCTS
F.5.1 REDUCING DIVERSION
Remote operations make it difficult to establish 
that supplies are being provided where they are 
needed, and that they are not being diverted or 
misappropriated. The general approach is to 
minimize these risks in the following ways.

infrastructure is strong enough;

O operating staff scan patient charts or registers, 
and email them to remote supervisors 
for review, following which findings will 
be discussed with the staff (by Skype, 
videoconference) in order to rectify mistakes;

O direct feedback from affected communities, 
to the degree possible in the context.

A major feature of service quality is the presence 
of qualified health professionals. In remote 
operations, the presence of such individuals is 
typically limited, so the available capacity must 
be improved by:

O providing adequate training for 
new health professionals;

O providing appropriate training in basic 
health care to non-medical staff;

O telemedicine or videoconferencing, where 
health workers and medics can be provided 
with specialist training by online supervision 
(see Annex 2, subsection on telemedicine).

Additional challenges. In conflict areas, the 
targeting of health professionals by belligerents 
can significantly impact capacity to treat. In 
prolonged conflicts educational systems may 
be compromised, making it hard to provide or 
validate new qualifications or certification of 
skills.
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Triangulation:

O Drug usage patterns can be triangulated 
with morbidity to verify consumption. 

O During project implementation, consumption 
can be balanced against stock, prescription 
patterns, and disease seasonality. One INGO 
in the Syrian Arab Republic reports using a 
pharmacy consumption tool that is checked 
fortnightly (1). However, receiving all relevant 
information in a timely manner depends highly 
on connectivity or network availability. 

F.5.2  TRANSPORTATION
Cold chains for the transport of drugs (primarily 
vaccines that need to be kept cool) are reported 
as challenging across settings, requiring 
refrigerators and generators, or ice packs that 
are replaced regularly. Where access is restricted 
during transport of drugs, there is a high risk of 
vaccines becoming unusable.

Most aid organizations interviewed for this 
document reported sourcing medications and 
equipment outside countries of implementation, 
and transporting medical goods across borders 
and into implementation sites on a semi-regular 
basis (1). Generally stocks for three to six months 
are prepositioned.

Transport of goods requires significant planning 
and foresight. Many practitioners reported 
using partners, sometimes more than one, to 
transport goods to and across borders and 
into implementation sites. They also reported 
difficulties with transporting certain goods 

Managing drug supplies:

O Minimizing stock, and thereby the volume and 
value of assets, in field offices and field sites. 

O Entering into agreements with local suppliers 
to minimize the need for stockpiles and 
warehouses, and relieve the organization of 
the need to maintain a high-profile facility. 
This should be done within national health 
protocols to ensure standards, and may 
not be practicable for pharmaceuticals 
where strict quality control is required. 

Cross-checking:

O Oversight of stock by weekly and monthly 
stock counts, cross-checking with medical 
consumption data, and supply incident reports. 

O Use of bar codes, batch numbers and photos 
to verify drug and equipment delivery.

O Use of GPS tracking to monitor transport 
of goods and supplies, and verify they 
arrive at their intended location.

O Use of third-party verification to 
document the arrival of goods.

O Use of third-party warehousing.

O Training more than one staff member 
on stock verification, to compare stock 
use during programme activities.

O Reverting control of health facilities’ 
stocks to local community members.
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across borders, including medical equipment and 
drugs, which were held back by authorities. Aid 
agencies therefore require knowledge about 
importation rules and regulations for successful 
transfer of medical supplies and equipment.

Locally sourced supplies can reduce some 
difficulties posed by transporting medications 
and medical equipment, particularly where 
conflict exacerbates logistical difficulties. 
However, quality assurance of locally procured 
pharmaceuticals is not always guaranteed, even 
when following national protocols. Additionally, 
most donors disallow local purchase of 
pharmaceuticals, and this option is only possible 
for some consumables.
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G.1.1  WHAT IS M&E IN A REMOTE 
CONTEXT?
M&E is a critical part of any remote operation. 
Most of the reasons why remote M&E is 
necessary are the same as for direct operation 
contexts, including: 

O tracking implementation and 
outputs systematically;

O measuring the effectiveness of programmes, 
and determining exactly when a programme is 
on track and when changes may be needed;

O assessing the quality of activities 
being conducted, and providing a basis 
for modifying them if necessary;

O demonstrating that programme 
efforts have had a measurable 
impact on expected outcomes;

O building a strong global evidence base 
around interventions that can help identify the 
most valuable and efficient use of resources 
from a diverse range of specific tactics.

However, in remote operations there is 
heightened risk for poor quality of service, 
partiality, aid diversion and corruption. There 
are high stakes associated with these problems, 
including diversion of aid and resources towards 
belligerent or terrorist groups, or the preferential 
treatment of certain factions of society. This 
erodes trust and acceptance in communities, 
thereby further exacerbating issues with access 
and security. 

To cover every element of programme 
management would be far beyond the scope of 
this document, and indeed, many elements are 
essentially similar between remote and direct 
operations. Instead, this section offers detailed 
guidance on five major issues that are critical to 
the continuing maintenance of remote operations:

O Monitoring and evaluation

O Accountability

O Partner management

O Staff training, retention, security and continuity

O Programme risk management.

These must be taken into account during 
programme design and planning, and will 
continue to be significant through the life of the 
operation.

G.1 MONITORING AND  
EVALUATION

 KEY PRINCIPLES
Monitoring and evaluation (M&E) in remote 
operations must be adjusted to compensate 
for the lack of field presence. 

Because direct observation of programmes 
is not possible, remote operations typically 
require more, and more complex, M&E 
activities than direct operations. 

At the same time, remotely gathered data 
are less reliable than data gathered directly, 
meaning remote M&E will be less effective.
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health facility functionality is used as a proxy 
indicator of quality. 

Although these processes are heavy in terms of 
costs and resources, they are the only option for 
gathering information about project activities 
and being aware of problems as they arise. This 
should lead to information about adherence to 
humanitarian principles, to ensure that aid is 
delivered where it is needed and that it is free 
and accessible to those who need it. However, 
direct supervision is nearly impossible to 
replace, and concerns about programme quality 
will always remain. Remote M&E comes with a 
specific set of new risks, which must be mitigated 
(see subsection C.1.3 on programmatic risks, 
subsection on monitoring and evaluation).

G.1.2 KEY LESSONS ON MONITORING
O For effective operation, an M&E plan must be 

incorporated into the programme framework 
in the planning phase (see subsection E.1).

O A minimum standard of clear, simple, 
and predetermined indicators 
and procedures is required.

O A monitoring system should have several layers 
of checks and filters, both internal and external 
(see box on M&E categories), for continuous 
triangulation and verification of information.

O M&E officers and mentors can train and 
support field staff to improve the quality 
of data collection and reporting.

O Specific monitoring capacity is required 
that is separate from, but works closely 
with, the programme; this ensures 

WHY IS M&E PARTICULARLY 
IMPORTANT IN REMOTE SETTINGS?

Without direct presence, monitoring activities 
often provide the only avenue for the remote 
agency to have awareness of what is 
happening in the programme. The activities 
monitoring enables include:

O mitigating risks related to poor programme 
quality, corruption and aid diversion;

O ensuring adherence to 
humanitarian principles;

O ensuring AAP;

O contributing to prioritization in fragile 
and resource-limited settings;

O supporting accountability to 
donors and beneficiaries;

O providing a framework for programme 
development and improvement.

In remote M&E, the lack of presence on site is 
compensated for with a complex approach 
to first obtain and then cross-verify data 
about project activities. Cross-verification or 
triangulation of data needs to occur at every step 
of the programme cycle. Advances in technology 
and Internet connectivity can help facilitate the 
collection of information that provides additional 
validation of programme outcomes. As outcomes 
and impact are often virtually impossible to 
measure in remote operations, monitoring focuses 
almost exclusively on activities and outputs, and 
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M&E CATEGORIES

O Internal monitoring provides the 
remote agency with information about 
programme activities and outputs. 
These methods can be enhanced with 
technological tools. Internal monitoring 
should include cross-checks and 
information triangulation, which are 
different to external verification.

O External verification engages an 
outside party to triangulate or confirm 
the information provided by internal 
monitoring. External parties can include 
hired contractors, peer agencies, 
local people or beneficiaries.

Both are necessary for effective 
monitoring. Internal monitoring should 
be implemented immediately on the start of 
operations; external verification may take 
time to fully develop, but must be in place 
for long-term programme sustainability, 
development and accountability.

G.1.3 INTERNAL MONITORING
There is a wide array of means for gathering 
information on programme activities and outputs. 
This subsection is not a comprehensive list, but a 
review of a number of issues that are particularly 
important in remote operation contexts.

Regular communication between remote 
staff and operating staff, by whatever means 
available (telephone, email, instant messaging, 

consistent monitoring and mainstreams 
M&E procedures across the programme.

O An approach using mixed methods 
(quantitative and qualitative) is preferred.

O Research and investment in data collection 
and analysis software and ICT, with the 
aim of adopting and streamlining it across 
programmes, is highly important.

O Monitoring reports must be shared 
with partners to validate work 
and justify M&E activities.

O Accountability networks and relationships 
with stakeholders can be useful for both 
internal monitoring and external verification.

O M&E must be relevant to the needs of 
the programme, and used for learning 
and continuous improvement.
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transport of goods (especially pharmaceuticals) 
to ensure they arrive at their intended location.

Feedback from beneficiaries 
themselves is necessary for accountability 
(see subsection G.2), but can also be an important 
element of monitoring, either on an ad hoc basis 
to identify problems, or formalized as a means 
of judging project performance, alongside other 
measures. 

Technological solutions can enhance the 
level of awareness of remote staff, and allow 
for more detailed monitoring of remote projects. 
However, the application of any technology 
must be realistic, and take into account the 
technical capacity of both operating agents 
and beneficiaries, the infrastructure required to 
support and maintain the technology, and the 
potential security risks (see case study on use 
of armed escorts in subsection C.1.1). In conflict 
contexts, network infrastructure can be destroyed 
without prior warning, and data may be 
intercepted by armed groups. Budgets for use of 
technology should therefore include not only the 
materials themselves, but also costs for safe and 
secure retention and transfer of data, and training 
costs for successful implementation (for examples 
see Table 9 and Annex 1).

Cross-verification with other sources 
is highly important, including local administrative 
and health authorities, national or international 
NGOs, data from health facilities, community 
contacts, programme feedback and complaints 
mechanisms, validation against exit interviews 

etc.), has been found to be helpful in maintaining 
the trust and communication necessary for 
effective remote operations, and improving 
monitoring quality. Specific methodologies for 
communications can include the following.

O Daily or weekly debriefings. Regular 
written reports, with strict deadlines, can help 
to improve transparency and accountability.

O Simulated technical field visits. While 
not as effective as a true site visit, allowing 
remote managers to virtually “explore” 
a project with electronically transmitted 
documents and videoconferencing can lead 
to significant programme improvement.

O Whenever possible, actual field visits 
should be organized to meet with operating 
agents and discuss progress in implementation, 
bottlenecks and lessons learned, and 
gather feedback from beneficiaries.

O Bringing operating agents out 
of the field for monitoring reviews, 
technical discussions, coordination 
meetings, and forward planning is a useful 
alternative to training in the field.

Cross-checking of organizational 
procedures, such as finance and procurement, 
can improve accountability in remote operations. 
Documented tendering procedures and cross-
checking of pricings can help to ensure that funds 
are not diverted to preferred contacts. Tallying 
of stock counts in relation to consumption and 
morbidity helps to establish that supplies are not 
diverted. GPS tracking can be used to monitor 
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from beneficiaries, open-source databases such 
as the Early Warning and Response Network 
(EWARN), and data collection tools comparing 
consumption with morbidity.

Repetition, using more than one enumerator 
to collect the same information in the same area, 
can significantly improve data quality.

Inclusiveness is essential in all programmes. 
A cross-section of society (including women, 
men, boys, girls, minorities, the elderly and the 
disabled) should participate in M&E practices. 
Age- and sex-disaggregated data should be 
collected, which can help to identify gaps in 
service provision and potential aid diversion. 
Internal monitoring should include regular 
reporting and continuing monitoring of safe and 
equal access to assistance and services for all.
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Table 9. Technologies for remote M&E

METHOD PROS CONS

Mobile phones O Can help verify and cross-check information

O SMS messaging can offer direct access to 
and feedback from beneficiaries

O Beneficiaries must have access to mobile phones and networks

O Requires good phone network coverage

O Security risks of gathering and transmitting data

GPS tracking O Can monitor transport of goods to verify whether 
they arrive at their intended location

O Data are sensitive and potentially dangerous if they fall into the wrong hands

O Security risks for collectors

Enriched photo/
video (date-and-
time stamps, GPS 
tagging)

O Can be collected and transmitted quickly

O Provides information not only on what activities and surveys have 
been completed, but also on where and when they have taken place

O Can help to provide assurances that aid is not being 
diverted to specific, geographically isolated groups

O Data are sensitive and potentially dangerous if they fall into the wrong hands 
(particularly when linked to a GPS); encryption is a possible solution

O Training to take effective photos is required; they are only useful to 
assess tangible outcomes (less so for intangible outcomes such as 
social change), and may not always be culturally appropriate

O Requires good (mobile) Internet connectivity

O The ethical implications of data produced (ownership, availability, 
possible damage) are not always considered

Videoconferencing

O Allows “virtual site visits”

O Virtual training or conferencing

O Video supervision, telemedicine, ward rounds by remote doctors, etc.

O Requires uninterrupted, high-speed Internet capability, possibly satellite Internet

O High-level technological set-up required in implementation site

O High costs

O Raises privacy and safety concerns for beneficiaries (if included in videoconference)

Remote context 
observation

O Allows the remote analysis of contextual changes, 
for example estimating mass population movements 
through satellite images and phone records

O Raises privacy and safety concerns for beneficiaries
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 CASE STUDY
TECHNOLOGY FOR MONITORING  
IN THE SYRIAN ARAB REPUBLIC, 2015
An anonymous INGO working in the Syrian 
Arab Republic described the technology 
employed to monitor project implementation as 
one of its major strengths. The INGO operates 
remotely, but manages a cloud server that 
allows it to maintain daily oversight of project 
activities; dedicated skilled INGO staff focus 
on data management and analysis full time.

Data collection is facilitated by forms and 
questionnaires programmed into Open Data 
Kit (ODK), enabling field staff to use Android 
tablets to enter data that are encrypted and 
automatically uploaded to the cloud server 
when the tablet is connected to the Internet. 
Additionally, WhatsApp on each tablet allows 
for direct communication between data 
collectors and the INGO. This process has the 
added benefit of data coming directly from 
the field to the INGO, bypassing the middle 
partner organization. This system is used to 
collect data from warehouses, pharmacies, 
communities, and clinics, with a variety of 
data collection tools covering rapid needs 
assessment, water, sanitation and hygiene 
(WASH), nutrition, health, and logistics.

Data cleaning and organization is performed 
automatically, with data downloaded and 

stored in a series of folders daily. Folders are 
only accessible by the monitoring officers 
and senior management, with subsets stored 
in different folders for access by partner 
organizations as required.

QLIK Dashboards (a business analytics tool) 
are used to analyse and visualize data, 
depicting indicators visually and allowing 
for easy exploration by the user. QLIK 
Dashboards are dynamic, so clicking any part 
of the dashboard filters and shifts the visual 
representation to enable a more in-depth 
look. It also incorporates GPS data and the 
geographical information system (GIS) to 
create maps on programme updates.

INGO programme officers and managers 
review the analysis before it is shared with 
senior management and technical advisers; 
relevant results are then shared with donors 
and partners. Manual cross-checking between 
different data sources is used to make 
sure logistics operations correspond with 
programme delivery and results. Data are 
also cross-checked with partner monitoring 
data (photographs, videos, paper forms, etc.) 
to ensure ODK forms submitted match with 
hard copy stock and distribution records, for 
example.

Source: Remote partner management: 
monitoring and accountability systems for 
limiting aid diversion (anonymous), cited in (2).
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 CASE STUDY
SIMULATED TECHNICAL FIELD VISITS  
IN SOMALIA, 2016
Save the Children Somalia experimented with 
simulated technical field visits to provide 
support to nutrition operations in Somalia, 
with the goals of monitoring the nutrition 
programmes, assessing their quality against 
benchmarks, identifying gaps and areas for 
capacity development, and motivating the field 
teams via establishing rapport. 

After agreeing on standards and benchmarks, 
the field team would provide electronic 
evidence (scanned patient cards and stock 
records, focus group discussion notes, 
completed checklists, photographs, etc.) for 
the international staff to review prior to the 
call. Document analysis included assessing 
whether cards were filled in properly, if correct 
treatments were prescribed, and if follow-
up was tracked properly. A Skype or phone 
call would then take place allowing for a 
joint review of the documents with the field, 
providing feedback, and agreeing on an action 
plan. 

Findings from a recent simulated field visit 
included the mean upper arm circumference 
measurement was too tight in six out of ten 
photographs submitted, and outpatient cards 
were being filled out improperly, indicating 

further training was required. They were also 
able to assess the site via photographs, noting 
the buildings did not provide a shaded waiting 
area for mothers and lacked adequate furniture. 

Several lessons were learned from this process: 
prior preparation and extensive communication 
is required to ensure that a complete set of 
documents is delivered for assessment; taking 
representative photographs is a skill that 
must be taught; quality checklists were very 
useful; and strict discipline was required to set 
aside uninterrupted time to complete the visit. 
However, the question remains as to how useful 
a simulated field visit can be when the field 
team is choosing what to show (36).
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G.1.4 EXTERNAL VERIFICATION
In addition to relying on information from 
implementers, aid agencies can employ external 
parties for independent monitoring. These parties 
can include, for example, local NGOs, private 
firms, university departments, teachers and 
school committees or health committees. This 
procedure is increasingly considered the “gold 
standard” for information verification; while not 
always necessary in short-term responses, it is 
now considered essential to establish some form 
of external verification in programming that is 
expected to continue in the long term. 

While it is important to build and develop 
partnerships for external verification, due 
diligence is required in their selection. Aid 
agencies should not work with partners that are 
parties to conflict, or that offer their services 
to military organizations or any other party to 
the conflict. Moreover, third-party staff must be 
qualified in monitoring and have the necessary 
capacity to obtain relevant information. An 
accreditation system for national monitors 
or evaluators could help aid workers to 
identify evaluators with the right skills for the 
task. There are three general categories of 
external monitoring: third-party monitoring, 
peer monitoring, and community monitoring. 
Advantages and disadvantages of these methods 
are listed in Table 10.
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Table 10. Types of external verification

EXTERNAL 
VERIFICATION TYPE

ADVANTAGES
DISADVANTAGES/
CONCERNS

Third-party monitoring (via local 
contracting firms)

O Recruitment from local 
communities allows monitors to 
move around without incident

O Shared third-party monitors 
across the United Nations 
system could reduce costs

O Currently considered 
the “gold standard” for 
humanitarian monitoring

O Resource intensive, expensive, 
and its objectivity can be 
compromised through the 
repeated use of the same firm

O Quality of monitoring can vary 
widely; though the literature highlights 
this as the “gold standard”, many 
practitioners remain unsure about 
the capacity and knowledge of 
third-party monitoring contractors

O Quality of monitoring was found 
to be higher for supply-related 
programming (e.g. infrastructure) 
versus more complex programming 
(e.g. child protection)

Peer monitoring (coordination 
between different agencies 
working in the same location who 
agree to undertake monitoring 
jointly; also known as cross-
monitoring or joint monitoring)

O Ensures knowledge and 
capacity of monitors

O Maintains humanitarian 
principles

O Lower cost than third-party 
monitoring contractors

O This is not a common practice, so 
reports of its utility remain limited

O Some NGOs are concerned it 
creates heightened and unnecessary 
competition between organizations, 
especially if applying for the 
same sources of limited funding

Community monitoring and 
triangulation

Training of community facilitators 
or mobilizers in monitoring 
techniques;  
beneficiary reference groups; 
or using simple feedback 
from people, contractors, and 
implementers who were in 
the area but not a part of the 
programme

O Low cost

O Involves local communities

O Community monitors may 
have lower capacity

O Some practitioners have reported 
this as ineffective, because 
community members provided 
unrealistic information that they 
thought the NGO wanted to hear
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 CASE STUDY
QUALITY ASSURANCE UNIT  
IN AFGHANISTAN, 2012
One anonymous INGO operating remotely 
in Afghanistan described the creation of a 
highly efficient quality assurance unit. Each 
member of the unit was from a different 
province in Afghanistan, with all members 
based in Kabul. In addition to a strong 
understanding of the people and culture, 
each member was previously immersed in the 
organization, where they built knowledge of 
the INGO’s values and ethos.

This unit was regularly dispatched to 
project locations, where members of 
the unit monitored project quality and 
implementation, and assisted field staff 
with the development of workplans and log 
frames. With their deep cultural, contextual, 
and organizational understanding, they were 
able to provide objective and effective third-
party monitoring to the INGO’s projects (37).

 TIP
WHO CARES FOR THIRD-PARTY 
STAFF? 
In the context of increased use of third 
parties for data verification, thought must 
be given to who is responsible for workers in 
external monitoring, as they may be willing 
to take greater risks than the commissioning 
agencies.
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G.2 ACCOUNTABILITY

 KEY PRINCIPLE
Accountability is a key principle in all 
humanitarian operations, but it also brings 
tangible benefits in terms of access, 
programme continuation and quality. 
This section addresses three levels of 
accountability: 

 o downward, to beneficiaries 
and affected populations, 

 o upward, to donors, and 

 o internal, to the agency itself.

G.2.1 ACCOUNTABILITY  
TO BENEFICIARIES
Accountability to beneficiaries is a subset of 
the broader category of AAP, which includes 
not only the direct beneficiaries of humanitarian 
assistance, but all members of the population 
affected by the crisis that humanitarian 
intervention is trying to address. 

 TOOL
The Global Health Cluster’s Operational 
Guidance on Accountability to Affected 
Populations is the primary resource on this topic. 
It details the major commitments underlying 
AAP, and provides detailed breakdowns of 
how to ensure AAP at different stages of the 
humanitarian programme cycle (4).

 TOOLS FOR MONITORING
Annex 1: Computer monitoring platforms lists  
a number of software solutions for health  
programming, some of which, like the  
vaccination tracker, could be used to  
improve M&E. 

Annex 3: Data collection and survey tools 
includes some technologies that can assist in 
gathering monitoring data. 

Annex 4: Tearfund summary checklist for remote 
project monitoring good practices provides one 
set of standards that can be used or adapted 
to purpose. 

A toolkit of technologies for monitoring in 
insecure environments is provided by Secure 
Access in Volatile Environments (SAVE) (38). 
This toolkit identifies technologies that can 
be applied in humanitarian programming, 
appropriate applications for these technologies, 
challenges and mitigation strategies, as well as 
requirements for set-up.
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by senior management, who should ensure 
adherence to the five AAP commitments endorsed 
by the IASC principles in 2012. Humanitarian 
agencies should undertake the actions 
recommended in the following areas. 

O Leadership and governance. 
Demonstrate their commitment to 
accountability to affected populations 
by ensuring feedback and accountability 
mechanisms are integrated into country 
strategies, programme proposals, M&E, 
recruitment, staff inductions, trainings and 
performance management, partnership 
agreements, and highlighted in reporting.

O Transparency. Provide accessible and 
timely information to affected populations 
on organizational procedures, structures 
and processes that affect them to ensure 
that they can make informed decisions 
and choices, and facilitate a dialogue 
between an organization and its affected 
populations over information provision.

O Feedback and complaints. Actively 
seek the views of affected populations to 
improve policy and practice in programming, 
ensuring that feedback and complaints 
mechanisms are streamlined, appropriate and 
robust enough to deal with (communicate, 
receive, process, respond to and learn 
from) complaints about breaches in policy 
and stakeholder dissatisfaction.

O Participation. Enable affected populations 
to play an active role in the decision-
making processes that affect them through 

The key principle of AAP is placing affected 
populations at the heart of decision-making. 
This principle includes three dimensions of 
accountability, which should be incorporated into 
all stages of programming.

O Taking account refers to giving people 
the opportunity to influence the decisions 
made in different phases of the humanitarian 
programme cycle, and taking into account 
the diversity of the community, with the views 
and opinions of the most vulnerable being 
equally weighed and considered. It is not 
a passive exercise, whereby agencies can 
expect the population to give an opinion if 
they so desire. This assumes that everyone 
has the same freedom of expression, which 
is known to be untrue. Agencies should 
go to the community to solicit opinions 
and thoughts from a broad spectrum of 
women, girls, boys and men of different 
age groups, the disabled and minorities.

O Giving account refers to actors providing 
information to the community throughout the 
humanitarian programme cycle, outlining what 
their plans and commitments are, how and why 
decisions were made, and by what processes. 

O Being held to account means allowing 
affected people an opportunity to assess 
the quality of the response of an agency and 
how relevant activities have been, to assess 
how these activities have been implemented, 
and to provide feedback on how well the 
activities have been addressing their needs.

AAP should be prioritized within the agency 
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both feedback mechanism and tracking 
and resolution procedures);

O regular contact with beneficiaries, for example 
by mobile phone or SMS text messaging;

O other structures that promote beneficiary 
participation, including designated 
“beneficiary reference groups” to 
provide direct feedback on programme 
and implementation quality;

O use of community liaison officers;

O in health responses, patient exit interviews 
through staff or monitors, or by phone.

Step by step: organizations should …

O Identify the most appropriate communication 
channels for communities, taking into account:

• the preferences of the various 
groups within the communities;

• the various languages that may be in use;
• issues of literacy;
• context-specific security and 

freedom of movement issues.

O To the extent possible, consult with 
communities (through preferred channels) 
to identify common cultural practices or 
preferences that would inform or affect 
relevant and effective emergency health 
response activities. Responses should 
reflect understanding of the cultural 
aspects likely to have an impact – either 
positively or negatively – on particular 
sectors of affected populations.

the establishment of clear guidelines and 
practices to engage them appropriately 
and ensure that the most marginalized and 
affected are represented and have influence.

O Design, monitoring and evaluation. 
Design, monitor and evaluate the goals and 
objectives of programmes with the involvement 
of affected populations, feeding learning back 
into the organization on a continuing basis 
and reporting on the results of the process.

Practical guidance on AAP

It is especially important to have independent 
beneficiary accountability mechanisms in 
remote operations, as communities are unable to 
directly follow up with management. In terms of 
programme implementation, a strong system of 
AAP helps to ensure that:

O the needs of target populations are being met;

O aid is delivered equitably to all that require it;

O assistance is appropriate and 
delivered respectfully;

O commitments are delivered upon;

O any (inadvertent) harm to beneficiaries 
or communities by humanitarian 
actors is addressed.

Some mechanisms for receiving feedback from 
communities in remote operations include: 

O meetings and discussions;

O beneficiary rapid assessment surveys;

O feedback forms, suggestion boxes and hotlines;

O systems of complaints redress (including 
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both beneficiaries and non-beneficiaries.

O As projects are implemented, develop 
context-appropriate mechanisms for 
communicating what has been delivered, and 
what lies ahead, and informing communities 
about changes in assistance or services.

O Identify trends from community 
feedback and consultation, and:

• ensure these are informing strategic 
and programmatic decision-making;

• ensure that these are communicated 
back to the affected communities, 
along with information on how 
feedback mechanisms are working.

Table 11 presents information on the practical 
benefits and challenges of AAP.

O Always weigh the benefits and risks (for 
beneficiaries, affected communities and 
staff) of gathering further information.

O Where possible, develop common 
standards and a coordinated approach for 
community engagement and participation, 
with the emphasis on inclusion of the 
most vulnerable, supported by a common 
platform for sharing and analysing data to 
strengthen decision-making, transparency 
and accountability, and limit duplication.

O Engage with national and local health 
organizations for information on:

• national health standards;
• local health standards and customs;
• resources that would enable the 

organizations’ active engagement 
with the remote agency (for example, 
translation and interpretation services).

O As projects are being developed, 
share information and plans with 
affected communities, including:

• information on the remote agency itself, 
including accountability commitments, 
codes of conduct, complaints procedures, 
and staff roles and responsibilities;

• information on planned projects, 
including goals and objectives, 
results, timeframe and financing;

• local people’s rights and entitlements;
• processes that affect them.

O Make sure assistance-targeting criteria are 
transparent and clearly communicated to 
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Table 11. Practical benefits and challenges of AAP

BENEFITS CHALLENGES

O Involving affected communities in 
programmatic decision-making improves 
programme quality and health outcomes

O Affected community involvement can 
reduce incidences of corruption, aid 
diversion and abuse of power

O Transparency of entitlements (ensuring aid 
is expected and beneficiaries know what 
they are meant to be receiving) means large 
diversions or interruptions are noticed

O Strong community involvement leads 
to improved acceptance of the 
organization, which can have benefits 
for both access and security

O Recruiting staff with the necessary language 
skills, or providing translation, requires long-
term investments of money and resources

O Affected people’s literacy, technological 
awareness and expertise may make 
some methods of communication 
inappropriate or ineffective in some areas

O Managing the large number of data that may 
be generated on consultation, feedback and 
complaints requires aid agencies to set up 
dedicated systems for sorting, translating 
and responding to the information received

O In some situations, responding to affected 
communities’ stated needs may exclude 
other groups or communities, or violate 
humanitarian principles, national laws 
or international standards (39)
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critical in remote operations, where donors 
generally have concerns about efficiency and 
quality, given the lack of physical presence. 
Meeting donor accountability expectations 
tends to be the focus of the majority of M&E 
exercises. However, meeting these accountability 
standards in remote operations poses significant 
challenges.

CHALLENGES OF DONOR 
ACCOUNTABILITY

O Donor expectations may not be well 
suited to fragile or conflict settings, 
where data gathering, storage and 
transmission can increase risk to 
operating agents and beneficiaries.

O Access constraints mean that 
proportionally more money must be 
devoted to M&E and data gathering on 
remote projects, so meeting high donor 
accountability requirements can take more 
much-needed funds from programming.

O Donors often have very low risk 
acceptance, which hinders programming 
and creates a situation in which aid 
agencies are expected to assume all 
risk in challenging environments.

O Aid agencies may overinterpret 
donor requirements, and direct 
resources away from programming 
towards unnecessary reporting.

 CASE STUDY
COMMUNITY OVERSIGHT  
COMMITTEE IN WEST DARFUR, 2012
When using a remote operating approach 
in Beida, West Darfur, Tearfund established 
a number of committees to support project 
monitoring and implementation. One such 
group was the beneficiary and community 
oversight committee that assisted Tearfund 
personnel based in the neighbouring Geneina 
region. This included representatives from 
the local beneficiary population, and from 
wider communities where projects were 
being implemented. Tearfund personnel 
were able to visit activity locations twice 
weekly, when they would meet with the 
committee and exchange views and ideas 
on how the project was progressing and 
its level of quality; concerns and issues 
were then addressed by Tearfund staff. 
Committee representatives also participated 
in exchange visits between project sites 
that enabled them to evaluate and compare 
activities. This participatory accountability 
mechanism was essential in improving project 
implementation, quality, and impact (37).

G.2.2   ACCOUNTABILITY TO DONORS
Donor accountability is essential to ensure 
continued funding and confidence in 
programming in all responses, and is even more 
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generally requires weekly reporting, in a remote 
operation this may become daily. As with many 
other categories, the challenge of internal 
accountability in remote operations is making 
sure that non-negotiable reporting requirements 
are met, without becoming a burden that hampers 
implementation or increases risk to staff or 
affected populations.

G.3 STAFF TRAINING, SECURITY, 
RETENTION AND CONTINUITY
G.3.1 TRAINING AND  
CAPACITY-BUILDING

 KEY PRINCIPLES
TRAINING AND  
CAPACITY-BUILDING
There is often an increased need for training 
and capacity-building in remote operations, 
where operating agents need to work 
autonomously, but may be selected more for 
access than capacity. 

At the same time, remote operation increases 
the cost and difficulty of training and 
capacity-building, leading to challenging 
trade-offs.

Strengthening national and local capacity 
is a key commitment in all humanitarian 
operations, and should be pursued as far as 
the context allows. 

These issues have led to a call for flexibility 
and realism from donors about the levels of 
monitoring and accountability that are possible 
in remote operations.

Constant communication with donors is 
necessary to overcome these challenges.

O Discussions should take place prior to the 
start of remote operations, to manage donor 
expectations and ensure that the level of 
monitoring that is possible will be acceptable. 
If monitoring cannot meet donor requirements, 
programming should not proceed.

O Limitations should be communicated 
to donors as they arise to ensure that 
expectations can be met as conflict and 
access issues improve or deteriorate.

A useful resource is the Good Humanitarian 
Donorship Initiative, an informal donor forum and 
network that facilitates collective advancement 
of donorship principles and good practices (40).

G.2.3   ACCOUNTABILITY TO THE  
AGENCY ITSELF 
In addition to external requirements, aid agencies 
have their own internal reporting requirements 
that must be met. Such systems remain proprietary 
and are not readily available to the public; hence 
this review has not been able to collect much 
evidence on the matter. However, field visits and 
interviews suggest that remote operations also 
tend to increase the level of internal reporting 
necessary, and add to the administrative burden 
on staff. For example, where an organization 
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and priorities of operating agents.

O National or local staff can be highly 
experienced; assuming all such staff require 
the same training can create an unequal 
relationship and should be avoided.

 TIP
COST OF TRAINING VERSUS  
BENEFITS OF AUTONOMY 
Greater operating agent autonomy is 
generally advantageous, as it leads to 
more flexible programming. However, 
achieving high levels of autonomy may 
require significant training, which can lead 
to a short-term loss in efficiency; this trade-
off requires consideration and needs to be 
evaluated against the needs and urgency of 
the context.

Humanitarian organizations have recently made 
increased commitments to recognizing building 
the capacity of national and local responders 
as a goal in itself, which should be pursued 
wherever possible, and incorporated throughout 
humanitarian programming and coordination 
(5). However, the prime purpose of training and 
capacity-building is to improve the ability to 
immediately and effectively respond to needs 
and implement programming, not to build national 
capacity. These imperatives must be weighed, 
and capacity-building in the thick of response 
should be practical, and directly or immediately 
relevant.

As described in subsection C.2.2, when 
selecting operating agents (national and local 
staff or partners) for remote operations, there 
is frequently a trade-off between experience 
and access. Significant capacity-building 
is often necessary to ensure the fidelity of 
remote operations, and, in certain modalities, 
to build operating agent autonomy and project 
ownership. However, remote operation also 
makes all of these elements more difficult, costly, 
and (in some cases) dangerous, so the need 
to build the capacity of local staff (or other 
operating agents) must be carefully weighed 
against the risks of the context and the cost to the 
programme overall.

As mentioned in subsection E.1, a plan for 
training and capacity-building should be 
developed during the planning phase, to speed 
implementation and improve consistency. This 
plan should also be linked to the comprehensive 
risk analysis (subsection C.1).

KEY LESSONS ON TRAINING
O The need for training should be weighed 

against the urgency of other needs in the 
programme or response, and training should be 
suited to the programme or response modality.

O Training and capacity-building in remote 
operations require significant adaptation 
due to inaccessibility, and may require larger 
investments of money, time and personnel. 

O Training and capacity-building should 
favour participatory approaches.

O Training should be tailored to the needs 
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Advantages and disadvantages of these modes 
are summarized in Table 2, on communication 
methods for remote programming.

Given the challenges of both these options, some 
variations have been proposed.

O Training of trainers. This involves a 
hybrid approach that mitigates the security 
risks of travel and crossing borders by 
bringing a small number of operating staff 
out of the field for training, then relying 
on them to train the majority of their 
counterparts. Many practitioners describe 
this positively as an approach to capacity-
building in insecure environments.

O Peer training in the field. This entails a 
variety of approaches that rely on operating 
staff or partners sharing expertise. Some 
operating agents consider these more useful 
than top-down training. Methods include:

• forums where local and national staff 
or partners learn from each other;

• cross-programme exposure visits.

Training needs are varied and complex. It is likely 
that all staff will require training on humanitarian 
principles, including the Core Humanitarian 
Standard, to ensure programming is delivered as 
intended. Other training needs that will probably 
be important prior to programme implementation 
include:

O security management

O protection and AAP

O reporting

O organizational protocols and procedures

O use of technological tools

O medical protocols and procedures

O gender, diversity, mental health and disability.

In remote operations, varied methods of training 
and capacity-building must be used to overcome 
the lack of physical presence. Organizations may 
find they need to rapidly shift training modes due 
to changing circumstances.

Two major modes exist for training in remote 
operations.

O Face to face. This requires either bringing 
staff out of the project location to a secure 
location, or, when access permits, arranging 
field visits from trainers and senior managers.

O Remote. This requires remote-presence 
technology (videoconferencing), or distance 
learning methods (email, e-learning software, 
written modules or videos) to conduct 
training without physical presence.
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O participatory workshops (in person, 
or remote, telemanaged);

O follow-up to workshops or training 
sessions through social media 
(WhatsApp, etc.) or e-learning;

O secondments of national or local staff 
to international organizations;

O telementoring or telemedicine (see Annex 1).

 CASE STUDY
CHALLENGES TO TRAINING IN THE 
SYRIAN ARAB REPUBLIC, 2012–2016
Initially it was common for staff working 
in the Syrian Arab Republic to be brought 
to Turkey for training. However, over 
time it became increasingly difficult to 
get permissions for Syrian staff to cross 
the border; the process could take up to 
two months, and success was in no way 
guaranteed. This caused one local NGO to 
shift to training staff remotely, via Skype, 
while working to build an underground 
training centre in the Syrian Arab Republic. 
E-learning videos were used to supplement 
training, but were found to be ineffective on 
their own. It is recommend that videos be 
used to complement other capacity-building 
activities such as direct engagement with 
managers and interactive workshops (3).

Specific training techniques for remote 
operations

Examples of training techniques for remote 
operations include:

O traditional trainings or induction 
briefings (in person or remote);

O good practice presentations;

O planned site visits by remote management and 
support staff (especially useful for fostering 
mutual trust and improved coordination);
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 TIP
TRAINING DATABASES
The development of a database to track 
which staff have been trained on what can 
be highly useful. In some contexts, it has 
been noted that staff repeatedly attend the 
same trainings, or receive training that is not 
useful for their roles. This is particularly true 
in situations of high staff turnover, where 
the same basic trainings may be provided 
repeatedly to new hires, without giving 
remaining staff opportunities to advance.

G.3.2 STAFF SECURITY

 KEY PRINCIPLE
At the core of all remote operations is a 
transfer of risk from the remote staff who are 
evacuated to the operating staff who remain. 
This must be assessed, and the risks to 
operators mitigated to an acceptable level.

Hiring and contracting in or near the area 
of programme implementation is thought to 
provide a “local face”, allowing safer access 
through acceptance and unobtrusive protective 
strategies. National and local aid workers may 
not present as obviously as political targets, 
and may be less likely to fall victim to kidnap for 
ransom. Moreover, links to community structures 
can help to provide additional protection for 

 CASE STUDY
TELEMEDICINE AND  
TELEMENTORING IN SOMALIA, 2012
ICT was successfully used by MSF in Somalia 
to support Somali clinicians when expatriate 
staff were no longer able to be physically 
present on site at a district hospital due to 
security risks.

Daily videoconferencing was set up to 
link clinicians with a paediatric specialist 
in Nairobi. Specific referral criteria were 
used, resulting in 9% of cases being referred 
for telemedicine. A significant change was 
made to the management of 64% of these 
cases, and a life-threatening condition was 
detected that had previously been missed 
in 25% of cases. Clinicians’ capacity also 
improved through regular education via 
telementoring, as demonstrated by the 
drop in adverse outcomes from 7.6% in 
2010 (without telemedicine) to 5.4% in 2011 
(with telemedicine). In addition to improved 
management and recognition of risk signs, 
clinicians also found the programme to be 
of high value, as it built a relationship of 
solidarity with distant specialists, improving 
morale in an otherwise isolating situation 
(41). 
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result in higher levels of mistrust than with 
internationals. National staff may also face 
specific hazards due to their particular ethnic, 
religious or other identity, or as a result of 
their position as perceived gatekeepers of 
aid, and may face additional pressures from 
beneficiaries, contractors and suppliers.

O International agencies often provide 
a crucial source of income for local 
workers and partners, who may not be 
able to refuse work, regardless of risk.

O National or local staff and partners are 
typically provided with fewer security 
resources, materials and training; very 
few agencies have clear policies outlining 
which security-related equipment 
will be turned over to partners when 
expatriates are forced to leave.

O National or local staff and partners are often 
excluded from support arrangements assumed 
necessary for international staff, such as 
hazard pay, rest leave, and counselling.

O Recent research has shown inequality between 
provisions made for national and local staff 
vis-à-vis international staff, including access 
to medical treatment and compensation 
for staff and families where staff members 
are killed or injured while implementing 
projects on behalf of aid agencies (17).

O Incidents involving national staff are 
not documented as thoroughly due 
to separate insurance policies and 
reporting requirements, contributing to the 
underestimation of the risk that they face (18). 

local organizations or local and national staff.

However, national and local staff continue 
to be at risk, as shown by increased casualty 
rates, which have been attributed to increased 
use of remote operations and outsourcing 
of aid delivery in dangerous environments 
(42). Although international staff remain 
proportionally more likely to be targeted for 
attack, in 2015 there were 13 times as many 
national staff victims as international staff 
victims in five conflict-affected countries 
(Afghanistan, Somalia, South Sudan, the Syrian 
Arab Republic and Yemen), where the bulk of all 
major attacks on civilian aid operations took 
place (43). 

This is particularly relevant in health care 
responses, due to the practice of targeting health 
facilities in conflicts. In 2016, the World Health 
Organization (WHO) reported 302 attacks  
on health care staff, facilities or transport across 
20 countries, resulting in 418 deaths and 561 
injuries (44).

Avoiding the transfer of these risks from 
international to national and local staff should be 
a significant policy priority.

Reasons for increased risks to local or national 
staff and partners include the following.

O The assumption that nationals are at a reduced 
risk because they are more familiar with the 
local context may be mistaken; national staff 
can be seen as outsiders if they are from 
a different part of the country, which can 
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clear contingency plans are required 
prior to deteriorations in security in 
order to maximize risk management.

G.3.3   STAFF RETENTION AND  
CONTINUITY

 KEY PRINCIPLE
Retaining effective staff is key to sustainable 
remote operations. The two key factors in 
staff retention are:

 o building a relationship of 
communication and trust,

 o employing a remote modality 
that allows staff autonomy. 

Staff retention is vital for the success and 
sustainability of any programme, but particularly 
for remote operations, where staff may be 
extremely difficult to replace, and will be 
shouldering severe risks. 

However, remote operations also create an 
environment where there is a high potential for 
mistrust, given that:

O operating agents need to be rigorously vetted;

O constant monitoring is required;

O language and cultural differences 
may divide remote staff and 
managers from operating staff;

O there are stark differences in the exposure 
to risk of remote versus operating staff.

Two major factors influence the retention of staff. 

Strategies for mitigating risks to local or national 
staff and partners include the following.

O Agencies’ risk thresholds must 
apply equally to all staff.

O Agencies should assess whether staff 
members’ profiles truly allow them to undertake 
tasks with less risk, and whether the staff 
members understand and accept these risks.

O Continuing risk assessment, regular 
security training, and equipment and 
psychological support for national 
staff are essential, and should be 
comparable to that for internationals.

O Security risk assessments should acknowledge 
that local or national staff face unique threats, 
which need unique mitigation measures.

O Remote operations planning should include 
the transfer of security equipment (vehicles, 
communication tools, etc.) to the operating 
agents, with transparent guidelines that allow 
them to know what they will be receiving 
and make informed decisions accordingly.

O Preparedness planning should 
decentralize authority.

O Agencies should provide operating 
staff with capacity-building on 
security issues and protocols.

O In remote operations, the remote 
agency should continue to liaise with 
community members for risk updates.

O Donor and organizational reporting 
requirements need to ensure they do not 
put national staff at increased risk, and 
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The first is the operating modality chosen for the remote operation, which is discussed in subsection 
D.1. The second is building a relationship of trust and communication. Table 12 summarizes key factors 
in building or losing trust.

Table 12. Building or losing trust in remote operations

BUILDS TRUST LOSES TRUST

O Maximizing face-to-face contact 
wherever possible

O Clear procedures and protocols specifying 
type and frequency of contact between 
remote agency and operating agents

O Using enhanced interactions (videoconferencing, 
instant messaging, etc.) where face-
to-face contact is not possible

O Transparent decision-making
O Regular sharing of ideas and information, 

including participatory management, 
joint problem solving, remote managers 
respecting operating staff opinions

O Forums for operating agent feedback, particularly 
including a dedicated person for coordination 
between remote agency and operating agents

O Ability of remote staff and managers to 
communicate with local staff in their native 
tongue, or at least a well known second language

O Clearly defined roles
O Fulfilling commitments
O Demonstrated flexibility, allowing 

programming and reporting needs to be met 
in ways that are contextually feasible

O Regular mentoring and supervision

O Lack of overall transparency 
by remote agency

O Operating agents feel used for 
networks or subcontracts

O Demands for excessive 
documentation (often perceived to 
be at the expense of aid delivery)

O Top-down communication
O Distant or impersonal communication 

modes, insufficient face time
O Condescending attitude from 

remote staff and managers
O Cultural insensitivity
O Slow response time

Sources: The Operations Partnership (1); Howe, Stites and Chudacoff (29).
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G.4 PARTNER MANAGEMENT

 KEY PRINCIPLE
Building strong relationships with operating 
partners requires creating a foundation 
of trust and transparency, and providing 
strong support for operations, training and 
capacity-building.

When a remote agency chooses to work with a 
local partner organization as an operating agent, 
building a strong and cooperative relationship 
is essential to effective operation. Many of the 
key things an agency can do to contribute to a 
positive relationship with partners are essentially 
similar to promoting good relationships with 
operating staff, for example:

O building trust and communication

O providing effective operational support

O having transparent organizational policies

O training and capacity-building.

These practices are addressed in subsection G.3. 
Other issues are specific to working with other 
organizations, for example:

O clearly delineated organizational 
responsibilities;

O a defined supervision structure, 
with a variety of focal points.

This section focuses on three issues specific to 
working with partners. Another useful tool to 
consult is the Principles of Partnership endorsed 

 CASE STUDY
TRUST AND MONITORING IN THE 
SYRIAN ARAB REPUBLIC, 2016
A local NGO working in the Syrian Arab 
Republic described the mentality of local 
partners as assuming you do not trust them 
if you ask them to collect monitoring data. 
Partners were also resistant to reporting 
accurate numbers and using DHIS 2, as they 
believed that showing low numbers would 
result in a withdrawal of funding (3).

 TIP
AVOIDING HIGH TURNOVER AT THE 
AGENCY
High staff turnover on the remote agency 
side also contributes to loss of contextual 
knowledge, and can further erode trust 
between the remote agency, operating staff 
and communities. Ideally, therefore, remote 
management staff should be recruited on 
long-term contracts, so that relationships 
with operating staff can be developed and 
a strong knowledge of the context can be 
acquired.
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less adept at technical and operational activities. 
Training needs should be assessed periodically 
throughout the entire partnership and are likely to 
include: 

O operational methods and implementation

O security protocols

O negotiation skills

O monitoring and evaluation methods

O proposal writing

O advocacy

O rights and humanitarian law

O basic problem solving

O management skills

O gender and diversity.

by the Global Humanitarian Platform (see box on 
the Principles of Partnership).

G.4.1 CLEAR DIVISION OF ROLES AND 
RESPONSIBILITIES
This is essential to allow all parties to make 
informed choices and adequately fulfil their roles. 
It goes hand in hand with clear communication, 
and should be addressed from the partner 
selection stage (subsection C.2.2).

A number of aid organizations report engaging 
staff members whose roles are to coordinate and 
facilitate their relationship with partners. This 
focal point role provides a clear point of contact 
between the implementer and the remote agency, 
and clarifies the chain of communication and 
decision-making between the two. The focal point 
can also carry out periodic capacity and skills 
assessments, organize trainings, cross-check 
expenditures and act as a form of verification. 
Both remote and operating agents have reported 
that such partnership coordination focal points 
greatly improve the relationship. 

A particularly critical factor is clarity about 
situations that would result in withdrawal of 
funding.

G.4.2  TRAINING
When dealing with partner organizations, 
development should focus on building the 
operational and organizational capacity of the 
entire institution.

While local partners may be well versed in the 
culture and context of a situation, they may be 
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PRINCIPLES OF PARTNERSHIP

Equality. Equality requires mutual respect 
between members of the partnership 
irrespective of size and power. The 
participants must respect each other’s 
mandates, obligations and independence 
and recognize each other’s constraints and 
commitments. Mutual respect must not preclude 
organizations from engaging in constructive 
dissent.

Transparency. Transparency is achieved 
through dialogue (on equal footing), with an 
emphasis on early consultations and early 
sharing of information. Communications and 
transparency, including financial transparency, 
increase the level of trust among organizations.

Result-oriented approach. Effective 
humanitarian action must be reality based and 
action oriented. This requires result-oriented 
coordination based on effective capabilities 
and concrete operational capacities.

Responsibility. Humanitarian organizations 
have an ethical obligation to each other 
to accomplish their tasks responsibly, with 
integrity and in a relevant and appropriate way. 
They must make sure they commit to activities 
only when they have the means, competencies, 
skills, and capacity to deliver on their 
commitments. Decisive and robust prevention of 
abuses committed by humanitarians must also 
be a constant effort. 

Complementarity. The diversity of the 
humanitarian community is an asset if actors 
build on their comparative advantages 
and complement each other’s contributions. 
Local capacity is one of the main assets to 
be enhanced and to build upon. Whenever 
possible, humanitarian organizations should 
strive to make it an integral part in emergency 
response. Language and cultural barriers must 
be overcome. 

Source: Global Humanitarian Platform (45).
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G.5 PROGRAMME RISK  
MANAGEMENT

 KEY PRINCIPLE
The comprehensive risk assessment forms the 
baseline for an ongoing, regularly scheduled 
process of risk management, which will verify 
that remote operation continues to be the 
most effective response modality, or enable 
the transition away from it when appropriate.

Security conditions can change rapidly, making it 
important to find a way to monitor the changing 
situation, and pause or stop programming 
if risks become unacceptable. Risk evolves 
during the course of remote operations, and 
may increase as needs assessments become 
outdated, and remote staff lose touch with the 
situation at implementation sites. For this reason, 
the comprehensive risk assessment performed 
in the decision-making phase of the operation 
(subsection C.1) should form the baseline for a 
continuing process of risk management. 

Risk management is a set of practices and 
procedures (including many elements previously 
addressed in this guidance) that are implemented 
at least throughout the organization. At best, 
it is a community-wide effort that involves 
regular coordination with other actors, at 
all levels of the humanitarian response, from 
beneficiary acceptance to coordination with 
national governments, donor accountability, and 
everything in between.

G.4.3   SUSTAINABILITY
Sustainability of remote operations is a relevant 
concern in this growing climate of long-term 
conflicts, where operating agents are relied 
upon to deliver services for increasing lengths of 
time. When working specifically with national 
or local partners, extra steps may be required to 
prioritize the sustainability of the relationship, 
including:

O focusing on the operational and 
organizational capacity-building of 
entire institutions (see above);

O designating partnership coordination 
focal points (see above);

O supporting long-term projects;

O providing core funds;

O supporting alliances among local groups, 
thereby building a strong civil society.

Sustainability is also supported by rapid 
decentralization to skilled staff and flexibility 
in rapidly changing contexts, versus hierarchical 
management structures and procedures.

Research suggests local NGOs have a variety 
of approaches to promote sustainability 
in the face of donor withdrawal, including 
switching to less capital-intensive activities (for 
example, switching from treatment to education 
and awareness initiatives), diversification, 
downsizing (relying on volunteers), dormancy, 
and approaching other donors and the private 
sector for funding.
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Alongside reactive measures to evaluate risks, 
risk management includes proactive measures to 
anticipate and avoid risks, including mitigation 
measures ranging from clear organizational 
policies and record keeping, to building local 
community acceptance in insecure operating 
areas.

The key elements of this process are:

O periodic formal risk assessments 
(operational, programmatic, organizational);

O mitigation of known risks;

O contingency planning;

O strategic coordination with 
partners, other agencies;

O adjusting risk frameworks with feedback 
from strong programmes of monitoring, 
evaluation, accountability and learning.
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RISK MANAGEMENT

Figure 3. Programmatic and operational risk management practices

Source: Norwegian Refugee Council (27).
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O Cross-verification can be done through 
networks of local contacts (for example 
traders, professionals, ministry of health, local 
authorities) who can be reached by phone, 
and by sharing information and analysis 
with other agencies operating in the area.

O Collective NGO security bodies can advise 
organizations on security risks and mitigation, 
and on whether to expand presence in insecure 
operating environments. (Practitioners have 
noted that support should be increased for 
such bodies, including their creation where 
necessary, training, and financial support.)

O Dedicated context or security officers 
who stay in regular contact with field 
staff and organizational networks can 
help agencies to adapt approaches 
to the changing environment. 

O Research suggests that devolution of security 
decision-making to the field, with a clear chain 
of command, better allows organizations 
to maintain operations and manage risks.

Formal risk assessments are often 
performed quarterly, or more frequently if there 
are significant context changes. Reasons for 
frequent risk assessment include:

O Contextual conditions (particularly security) 
can change rapidly, making it important 
to find a way to monitor the changing 
situation and pause or stop programming 
if risks become unacceptable. 

O Risk evolves during the course of remote 
operations, and may increase as needs 
assessments become outdated, programmes 
lose relevance, and remote managers lose 
touch with the situation at implementation sites.

O Gradual increases in risks and threats may be 
discounted by aid workers due to habituation, 
or the desire to continue to provide assistance.

O Local or national staff may be less likely than 
internationals to conclude that the overall 
risk level has become intolerable, and cross-
verification of reported risk levels is required.

The comprehensive risk assessment developed 
in section C can be used as a baseline for these 
periodic re-evaluations.

Strategic coordination with partners 
and other agencies is an important resource 
for sharing risk management information and 
cross-checking individual agencies’ assessments. 

O A number of field-level inter-agency 
security mechanisms exist, and can provide 
security alerts and assist in liaising with 
military and governmental bodies.
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 TOOL
UNICEF MINIMUM COMPONENTS  
OF THE COMPREHENSIVE RISK  
MANAGEMENT APPROACH
O Assessing the non-security risks 

for UNICEF programmes.

O On the security side, linking our planning with 
the stringent regulatory authority and the 
inter-agency programme criticality exercise.

O Comprehensive multisource monitoring 
with capacity to triangulate and 
analyse information, including: 

• regular programme monitoring by staff, 
• self-reporting by partners (high-

frequency output level), 
• independent third-party verification/

monitoring systems,
• affected populations/community feedback 

mechanisms (including use of call centres).

O Internal management measures such as 
training, partner screening, audit and 
risk management working group or 
committee at country office level. 

Additional components of risk 
management may include: 

O capacity-building for staff, partners, 
facilitators and contractors on risk 
management and on red lines based 
on humanitarian principles;

O agreeing on, and implementation of, common 
United Nations risk management tools, due 

diligence measures and mechanisms;

O conflict-sensitive programming;

O overall: country office articulates 
its approach to mitigation based 
on the threat and risk analysis. 

Source: UNICEF (46).
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H.1 TRANSITION TO DIRECT MANAGEMENT 
H.2 PROGRAMME CLOSURE 
H.3 HANDOVER TO LOCAL OR NATIONAL  
ORGANIZATION

 KEY PRINCIPLE
The exit from remote operation must be as 
carefully planned as the entrance, based on 
specific triggers and rooted in the ongoing 
risk management framework. 

EXIT FROM REMOTE OPERATION

There are three possible exits from remote 
operations:

O return to direct implementation 
(when access is restored);

O programme closure (when security or 
access unacceptably deteriorates);

O handover of programming to national or local 
organization (when capacity is high enough).

While there is no agreed approach on how to exit 
or transition from remote programming, using a 
similar approach to the security review (Figure 4) 
gives a good indication of how to proceed.

Adjustment to 
remote programming 

instruments

Regular programme 
implementation

Assessment of
 programme 

delivery option

Remote programme 
implementation

Security risk assessment 
and programme 
criticality review

Figure 4. Example of review of remote programming within regular security risk assessment reviews

Source: UNICEF (22).
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H.1 TRANSITION TO DIRECT MANAGEMENT 
H.2 PROGRAMME CLOSURE 
H.3 HANDOVER TO LOCAL OR NATIONAL  
ORGANIZATION

strategy are already in place.

O Triggers for when remote operations 
are and are not viable will have been 
decided, at least generally, early in the 
decision-making phase (section A).

O Procedures for regular reassessments of risk 
should have been part of the continuing risk 
management framework during programme 
design (subsections C.1 and G.5).

O The organization will have taken steps to 
foster strong communication between the 
remote agency and its operating agent(s), 
mitigating the lack of on-the-ground 
awareness that comes with the loss of direct 
presence (subsections G.3.3 and G.4).

Adding in reviews of access-related, clearly 
defined, context-relevant triggers can be 
determined for each of the three exit conditions. 

However, while remote operation is typically 
considered a temporary measure, few 
organizations have thought through criteria 
that would guide either a return to traditional 
programming or an exit strategy. 

Additionally, agencies can fall into the “remote 
operations trap”, whereby a lack of up-to-
date information on the context, and outdated 
perceptions of insecurity, lead to programmes 
getting “stuck” in remote mode, as remote 
managers are unaware of, or unable to respond 
to, opportunities to expand presence or 
deteriorations in security. Other contributing 
factors to this trap can include lowered credibility 
of the agency, increased risks to local partners, 
a protection-oriented security culture, security 
costs allocating resources away from more 
comprehensive programming, and bureaucratic 
inertia.

Aid organizations should formulate a well-
defined exit strategy to ensure programmes 
are not managed remotely for longer than is 
necessary. This strategy should:

O include clearly defined triggers 
for each exit condition;

O be based in periodic, proactive 
reassessments of risk and access;

O include the maintenance of trust and 
communication between the remote and 
operating agents, as a measure to improve 
the agency’s knowledge of the field, and 
support flexibility and adaptiveness.

In an ideal situation, the building blocks of this 

EXIT FROM REMOTE 
OPERATION
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H.1 TRANSITION TO DIRECT MANAGEMENT 
H.2 PROGRAMME CLOSURE 
H.3 HANDOVER TO LOCAL OR NATIONAL  
ORGANIZATION

 TOOL
The NGO Coordinating Committee for Iraq 
provides a checklist of indicators of safer access, 
which can help assess the viability of going 
higher profile or scaling up activities (Annex 5).

The good practice review (15) suggests that 
organizations’ key information should include: 

O the actual situation on the ground 
(security, military, political);

O possible short-term changes (three to six 
months) and their security implications;

O status of infrastructure (airports, 
roads, banks, communications);

O the whereabouts of non-evacuated staff;

O the status of assets and stocks left behind;

O the movement of local people;

O availability of essential provisions, 
especially food, water and fuel;

O the image or acceptance of the 
organization on the ground, and how 
perceptions can be managed;

O the level of direct targeting of foreign 
organizations and individuals, 
including aid workers;

O organizational capability to manage 
security in the current context;

O analysis of overall risks and benefits.
 

 TIP
REMOTE OPERATIONS MAY NOT 
END QUICKLY
Interviews with practitioners indicate 
remote management is currently most 
often implemented in countries with long-
standing conflicts, where humanitarian 
operations have been running for years and 
there is no clear expected end to conflict 
or humanitarian need. In these contexts, 
programme closures usually result from 
unacceptable deteriorations in security. 
However, the possibility of handover to local 
staff or return to direct management should 
still be planned for.

EXIT FROM REMOTE 
OPERATION

https://www.eisf.eu/wp-content/uploads/2014/09/0010-Hansen-2008-Operational-Modalities-in-Iraq10.pdf
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will require little organizational restructuring. 
Other programming modalities require decision-
making and authority of senior field staff. In many 
instances senior field staff will have been running 
operations, making decisions and enduring stress 
and risk, sometimes for a number of years. For 
programme modalities where field staff must 
assume additional responsibility during remote 
programme implementation, ending remote 
programming requires a thorough review of 
organizational structure, and redefining the roles 
and responsibilities of staff members. 

Care must be taken not to disenfranchise or  
“de-promote” valued and trained field staff, 
which may result in their leaving the organization. 
However, some practitioners have found that 
adjustment of overall responsibilities was not 
required when senior staff returned after short-
term absences, as deputies were mostly content 
to hand back responsibilities that they found 
burdensome.

H.2 PROGRAMME CLOSURE
Remote operations should be immediately ended 
at any point at which:

O access restrictions can no longer 
be overcome (for example, due to 
presence of proscribed groups);

O the level of residual risk (security or non-
security) becomes unacceptable;

O any other prerequisites for remote 
management can no longer be met.

H.1 TRANSITION TO DIRECT 
MANAGEMENT
There are two primary changes that can enable 
an aid agency to return to direct management at 
a particular site:

O increased access (and verification 
of increased access);

O internal management or operational 
restructuring after the arrival of 
senior management staff.

If thresholds for improved access are met, sources 
recommend a gradual return to assess security 
and establish direct management. Steps could 
include:

1. short exploratory missions by remote staff;

2. a more permanent presence of essential staff 
in one operational base;

3. the gradual return of more staff to more 
operational bases. 

Organizations should develop defined risk 
thresholds for re-entry criteria, and strong 
procedural and escalation frameworks. These 
frameworks can clarify under what conditions 
remote staff should return to a remote operation 
site, and also who has the authority to make that 
decision.

Changes in programme management will 
depend on the programming modality used 
during the absence of senior staff. Programmes 
completed in “remote control” mode (whereby 
all decisions are taken by remote senior staff) 
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However, given the further commitments 
to enhancing local and national response 
capabilities made under the Grand Bargain and 
the New Way of Working, it is hoped that the 
handover exit strategy will be more thoroughly 
explored in the near future.

Where the exit strategy approach relates to 
the withdrawal of an organization and their 
project resources from an area, a programme 
exit strategy should consider how the impacts of 
the project can be sustained after withdrawal. 
The exit strategy still includes procedures to 
close down the project, and any handover to 
local actors (communities, local organizations or 
authorities).

H.3 HANDOVER TO LOCAL OR 
NATIONAL ORGANIZATION
Effecting the handover of a remote programme 
entirely to local actors is a major goal of remote 
programming, in line with the humanitarian 
commitments to build and support local and 
national capacity and crisis response, such as 
the Grand Bargain. However, practical guidance 
is difficult to provide on this topic, as literature 
and interviews provide no examples of it actually 
happening for a major programme. It is believed 
that the level of capacity-building of local actors 
necessary for this to happen has, in the past, 
been impossible for remote agencies to actually 
implement, given:

O the cost (financial, resource and opportunity) 
of training and capacity-building during 
remote operations, which are already 
more expensive than direct operations;

O the high bar of donor compliance 
and trust necessary for a national or 
local NGO to obtain international 
funding for large programmes. 
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Environment and Health Information 
System

The Environment and Health Information 
System (ENHIS) is a mobile tablet-based health 
information system that captures real-time data 
from remote, 2G settings and integrates GIS 
data sets (for example every household, village, 
health facility) to understand health system 
functionality, including staffing, drug shortages, 
and disease programme implementation. It is 
also used for outbreak detection and monitoring 
with sophisticated mapping analysis tools 
and algorithms, which require little training, to 
identify houses and cases where disease events 
have occurred and mapping of indicators. Other 
features include telemedicine feedback to 
clinicians, SMS reminders, interactive dashboards, 
a tuberculosis patient management system, 
integration with laboratory information systems 
and the potential to integrate tablet-based data 
capture for mSupply and other tools (3). 

District Health Information Software 2 
(DHIS 2) 

DHIS 2 is an open-source software platform 
for reporting, analysing, and disseminating 
data for health programmes. Already broadly 
implemented across several countries, this routine 
health data collection could be used to inform 
humanitarian interventions. However, the system 
does not collect data that pertain specifically to 
conflict settings, and thus further adaptation is 
required to enable relevant data collection while 
taking advantage of an already available system.

Adapted from: Chaudri S. Technology and 
innovation in remote humanitarian programming 
and monitoring in inaccessible conflict situations. 
Global Health Cluster; 2017 (1).

Cold-temperature monitoring for solar 
refrigerators

A GPS box on top of a health facility that sends a 
signal every minute to an online platform is used 
to monitor the temperature of solar refrigerators 
storing vaccines. An alarm will sound if the door 
is left open, and a text alert will be sent to the 
health facility. This is an Internet-dependent 
technology. Issues include the provision of 
supportive supervision and feedback, and 
the ability to assess what was being done 
in response to text alerts about temperature 
fluctuations.

CommCare

This application, developed by Dimagi, enables 
case management and tracking of patients. A 
health care provider uses the application on their 
smartphone or tablet to visualize and update the 
record of each patient, allowing tracking of their 
progress over time. This application also allows 
clinical decision support messages to be sent to the 
provider, potentially improving care. Additionally, 
it has multiple levels of encryption, allowing it 
to be used in high-risk security settings, and has 
features that enable the visualization of geospatial 
clustering of cases in real time. It has a large 
evidence base supporting its impact for front-line 
health workers; however, none of the formal studies 
have taken place in conflict settings (2).
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a monitoring feature that allows tracking the 
situation over time.

Pharmaceutical Commodity Tracking 
System

One INGO created a barcode tracking system 
for monitoring the pharmaceutical supply chain 
in the Syrian Arab Republic. Packages could be 
monitored as they were passed to implementing 
partners, though each medicine inside the 
package could not be individually monitored 
and it was not possible to control for loss or theft 
during transportation. While the INGO would like 
to improve the system with secondary barcodes 
on the items inside the packages, a universal 
barcode system is lacking; each drug supplier 
has its own barcodes for its own products and 
the INGO lacks the budget and human resources 
to create a barcode for each type and dose of 
medication.

Satellite monitoring

A number of different platforms and providers 
exist, which can apply satellite imagery to 
different problems. 

DigitalGlobe is an American commercial vendor 
of high-resolution satellite imagery. Requisitioning 
the satellites to image a certain area can be 
costly, though images may already be available 
for dynamic areas being routinely captured. 
The company also provides analytics services 
if required by an organization. Humanitarian 
projects assisted include the following. 

Early Warning, Alert and Response 
System (EWARS) 

Developed by WHO to rapidly detect and 
respond to potential epidemic-prone disease 
clusters and outbreaks, EWARS consists of 
an immediate alert component and a weekly 
reporting component. The tool aggregates 
weekly health care statistics from a variety of 
sources (health ministries, private physicians, 
NGOs), by region and country. Data are reported 
in a web application, collected weekly from the 
sentinel sites and sent to a central processing 
location where they are analysed. A weekly 
bulletin is produced and disseminated to all 
health partners, and made available online. 
EWARS incorporates the department of health 
as first responder, increasing accountability and 
ownership (4).

Health Resources and Services 
Availability Mapping System 
(HeRAMS) 

HeRAMS is another WHO system that 
monitors health facilities, services and resource 
availability in emergencies, through the 
contributions of a variety of health care actors. 
Indicators are modified to meet the needs of 
the context. HeRAMS monitors four major areas 
relevant to emergency response: health facilities 
(including functionality and accessibility), 
resources for service delivery, which health 
services are available, and reasons for gaps (for 
example lack of staff, equipment, training and 
medical supplies). The HeRAMS app provides 
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Satellite imagery has also been used to assess 
other issues, such as mortality (7).

Vaccination Tracking System

The Vaccination Tracking System was used in 
Nigeria to find polio cases that were being 
missed during door-to-door vaccine distribution. 
Vaccinators carried tablets that were tracked 
remotely using the GPS. Remote monitors could 
watch the tablets as they travelled through a grid 
and record the amount of time spent in each grid, 
enabling the identification and redistribution 
to potential locations that were being missed 
(as depicted by a short time spent travelling 
through a particular grid). This was very useful in 
identifying districts on borders of areas covered 
by two teams, where each thought the other 
was covering the area when in fact neither was. 
However, there were some issues with the tablets, 
including battery life and storage space.
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O Performing population density mapping 
in areas with new polio cases, to 
aid vaccination campaigns.

O Implementing a crowdsourcing platform 
(with Humanitarian OpenStreetMap) 
to identify settlements of internally 
displaced persons (IDPs).

O IDP monitoring on the South Sudan–Uganda 
border (with Global Pulse), comparing 
images at different time points to identify 
where, when, and for how long IDPs were 
present, and what types of structures they 
were setting up (for example permanent 
structures, temporary shelters, raising crops). 

O Identifying the flow of IDPs following food 
insecurity in South Sudan: comparing images 
over time it was possible to differentiate 
between IDPs that had migrated due to 
the continuing conflict and those that 
migrated specifically due to the famine. 

Studies have described the use of satellite 
imagery of night-time lights, along with mobile 
phone call detail records, to rapidly measure 
large-scale population movements and 
displacements (5).

High-resolution satellite imagery has also 
been used to remotely estimate displaced 
populations retroactively in other countries. 
This technology was more useful in settings with 
clearly distinguishable individual structures, and 
was limited where buildings or shelters were 
connected, had complex roof patterns, or had 
multiple levels (6).
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a health facility. It provides wi-fi, a charging 
station for tablets (solar power or battery), and 
built-in data security features. It also contains 
electronic patient medical record software and 
can store data that are then uploaded to the cloud 
immediately or at a later time. The unit is sold for 
just under US$ 2000, and solves the major issues of 
unreliable power supply and Internet connectivity 
that plague inaccessible conflict settings.

E-voucher system (electronic cash 
transfers)

An e-voucher system was piloted in Iraq in 2016 
to target 900 households with cash and food 
assistance. Beneficiaries were registered into 
an e-voucher information management system, 
and issued with a smart card upon which the 
entitlement could be loaded remotely. This 
system allowed for remote evaluation (tracking 
usage and spending patterns) and used near 
field communication (NFC) technology, whereby 
a beneficiary could tap their card to a vendor’s 
mobile device and the balance would be 
automatically reduced in exchange for goods. 
Access to programme areas reduced during 
the escalation of fighting in Mosul; however, 
the programme was able to continue as the 
preparatory registration of participants had 
already taken place. Some existing infrastructure 
and a degree of literacy in the population were 
found to be prerequisites for the success of the 
programme. Issues included how to incentivize 
vendors in a cash economy and dealing with the 
lag of up to two weeks for reimbursement.

Adapted from: Chaudri S. Technology and 
innovation in remote humanitarian programming 
and monitoring in inaccessible conflict situations. 
Global Health Cluster; 2017 (1).

Mobile applications

Text messaging (SMS) can be used for more 
than simple communication, and is a strong 
methodology in areas with limited infrastructure 
and education, because beneficiaries are 
already conversant with the technology. Some 
programmes that have had success include the 
following (2).

O Community education. In Somalia, 
training modules were delivered to 
beneficiaries in inaccessible areas, questions 
were texted to beneficiaries and a server 
would automatically reply with the answer. 
Participants were reimbursed the costs of 
their SMS if they completed training and 
received a congratulatory message, which 
became a talking point in their community. 

O Distributions. In another programme 
area in Somalia, beneficiaries received 
preapproved SMS codes to show vendors 
in exchange for aid items. Upon receipt, a 
confirmation code was entered, triggering 
automated text messages that taught the 
beneficiary how to use this particular item 
(for example, water purification tablets).

Clinipak

Clinipak, developed by VecnaCares, is a self-
contained hub that is mounted to the wall of 
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also served as educational opportunities 
for the clinicians (“telementoring”). Prior to 
the introduction of the technology, meetings 
were held with the community elders to raise 
awareness and understanding; this was an 
important step, which facilitated acceptance 
of the technology in a culture that traditionally 
negates the use of cameras. A retrospective 
analysis of programme data found that 
9% (346/3920) of paediatric admissions 
were referred for telemedicine. In 25% of 
those referred (88 cases), a life-threatening 
condition was detected that had initially 
been missed, and adverse outcomes were 
reduced by 30% (P = 0.001) as compared to 
the year prior to telemedicine introduction. 

O A retrospective analysis of paediatric cases 
handled by the MSF tele-expertise system was 
performed in 2014 (5). In this system, a case 
coordinator receives referral requests from 
providers and allocates each to a specialist; 
progress reports are automatically requested 
from the referrer following consultation. 
The analysis found that the mean rating for 
the quality of information provided was 2.8 
(on a 5-point scale, with 1 being very poor 
and 5 very good). Two thirds of responses 
provided by the specialists were found to 
be useful to the patients, and three quarters 
were found to be useful by the medical team. 

O MSF also used telemedicine to provide 
remote support to non-specialist clinicians 
providing tuberculosis treatment in the 
Democratic Republic of the Congo amidst 
an ongoing conflict. These providers were 

Self-Help Plus

Self-Help Plus is a five-session audio-recorded 
group course based around mindfulness, aiming 
to address the mental health services gap in 
conflict settings. This psychological intervention 
is facilitated by two community mobilizers and is 
accompanied by a self-help book. In addition to 
a trial in northern Uganda with South Sudanese 
refugees, an Arabic version is being field-tested 
in the Syrian Arab Republic with WHO and 
implementing partners.

Telemedicine

Telemedicine is the use of telecommunications 
technology to remotely diagnose or treat 
patients. Examples of utilization include the 
following.

O MSF used a remote surgical email consultation 
system to support a local surgical team 
continuing to provide care in Somalia in 
2008 after expatriate surgeons were 
forced to evacuate due to increased 
insecurity (3). While MSF did not study the 
specific benefit added by the technology 
itself, a before-and-after study found that 
peri-operative mortality was lower when 
procedures were performed by the local 
team than when the surgeons were present. 

O MSF also used telecommunications 
technology in Somalia to support Somali 
clinicians providing paediatric hospital care 
following the removal of expatriate staff (4). 
Consultations with a Nairobi-based specialist 
were scheduled every afternoon, which 
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linked with a tuberculosis specialist via 
mobile phone, which enabled them to 
successfully manage their patients (6). 

O Telemedicine has also been used to support 
hospital doctors in the Middle East (7). An 
email referral system connecting doctors in 
Afghanistan, Iraq, Kuwait and Pakistan to 
volunteer specialists in industrialized countries 
was developed by the Swinfen Charitable 
Trust. A mixed-methods study of this system 
found that there were more obstetric referrals 
and fewer medical and radiological referrals 
in the Middle East as compared to other 
countries also using the system. It also found 
that referring doctors were confident that 
the service improved case management.
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on deaths that occur in health facilities 
seriously underestimates total mortality.

Vaccination coverage estimation. 
Vaccination – preventive or in response to 
an epidemic – is a mainstay of public health 
interventions in crisis-affected populations, and 
can reduce the burden of an increasing range of 
infectious diseases (2).

Vaccination coverage, i.e. the proportion of the 
target population group that has received the 
correct dosage of the vaccine by a defined age 
(e.g. the proportion of children vaccinated with 
the third dose of the diphtheria-tetanus-pertussis 
vaccine by 12 months of age), is a key indicator 
to evaluate the performance of vaccination 
services, assess the risk of epidemics, and 
establish whether remedial vaccination activities 
are required, and what the most efficient 
strategies would be for such activities (e.g. 
targeted geographical approaches or region-
wide enhanced vaccination).

Dharma

Dharma is a commercially available software 
programme for NGOs to simplify data collection, 
management, analysis and visualization in a way 
that is compliant with the United States Health 
Insurance Portability and Accountability Act of 
1996, observes important security measures, can 
be used both online and offline, and can be used 
in any language. It relies on tablet-based input 
from the field, and charges based on data use (3).

Adapted from: Chaudri S. Technology and 
innovation in remote humanitarian programming 
and monitoring in inaccessible conflict situations. 
Global Health Cluster; 2017 (1).

TECHNOLOGICAL SYSTEMS
EWARS and HeRAMS (see Annex 1)

Population mortality estimation. 
Population mortality, i.e. the rate at which 
people are dying in the affected population, 
is a key metric of physical health status and 
helps to benchmark the overall severity of a 
crisis. The crude death rate and the death rate 
among children aged under 5 years are the 
most commonly used indicators of population 
mortality in crises. Mortality estimation may be 
performed on: 

O A one-off basis, most commonly through a 
retrospective household sample survey (so 
called because information on deaths and 
other demographic events in households 
is collected over a period in the past, i.e. 
the survey always estimates past rather 
than present mortality). Other estimation 
methods, e.g. relying on predictive statistical 
modelling, capture-recapture estimation or 
key informant interviews, have been used 
or tested, but require in-depth expertise.

O An ongoing basis, through a community-based 
mortality surveillance system that relies on 
regularly updated collection of data by home 
visitors, or grave monitors in settings where 
cemetery burials are ubiquitous. Note that 
in nearly all crisis settings, merely relying 
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field, though one INGO said that they were 
unable to use it as it was not compliant with the 
organization’s data protection policy.

Mobenzi

Mobenzi is a paid platform that provides back-
up support, data security features, and a basic 
analysis of responses as data come in. While 
surveyors found the tablet to be empowering 
when it was used in Guinea, the same INGO 
ran into trouble while attempting to implement 
it in Darfur and Sudan; it was too difficult to get 
permission to use the device in conflict areas as 
there were concerns that they were using a GPS 
(some organizations had recently been removed 
from the area after it was discovered that they 
were using GPS coordinate data to assess 
displaced people that the government did not 
want to recognize), and they were forced to go 
around with paper printouts of the survey and a 
monitor to ensure that the version of the survey 
approved by the government was in fact the one 
being used in the field.

Open Data Kit (ODK)

ODK is a free and open-source set of data 
collection tools. It is a simple platform, allowing 
forms to be built easily and data to be collected 
via a mobile device; however, further investment 
is required to create complex forms or track 
cases over time. One of the major advantages 
described by respondents was the ability to work 
offline and sync information with a database 
when later connected to the Internet. ODK was 
used in Yemen to monitor beneficiaries; doctors 

Geographical information system 
(GIS)

GIS was used in conjunction with a two-
stage cluster sampling method using gridded 
population data and Google EarthTM imagery 
to estimate mortality in Iraq in 2011 (4). Using 
GPS tools to identify the houses selected using 
their system was thought to be a safety risk, thus 
surveyors were sent out with printed maps. The 
study found that the urban-rural coverage was 
very close to the estimated national average, and 
that this method was appropriate for resource-
constrained settings as the data sets and Google 
EarthTM imagery used were free and publically 
available.

GIS road data were also used in China with 
remotely sensed satellite images to assess road 
damage following an earthquake. A study of 
this system found a greater than 75% accuracy 
following comparison with real-world conditions 
(5).

KoBo Toolbox

KoBo Toolbox is a free and open-source tool 
developed by the Harvard Humanitarian Initiative. 
Forms can be created using their platform; data 
can be collected on several types of devices, 
including both Android and iOS; and data can 
be analysed moments after collection. It is 
currently being further developed to increase the 
standardization of data collection, in conjunction 
with the United Nations and the International 
Rescue Committee. Several respondents 
mentioned that it was commonly used in the 
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excluded based on the needs of the programme. 
Additionally, it uses a sample size of 192 
regardless of the size of the population, and 
training, data collection, and data analysis can 
be completed in two weeks. It has been trialled 
in Ethiopia and the United Republic of Tanzania, 
and there are plans for testing in the Syrian Arab 
Republic and Ukraine.

Satida Collect

Satida Collect is an Android data collection 
application that was used by community health 
workers working with MSF to conduct nutrition 
assessments and assess socioeconomic 
vulnerabilities and coping capacities during a 
violent conflict in the Central African Republic (6). 
A cross-sectional survey discovered that despite 
the fact that households consumed on average 
0.9 meals per day, children aged between 6 
months and 59 months were not malnourished. 
The data collected were combined with satellite-
derived drought indicators to confirm that the 
food insecurity situation was related to the 
violent conflict, and not due to climatic shock.

Survey123

One project in Iraq used Survey123, an 
application developed by Esri to collect GPS-
tagged indicator information. While its ability to 
collect spatial data gives it an advantage over 
other platforms, there is a cost per surveyor and 
thus it may not be an option for organizations 
with more limited funds. Despite this cost, the 
users found that the added technological support 
provided by the company was an important asset.

were able to complete forms about the patients 
they were seeing and forms were date and 
time stamped to enable monitoring of when 
information was entered and by whom. The 
INGO implementing this project found that it was 
important to be able to refer back to the doctor 
that was entering the data to foster a sense of 
accountability. The project also benefited from 
the high level of ICT literacy already prevalent 
in Yemen, and from funders who were willing to 
invest in building the information management 
capacity in exchange for high-quality beneficiary 
information. With this support the INGO was 
able to install dedicated staff for information 
management in three locations. The staff 
helped clean and analyse the data, and shared 
summaries of results with the doctors, building 
pride in their work. Additionally, the INGO 
made clear from the beginning that this online 
documentation was mandatory and evaluations 
would be based on the data that were entered; 
the strictness proved to be effective, as the 
situation was eventually reached whereby 
doctors were calling in to update mistakes that 
were made on the submitted forms.

Rapid Assessment Method for Older 
People (RAM-OP)

RAM-OP is a comprehensive rapid assessment 
method for older people, who are a vulnerable 
population often forgotten during emergencies. 
Developed by HelpAge in collaboration with 
Valid International and Brixton Health, it is 
an open-source, easy-to-use, and adaptable 
questionnaire where questions can be included or 
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aggregated levels, such as district-level planning 
by the ministry of health. An HMIS consists of 
the people collecting, analysing and acting on 
data; the standard indicators being monitored; 
the data collection instruments and procedures; 
the computing platform and application for data 
entry, management and analysis; and procedures 
for data flow, auditing, reporting and action.

Monitoring Violence against Health 
Care (MVH)

MVH is a data collection, analysis and reporting 
system of violence against health facilities, 
assets, personnel, and patients. It documents 
the consequences of these attacks on access to 
or delivery of health care services. The Health 
Cluster can use MVH information to generate 
evidence needed to inform strategic approaches 
for safe, or safer, health care delivery and to 
support advocacy at country level on protection 
of the right of access to care. The MVH service 
includes (a) an “alert” process (first record of 
an attack as reported by any health actor); 
(b) “verification” of the attack in collaboration 
with protection or human rights actors; and 
(c) automated analysis and reporting of results, 
to be interpreted by an MVH task force or other 
stakeholders.

3W Matrix

The “Who does What, Where?” (3W) Matrix 
systematically maps Health Cluster partner 
activities across the crisis-affected population, 
thereby strengthening analysis of response 
gaps, planning and coordination of actors 

SurveyCTO

SurveyCTO is a survey tool that can be used 
to build a survey, complete it, and review data 
offline. While there is a cost associated with this 
software, it has several functions that were found 
to be useful to limit errors made by surveys, such 
as skip logic capability, automatic time locks on 
questions, and audio clips.

SMS-based disease surveillance for 
Android

This app, piloted in South Sudan, provides 
frequent reports submitted by health facility 
staff to monitor epidemic-prone diseases. The 
methodology, given adequate network coverage, 
limits the necessity of field staff to travel with 
paper-based reports, thus increasing their time in 
clinic and reducing travel-related risks (7).

METHODOLOGICAL TOOLS
Health management information 
system (HMIS)

An HMIS collects, analyses and reports data 
from health providers and facilities on causes 
of consultation and hospitalization, services 
provided (e.g. number of antenatal consultations), 
and (at least in inpatient facilities) patient clinical 
outcomes. HMIS data, alone or in combination 
with catchment population figures, are used to 
construct a variety of indicators of proportional 
and absolute morbidity and mortality, service 
utilization, and quality of care. These indicators 
inform planning, management, and decision-
making both at the health facility level and at 
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OCHA-led) dashboards and humanitarian activity 
reporting. It is less useful for monitoring the coverage 
and quality of the response, or the work of individual 
Health Cluster partners.

Other tools

Minimal sectoral data required during 
assessments are proposed by the UNHCR for 
public health, WASH, food security and nutrition 
in refugee camps (8). An application called 
TWINE integrates these data uploaded by 
partners and presents information in summary 
reports. 

The Needs Assessment for Refugee Emergencies 
checklist is a tool principally designed to assist 
UNHCR operations with initial multisectoral 
needs assessments when there has been a 
significant sudden forced displacement of 
populations across borders. It is specifically 
designed for refugees but provides more 
generally applicable checklists for public health 
and nutrition (9).

The Multi-Sector Initial Rapid Assessment 
Guidance is an additional tool for multisectoral 
needs assessment (10). However, this tool is 
best suited for needs assessment where there 
is relatively good access, and where there is 
no significant population displacement. The 
tool therefore probably requires considerable 
modification for use in conflict settings.

The Humanitarian Emergency Settings Perceived 
Needs Scale (HESPER) assesses perceived needs 
of populations affected by large-scale crises. The 

(including agencies new to the scene, who require 
guidance about where to position themselves 
geographically), and what the service gaps 
are. The Health Cluster-specific 3W Matrix in 
turn feeds into the all-sector, OCHA-led 3W 
Matrix. It is meant to complement HeRAMS (see 
above). While the 3W Matrix tracks and maps 
partners and their thematic areas of activity (e.g. 
reproductive health), and focuses on activities 
other than direct service delivery (e.g. training, 
financing), HeRAMS tracks and maps availability 
of services at the level of each health service 
delivery point. The 4W matrix adds an additional 
time dimension to the matrix (Who does What, 
Where and When), to map when and for how 
long agencies are conducting their activities in 
the field. 

Operational Indicator Monitoring 
(OIM)

The OIM service aggregates and reports a small 
set of key performance indicators for the Health 
Cluster response as a whole. These include 
raw “output” figures (e.g. number of outpatient 
consultations, number vaccinated, number of 
births assisted by a skilled attendant, number of 
surgical interventions). 

OIM does not collect primary data. Rather, it 
captures data generated by Health Cluster partners 
and other systems, for example the HMIS (see 
above). The process for doing so is necessarily 
different in every Health Cluster, depending on 
available data sources. The purpose of OIM is 
to supply basic information for higher-level (e.g. 

ANNEX 3.  
DATA COLLECTION 
AND SURVEY TOOLS

ANNEX 3.  
DATA COLLECTION 
AND SURVEY TOOLS

https://cms.emergency.unhcr.org/documents/11982/38311/Twine%2C+Basic+Indicator+Reports/f461ee70-df62-4b86-a9f7-f9dd9167bd7a
https://emergency.unhcr.org/entry/50209
https://emergency.unhcr.org/entry/50209
http://reliefweb.int/report/world/multi-sector-initial-rapid-assessment-guidance-revision-july-2015
http://reliefweb.int/report/world/multi-sector-initial-rapid-assessment-guidance-revision-july-2015
http://apps.who.int/iris/bitstream/10665/44643/1/9789241548236_eng.pdf
http://apps.who.int/iris/bitstream/10665/44643/1/9789241548236_eng.pdf


143

4. Galway LP, Bell N, Al Shatari SAE, Hagopian 
A, Burnham G, Flaxman A et al. A two-stage 
cluster sampling method using gridded 
population data, a GIS, and Google 
EarthTM imagery in a population-based 
mortality survey in Iraq. International Journal 
of Health Geographics. 2012;11:12.

5.  Qin QM, Ma H, Li J. Damage detection and 
assessment system of roads for decision 
support for disaster. 2011. doi:10.4028/
www.scientific.net/KEM.467-469.1144.

6.  Enenkel M, See L, Karner M, Álvarez M, 
Rogenhofer E, Baraldès-Vallverdú C et al. 
Food security monitoring via mobile data 
collection and remote sensing: results from 
the Central African Republic. PLoS ONE. 
2015;10(11):e0142030. 

7.  Yugi J, Buesseler H. Text messaging app 
improves disease surveillance in rural South 
Sudan. mHealth. 2016;2:(3). 

8. Emergency Information Management Toolkit. 
United Nations High Commissioner for 
Refugees; 2014.

9.  Needs Assessment for Refugee Emergencies 
(NARE). United Nations High Commissioner 
for Refugees (https://emergency.unhcr.org/
entry/50209, accessed 22 November 2017).

10.  Multi-Sector Initial Rapid Assessment 
Guidance. Inter-Agency Standing 
Committee; 2015.

11.  WHO and King’s College London. The 
Humanitarian Emergency Settings Perceived 
Needs Scale (HESPER): manual with scale. 
Geneva: World Health Organization; 2011.

method has been developed recently, and has not 
yet been widely utilized. However, this method 
is preferable to ad hoc rapid assessment tools, 
as it emphasizes beneficiaries’ views, and uses 
a scientifically validated questionnaire. HESPER 
is appropriate for intercluster coordinated 
assessments, as it explores beneficiary perceived 
needs beyond health alone. HESPER information 
should complement secondary data and other 
assessment information in order to compose, and 
update, the public health situation analysis (11).

The OCHA Human Data Exchange is an open-
access platform for humanitarian information 
exchange. It includes baseline and development 
data, damage assessment, and geospatial 
data, as well as information about affected 
people and their needs, and the response of 
organizations and aid agencies. Information is 
organized by country, and frequently includes 
maps of resources (e.g. waterways, roads) and 
administrative and political boundaries.
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Source: Norman B. Monitoring and accountability practices for remotely managed projects 
implemented in volatile operating environments. Tearfund; 2012.

PROJECT MONITORING GOOD PRACTICE RECOMMENDATIONS CHECK?

1 PROGRAMMATIC CONSIDERATIONS, including recommendations to:

Consider limiting the size and scope of the programme

Implement multi-region projects in both secure and insecure locations

Pursue and sustain positive community relationships to encourage acceptance 
and access

2
TARGETED RECRUITMENT OF LOCAL, NATIONAL 
AND INTERNATIONAL STAFF, AND PERSONNEL 
MANAGEMENT, including recommendations to ensure that:

Local staff demonstrate existing capacity and the potential to develop 
capacity

Team leaders demonstrate strength in capacity-building and team motivation

National staff who are less vulnerable to conflict when visiting insecure 
locations are recruited and adequately briefed on risk assessment

Nationals from the diaspora are considered for expatriate positions
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3
CAPACITY-BUILDING INITIATIVES FOR LOCAL STAFF 
AND/OR PARTNERS, including recommendations to:

Develop a regular internal training schedule (quarterly to biannually)

Invest in collaborative training events with international actors in the 
humanitarian and development community

Arrange cross-programme exposure visits

Invest in international training events (using training of trainers approaches)

Promote good practice presentations (internal and external)

4
ENSURING FACILITATION OF REGULAR 
FACE-TO-FACE MEETINGS, such as:

Grant review meetings

Project inception workshops

Programme review and planning meetings

Local staff meetings

Meetings with other project stakeholders (e.g. beneficiaries, community, local 
government, national government)
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5
PROMOTION OF ORGANIZATIONAL VALUE 
AND ETHOS, including recommendations to:

Build capacity of local staff/partners on international codes and standards

Build capacity of local staff/partners on international and own organizational 
values

Promote team building activities

Ensure regular face-to-face interaction and communication

6
DEVELOPING A REMOTE MANAGEMENT 
STRATEGY, considering factors relevant to the:

Foundations (programmatic considerations, recruitment, logistics, finance 
systems)

Preparations (adapting all existing systems to the context of remote 
management)

Implementation (implementing the remote management approach, referring 
back to new methods of operating and supporting programme monitoring)

Review (conducting ongoing assessment and reviews, documenting learning 
and improving remote management programming)
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7
TIGHTENING CONTROLS AND BUILDING MICRO-
MANAGEMENT APPROACHES TO MONITORING, including to:

Ensure additional layers of sign-off and decision-making authority at project 
office

Increase the frequency of reporting

Increase the frequency of project review meetings

Conduct spot check, unannounced monitoring visits to project offices

8
ENSURE DEDICATED MONITORING AND 
EVALUATION CAPACITY IS INSTIGATED AT 
PROGRAMME AND PROJECT LEVEL, such as:

Programme-wide advisers (M&E or monitoring, evaluation, accountability and 
learning – MEAL)

Project- or region-specific officers (M&E or MEAL)

Other models (e.g. quality assurance unit, M&E teams, etc.)

9
DEVELOP A MONITORING AND EVALUATION 
FRAMEWORK, AT PROGRAMME AND PROJECT LEVEL:

Develop programme-wide M&E (or MEAL) framework

Develop project- or region-specific M&E (or MEAL) framework
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10
RESEARCH AND INVEST INFORMATION AND 
COMMUNICATION TECHNOLOGIES TO SUPPORT 
REMOTE MONITORING, including recommendations to:

Develop web-based project monitoring

Invest in global positioning systems (GPS referencing)

Use photography as a monitoring tool

Use video monitoring

11 PEER MONITORING, including recommendations to:

Promote cross-agency monitoring

Promote local government monitoring 

Arrange cross-project exchange visits and monitoring with own organization

Contract monitoring assignment to external sources
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12
BENEFICIARY- AND COMMUNITY-LED 
MONITORING, including recommendations to:

Recruit community facilitators and/or mobilizers

Use existing structures within the community to support ongoing project 
monitoring

Use community-based surveying tools

Consider community implemented and monitored programming

13
GREATER COLLABORATION BETWEEN ORGANIZATIONS 
OF THE HUMANITARIAN AND DEVELOPMENT 
COMMUNITY, including recommendations to:

Facilitate and/or participate in best practice learning events

Facilitate and/or participate in training and capacity-building workshops

Share resources between agencies (monitoring and beneficiary accountability)

Use existing structures to support ongoing collaboration (e.g. clusters; UN 
OCHA)

Engage with local and national humanitarian and development coordination 
bodies
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Source: Hansen G. Briefing paper 2: operational modalities in Iraq. Amman: 2008.

INDICATORS OF SAFER ACCESS: VIABILITY OF GOING 
HIGHER PROFILE AND SCALING UP ACTIVITY

Recognizing the costs incurred through acceptance, safe access and the operationality of 
remaining indefinitely in low profile, some organizations in Iraq have embarked on cautious 
attempts to incrementally increase their activity and visibility in some local areas. These 
organizations carefully monitor developments in their local contexts. They monitor a variety of 
indicators to make judgements about the readiness of those contexts to accept higher-profile 
activity and presence. These indicators include, but are not limited to:

Our current operations 1 We have learned how to gain and maintain access to our 
caseload, and our access is relatively reliable

2 We have experienced a reduction in “pressures”, in terms of 
attempts to influence our decisions or requests for bribes 

3 We are able to respond to needs impartially without undue 
fear of being accused of bias or partiality 

4 Our staff feel safer. There has been a reduction in real and perceived risks and threats 

5 We have partial visibility: we are able to tell our interlocutors 
where we are working and what we are doing, and are able to 
inform some of our interlocutors about our movements 

6 Our organization or others are able to locally procure what is needed, or we are 
able to arrange in-house transport or commercial transport without undue difficulty

Our understanding of 
the context

7 There has been a multiplication of contacts and access – we have more “antennas”, 
which has allowed us to gain better access to information about the context 

8 We have a good general awareness of the situation in our area, it is clear to us 
what our role should be, we have come up with standards and procedures that 
are operationally practical, and we can adapt our movement accordingly 

9 We can manage the expectations that will accrue from increased presence/visibility. 
Our operational capacity is sufficient to deal with increased expectations of us
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How we are perceived 10 We have a good understanding of how we and our work are perceived, 
and how we need to modify or amplify our message

11 More people in the areas we are interested in understand who we are, what 
we do and what motivates our humanitarian work. Fewer people regard us with 
suspicion, and the community itself helps to explain our work to others 

12 There is no rejection of the emblem or non-Arabic writing 
on the material assistance we provide 

13 Our staff are able to identify themselves as employees of our 
organization, and don’t have to keep their identity a secret 

14 There is less confusion about our role vs. the roles of MNF-I, private 
contractors and local authorities – less blurring of the lines

Our mobility 15 Our local staff have more freedom of movement than previously

16 We have the ability to move around where we need to without being asked repeatedly 
for identification at checkpoints, or the checkpoints have been stable and unthreatening

Local encouragement 
for our work

17 We are receiving more encouragement from local communities 
and leaders to increase the scale of our work

18 We are being asked by beneficiaries, local communities, local staff 
or local partners to increase our presence or activity 

19 We are receiving offers of concrete support or help from local 
communities or leaders. More people in the community are willing 
to take risks to facilitate and protect our work and our staff 

20 We have been able to recruit good staff where we 
work. Local people want to work with us

Local leadership and 
power structures 

21 Criminality is reduced

22 When we (or other organizations) have had a problem with crime, 
the local authorities have been helpful in bringing the perpetrators 
to justice and helping to ensure that it doesn’t happen again 

23 We can identify the local leaders. Leaders are in control 

24 There is one group that is in control in our area, or the struggles for power have eased 

25 We are able to meet with the local leaders who can make a difference in our operational 
environment. It is possible to have a sustained, constructive working dialogue with them

Other actors 26 Other organizations are going higher profile. Their work 
is more visible / they have a larger footprint

27 Military forces have withdrawn or scaled down, creating more space for 
us to be visible – less chance of us being perceived as being affiliated 
with them (especially if they are from our home government) 

28 International companies are operating openly without aggressive security measures
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PRESENCE AT 
PROJECT SITE

DESCRIPTION POTENTIAL BENEFITS
POTENTIAL WEAKNESSES 
AND HAZARDS

INTERNATIONAL 
STAFF

Senior agency staff visit the project site on a 
regular basis

Senior agency staff direct programming and 
manage employees from a distance

O Provides continuity of leadership

O Shows accountability and transparency 
from better monitoring and oversight 

O Demonstrates solidarity with local 
population, and possibly offers a 
level of “protection by presence”

O Maintains perception of 
neutrality and impartiality 

O Shows that management has a better 
understanding of the context, which can lead 
to better planning and implementation 

O Encourages donor trust

O Limits transfer of responsibilities 
to national and local staff 

O International visits attract 
attention to the project

O Leads to possible suspension or withdrawal 
if a staff member is a victim of violence 

O Communication difficulties due to 
lack of continuous international 
presence and management oversight

NATIONAL 
“RELOCATABLE” 
STAFF AND/OR 
LOCAL STAFF

National and/or local staff assume decision-
making authority

O Increases ownership by national/local staff 

O Emphasizes capacity-building

O Ensures sustainability in the programme

O Allows monitoring and evaluation 
by agency staff

O Puts pressure on staff (if not 
trained, lack capacity) 

O Allows potential for corruption/collusion 

O Exposes national staff (if security assessment 
determines they are at risk and the 
organization has not responded appropriately 
with training, assets, and procedures)

O Communication difficulties

O National/local staff may accept a greater 
degree of risk than is deemed appropriate

O May lead to suspension or withdrawal if 
a staff member is a victim of violence

O Risks undermining the perception 
of neutrality and impartiality

SUMMARY OF THE BENEFITS AND HAZARDS  
OF DIFFERENT IMPLEMENTERS
Source: Chaudhri S et al. Humanitarian programming and monitoring in inaccessible conflict settings: 
preliminary review. 2016 (http://who.int/health-cluster/about/structure/remote_management.pdf).
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LOCAL NGO The international agency hands over programme/
project to local NGO to manage

O Shares the values of the aid organization

O When done properly, supports the 
development of an indigenous civil society

O Emphasizes capacity-building 
and sustainability

O Increased programme acceptance and 
targeting within local community

O Often has limited capacity and 
weak incentives for accountability 
to donors and beneficiaries, as well 
as the possibility of corruption 

O Communication difficulties

O Transfers risk

O Local NGO risks being used 
only as service provider 

O Risks undermining the perception 
of neutrality and impartiality

NATIONAL OR 
LOCAL GOVERNMENT 
AUTHORITIES

The international agency develops programme in 
consultation with government authorities and/or 
hands over existing programme as “exit strategy”

O Promotes long-term development

O Emphasizes capacity-building 
and sustainability

O May promote security via increased 
community acceptance

O Risks undermining the perception of 
neutrality and impartiality, especially if the 
host government is a party to the conflict

O Government may not have local support

O Possibly allows weak accountability 
to beneficiaries

O Risks corruption

O Transfers risk

O More suitable for development 
aims than emergency relief

COMMERCIAL 
CONTRACTORS

The international agency has a fee for service 
arrangement with a private firm to do logistics or 
other activities

O Increases technical capacity

O Infrastructure projects often 
seen as easier to monitor

O Greater acceptance (if contractors 
are local to the community)

O Better targeting

O Does not share the values, including 
humanitarian principles, of the aid 
organization; partiality especially a concern

O Communication difficulties

O May lower quality of service

O Risks corruption and collusion

O Transfers risk

O Lack of contextual analysis

O Difficult to identify/screen
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COMMUNITY-BASED 
ORGANIZATIONS

International agency arranges for community 
group or leaders to implement a portion of the 
programme

O Partners have a vested interest in the 
right implementation of the projects

O Promotes best community participation

O More stable and familiar presence 
to local population 

O Better targeting of beneficiaries

O Community ownership

O More resilient to insecurity

O Capacity deficits

O Projects can only be implemented at a very 
local level, and have to be small in scale

O Lacks impartiality

O Communication difficulties

O Risks corruption and collusion

O May put populations at risk

O May not be representative

O Risk of elite capture
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STRATEGY MODALITY
IMPLICATIONS FOR SECURITY, 
ACCEPTANCE AND QUALITY

REMOVAL OF ALL OR 
NEARLY ALL STAFF

Provision of funding and/or in-kind goods for humanitarian response to 
local NGOs, churches, mosques, and/or the national Red Cross or Red 
Crescent Society (some examples of international NGOs handing over 
programmes to other international NGOs)

O May generate acceptance

O Quality of programming and financial management may suffer

REMOVAL OF 
EXPATRIATE STAFF

National staff run programmes, and international staff may make 
occasional visits to bring funds, monitor programmes and give technical 
assistance. A variation on this model is the use of expatriates from 
developing countries, who may be less at risk than Westerners

O May expose expatriates to higher risk when visiting due to lack 
of security infrastructure or carrying cash for programme

O May expose national staff to higher risks when expatriates absent

REMOVAL OF PROGRAMME 
STAFF AND INFRASTRUCTURE 
FROM INSECURE AREAS

Normally to a town or city where security can be managed more easily. 
This may be temporary or intermittent. In this model, some beneficiaries 
may access programmes by travelling themselves

O Beneficiaries exposed to risk in accessing assistance

REMOVAL OF PROGRAMME 
STAFF FROM INSECURE AREAS

Use of contractors to deliver assistance O Quality of programming may suffer

REMOTE OPERATION STRATEGY AND IMPLICATIONS
Source: Chaudhri S et al. Humanitarian programming and monitoring in inaccessible conflict settings: 
preliminary review. 2016 (http://who.int/health-cluster/about/structure/remote_management.pdf).

ANNEX 6.  
CHOOSING AN  
IMPLEMENTER

http://who.int/health-cluster/about/structure/remote_management.pdf
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Access restrictions

Decision-
making

Qualifying or 
quantifying access 
constraints

Comparison of 
access constraints 
between contexts and 
programmes

Improved consistency 
across programmes

Monitors where access 
is constricted or 
improved

OCHA access 
monitoring and 
reporting framework

Programme criticality 
analysis

Identifying programmes 
warranting a greater 
degree of risk 
acceptance

Often requires outside 
support (from United 
Nations)

Improved consistency 
across programmes

Insufficient decision-
maker buy-in at agency 
level

Programme criticality 
exercise

SAVE risk vs. 
programme criticality

UNICEF acceptable risk 
(annex 4)

Define “red lines” for 
remote management vs. 
programme termination

Consistency between 
programmes for risk 
acceptance

Commonly defined 
organizationally or by 
donor

Improved consistency 
across programmes

Can be inflexible to 
context if too specific 
or absolute

Indicators for improved 
access

Identifying 
opportunities for return 
of staff and scale-up of 
programming

Improved consistency 
across programmes

Monitors where access 
is constricted or 
improved

Indicators of safer 
access

SOLUTIONS USED, PROS AND CONS
Source: This table is the result of the review of various practices that were identified at field level, in 
Turkey, Jordan and South Sudan in 2017.

ANNEX 7. 

summary of challenges

ANNEX 7. SUMMARY 
OF CHALLENGES

https://www.humanitarianresponse.info/system/files/documents/files/OCHA_Access_Monitoring_and_Reporting_Framework_OCHA_revised_May2012.pdf
https://www.humanitarianresponse.info/system/files/documents/files/OCHA_Access_Monitoring_and_Reporting_Framework_OCHA_revised_May2012.pdf
https://www.humanitarianresponse.info/system/files/documents/files/OCHA_Access_Monitoring_and_Reporting_Framework_OCHA_revised_May2012.pdf
http://www.unicefinemergencies.com/downloads/eresource/docs/programme%20criticality/HLCM7_Item6B_Programme_Criticality_Framework_revised_version.pdf
http://www.unicefinemergencies.com/downloads/eresource/docs/programme%20criticality/HLCM7_Item6B_Programme_Criticality_Framework_revised_version.pdf
https://odihpn.org/resources/tug-war-ethical-decision-making-enable-humanitarian-access-high-risk-environments/
https://odihpn.org/resources/tug-war-ethical-decision-making-enable-humanitarian-access-high-risk-environments/
http://www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
http://www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
https://www.eisf.eu/wp-content/uploads/2014/09/0010-Hansen-2008-Operational-Modalities-in-Iraq10.pdf
https://www.eisf.eu/wp-content/uploads/2014/09/0010-Hansen-2008-Operational-Modalities-in-Iraq10.pdf
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Improving 
access

Negotiations with 
State actors and armed 
groups

Gaining and 
maintaining safe access 
to beneficiaries

Adequately trained 
staff

Conflict and context 
mapping

Often more successful 
with mixture of local 
and international staff 
input

Improves safe access of 
humanitarian workers to 
beneficiaries in need

Improves impartiality

Reduces politicization 
of aid (aligning with one 
party)

Counter-terrorism laws 
vs. negotiations with 
armed groups

Possible increase of 
tensions with involved 
parties

UN OCHA negotiating 
manual

Counter-terrorism 
toolkit

Humanitarian access 
practitioner’s manual

Humanitarian 
negotiation handbook

ICRC IHL lexicon and 
Q&A 

Strategic hiring Buy-in of communities, 
tribes or families

Improving acceptance

Hiring of staff for 
ethnicity and local ties 
(community, tribal or 
family affiliations)

Staff may engage in 
outreach through their 
own networks and 
communities

Can improve 
acceptance in 
communities

Danger of nepotism 

Danger of bias towards 
a particular tribal, 
religious or other group

Communication with 
influential community 
members

Buy-in of communities

Improving acceptance

Communication with, 
for example, clergy, 
religious institutions, 
traditional healers, 
health workers

Can help to improve 
access to communities

ANNEX 7. SUMMARY 
OF CHALLENGES

https://www.unocha.org/sites/unocha/files/HumanitarianNegotiationswArmedGroupsManual.pdf
https://www.unocha.org/sites/unocha/files/HumanitarianNegotiationswArmedGroupsManual.pdf
https://interagencystandingcommittee.org/system/files/nrc_toolkit-2015_pdf_3.pdf
https://interagencystandingcommittee.org/system/files/nrc_toolkit-2015_pdf_3.pdf
https://www.alnap.org/system/files/content/resource/files/main/resource-en-214618.pdf
https://www.alnap.org/system/files/content/resource/files/main/resource-en-214618.pdf
www.alnap.org/resource/10002
www.alnap.org/resource/10002
https://www.icrc.org/eng/assets/files/2014/icrc-q-and-a-lexison-on-humanitarian-access-06-2014.pdf
https://www.icrc.org/eng/assets/files/2014/icrc-q-and-a-lexison-on-humanitarian-access-06-2014.pdf
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Changing 
access or risk 
levels

Adaptability of 
programming 

Adaptability of donor 
agreements

Adaptability allowing 
for constriction of 
programmes during 
high risk and expansion 
during low risk

Donor flexibility

Staff contracts 
allowing for periods of 
hibernation

De-branding equipment 
during risk escalation

Allows partners and 
staff to maintain 
networks on the ground

Enables re-expansion 
of presence after risks 
reduced

Reduces transparency 
of aid operations

Insecurity

Risk evaluation Baseline or general risk 
evaluation

Programme planning 
and management

Security

Identifies sources 
of risk: security, 
environment, 
vulnerabilities

INFORM

OCHA humanitarian 
data exchange

Programme risk 
assessment and 
analysis

Programme planning 
and management

Security

Must consider different 
risks for international, 
national, local staff

Evaluates risk and 
identifies areas in need 
of mitigation

Monitors change in risk 

Security risk 
management process

ODI risk management 
framework

Coordination 

Inter-agency security 
mechanisms

Programme planning 
and management

Security

Effective coordination

Integration of 
information (resources, 
staff time)

Sharing of risk 
management 
information across 
organizations

INSO 

Other local 
coordination bodies, 
see ODI pg 20 for 
examples

Risk to staff 
and partners

Security training Security Training costs

Staff time

Improves staff safety

Improves consistency 
of security procedures 
applied

INSO 

ANNEX 7. SUMMARY 
OF CHALLENGES

http://www.inform-index.org
https://data.humdata.org
https://data.humdata.org
https://popp.undp.org/UNDP_POPP_DOCUMENT_LIBRARY/Public/Crisis%20Response_FTP_Security%20Risk%20Management%20Worksheets.doc
https://popp.undp.org/UNDP_POPP_DOCUMENT_LIBRARY/Public/Crisis%20Response_FTP_Security%20Risk%20Management%20Worksheets.doc
https://odihpn.org/wp-content/uploads/2010/11/GPR_8_revised2.pdf
https://odihpn.org/wp-content/uploads/2010/11/GPR_8_revised2.pdf
www.ngosafety.org/services
www.ngosafety.org/services
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Risk to 
beneficiaries

Protection 
mainstreaming

Conflict analysis

Identifying and 
mitigating risks for 
beneficiaries

Identifies and mitigates 
risks to beneficiaries

Programmes less likely 
to exacerbate conflict 
or inequality

Do no harm handbook

DFID conflict sensitivity 
evaluation

Protection 
mainstreaming training

Changing threat 
levels, risk 
anticipation

Security plans and 
contingency plans for 
transition to remote 
management

Risk anticipation

Programme planning 
and management

Risk assessment

Evacuation plans

Revision of roles, 
reporting lines, 
responsibilities for 
remaining staff

Revised context-
appropriate 
programmes, standard 
operating procedures, 
and M&E protocols 

Budgetary planning

Avoids programme 
closure or delay

Field staff can be 
consulted on new 
management structure

Partners can be 
engaged before 
evacuation

Training can be 
provided ahead of 
transition 

Contingency plans 
are often not 
publicly shared due 
to risk associated 
with providing this 
information

Information exchange 
through coordination

Risk anticipation

Programme planning 
and management

Integration of 
information (requires 
resources, staff time)

Effective communication 
of security incidents 
and changes in security 
context

INSO 

EWARS

Dedicated security 
management and 
context analysis 
personnel

Risk anticipation

Programme planning 
and management

Dedicated staffing in 
contact with field staff 
and organizational 
networks

Provides consistent 
focus and input on 
security

Can help agencies 
to adapt to changing 
environment

ANNEX 7. SUMMARY 
OF CHALLENGES

www.globalprotectioncluster.org/_assets/files/aors/protection_mainstreaming/CLP_Do_No_Harm_Handbook_2004_EN.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/304611/Mon-eval-conflict-sensitivity-challenges-practical-solutions.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/304611/Mon-eval-conflict-sensitivity-challenges-practical-solutions.pdf
www.globalprotectioncluster.org/_assets/files/aors/protection_mainstreaming/PM_training/1_GPC_Protection_Mainstreaming_Training_Package_FULL_November_2014.pdf
www.globalprotectioncluster.org/_assets/files/aors/protection_mainstreaming/PM_training/1_GPC_Protection_Mainstreaming_Training_Package_FULL_November_2014.pdf
www.ngosafety.org/services
https://interagencystandingcommittee.org/system/files/iasc_early_warning_jun_to_nov_2016.pdf
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Risk “hot 
spots”

Information exchange 
through coordination or 
data aggregation

Security 

Risk anticipation

Programme planning 
and management

Effective coordination

Incident reporting

Depends on integration 
of information (requires 
resources, staff time)

External verification 
of security incidents or 
of change in security 
context

Helps to identify 
operational areas of 
heightened risk

Underreporting of 
incidents involving 
national staff

INSO 

AWSD – by country 
only

ACLED maps and 
country trend reports 
(Africa mainly)

Threat from 
armed groups

Negotiations with 
State actors and armed 
groups

Gaining and 
maintaining safe access 
to beneficiaries

Reducing security risk

Increasing stakeholder 
involvement

Adequately trained 
staff

Conflict and context 
mapping

Often more successful 
with mixture of local 
and international staff 
input

Improves safe access of 
humanitarian workers to 
beneficiaries in need

Improves impartiality

Reduces politicization 
of aid (aligning with one 
party)

Counter-terrorism laws 
vs. negotiations with 
armed groups

Possible increase of 
tensions with involved 
parties

UN OCHA negotiating 
manual

Counter-terrorism 
toolkit

Humanitarian access 
practitioner’s manual

Humanitarian 
negotiation handbook

ICRC IHL lexicon and 
Q&A 

Lack of 
community 
trust and 
support

Building acceptance Improving access

Reducing security risk

Increasing stakeholder 
involvement

Transparent, 
reliable, high-quality 
programming

Community engagement 
in programming 

Facilitates programming 
across all areas, 
including M&E, 
accountability, security, 
access

ICRC action checklist

Targeting of 
health services 
and facilities

Information exchange 
through coordination

Security

Risk anticipation

Effective coordination

Incident reporting

Integration of 
information (resources, 
staff time)

Only captures reported 
incidents

MVH

ANNEX 7. SUMMARY 
OF CHALLENGES

www.ngosafety.org/services
https://aidworkersecurity.org
https://www.acleddata.com/dashboard/
https://www.unocha.org/sites/unocha/files/HumanitarianNegotiationswArmedGroupsManual.pdf
https://www.unocha.org/sites/unocha/files/HumanitarianNegotiationswArmedGroupsManual.pdf
https://interagencystandingcommittee.org/system/files/nrc_toolkit-2015_pdf_3.pdf
https://interagencystandingcommittee.org/system/files/nrc_toolkit-2015_pdf_3.pdf
https://www.alnap.org/system/files/content/resource/files/main/resource-en-214618.pdf
https://www.alnap.org/system/files/content/resource/files/main/resource-en-214618.pdf
www.alnap.org/resource/10002
www.alnap.org/resource/10002
https://www.icrc.org/eng/assets/files/2014/icrc-q-and-a-lexison-on-humanitarian-access-06-2014.pdf
https://www.icrc.org/eng/assets/files/2014/icrc-q-and-a-lexison-on-humanitarian-access-06-2014.pdf
saferaccess.icrc.org/practical-toolbox/iii-acceptance-of-the-organization/
https://reliefweb.int/report/syrian-arab-republic/monitoring-violence-against-health-care-summary-report-january-2017
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Programmatic and organizational risks

Quality and 
accountability

Minimum standards 
for quality and 
accountability

Programme planning 
and delivery

Financial accountability

Improved consistency 
across programmes and 
projects

Rigid tools can expose 
staff to insecurity, and 
may need adaptation to 
context

HAP tool

Core Humanitarian 
Standard on Quality 
and Accountability

Concern partner 
accountability

Adherence to 
humanitarian 
principles

Staff training on 
humanitarian principles

All aspects of 
programming

Training costs

Staff time

Makes it more likely 
that programming is 
delivered as intended

Risk evaluation Programme risk 
assessment and 
analysis

Programme planning

Risk management

Evaluates risk and 
identifies areas in need 
of mitigation

Monitors change in risk

Security risk 
management process

UNICEF how to assess 
non-security enterprise 
risk (annex 3)

Financial risks Cross-checking finance 
and procurement 

Financial accountability Checking pricings

Documented tendering

Protects from 
aid diversion, 
misappropriation

DFID managing 
fiduciary risk

ANNEX 7. SUMMARY 
OF CHALLENGES

www.chsalliance.org/files/files/Resources/Tools-and-guidance/guide-to-the-2010-hap-standard.pdf
https://corehumanitarianstandard.org/files/files/Core%20Humanitarian%20Standard%20-%20English.pdf
https://corehumanitarianstandard.org/files/files/Core%20Humanitarian%20Standard%20-%20English.pdf
https://corehumanitarianstandard.org/files/files/Core%20Humanitarian%20Standard%20-%20English.pdf
https://www.concern.net/sites/default/files/resource/2011/03/strategy_to_ensure_accountability_when_working_with_partners_-_2010.pdf
https://www.concern.net/sites/default/files/resource/2011/03/strategy_to_ensure_accountability_when_working_with_partners_-_2010.pdf
https://popp.undp.org/UNDP_POPP_DOCUMENT_LIBRARY/Public/Crisis%20Response_FTP_Security%20Risk%20Management%20Worksheets.doc
https://popp.undp.org/UNDP_POPP_DOCUMENT_LIBRARY/Public/Crisis%20Response_FTP_Security%20Risk%20Management%20Worksheets.doc
www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/67488/how-to-fiduciary-fin-aid.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/67488/how-to-fiduciary-fin-aid.pdf


162

CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Risk to stock Cross-checking stock Financial accountability Compare stock 
levels with medical 
consumption

Frequent stock counts

Protects from 
aid diversion, 
misappropriation

Stock GPS tracking Financial accountability Barcoded or tagged 
stock 

Computers, mobile 
phones

Monitors stock during 
transfer

Protects from 
aid diversion, 
misappropriation

Lack of 
oversight

Frequent 
communication, 
debriefing or regular 
written reports

Accountability

Programme 
management

Means of 
communication: 
telephone, Skype, email

Facilitates two-way 
discussion

Transparency

Improves trust

Must support but not 
overburden field staff

Access to and verification of information

Tool selection 
for information 
collection

Comparison of tools: 
resources, challenges 
and mitigation measures 

Programme planning 

M&E

Needs assessment

Analysis of resources Aligns data collection 
methods with resources 
available

SAVE toolkit

Tearfund summary 
checklist for good 
practices in remote 
monitoring

ANNEX 7. SUMMARY 
OF CHALLENGES

www.alnap.org/resource/23626
www.elrha.org/map-location/effective-monitoring-insecure-remotely-managed-projects
www.elrha.org/map-location/effective-monitoring-insecure-remotely-managed-projects
www.elrha.org/map-location/effective-monitoring-insecure-remotely-managed-projects
www.elrha.org/map-location/effective-monitoring-insecure-remotely-managed-projects
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Data collection Electronic data 
collection

M&E

Needs assessment

Tablet/mobile phone

Connectivity

Literacy 

Training

Real-time information

Data are time and date 
stamped 

Enhanced information: 
video pictures and GPS

Multiple information 
sources helps 
verification

Ethics

Data security

Costs

Data collection 
platforms of apps, e.g. 
ODK

SMART

KOBO

DHARMA

Obtaining 
feedback

Contact through SMS, 
call, email, instant 
messaging, online 
platforms

Telephone hotline 

M&E

Accountability

Phone network or 
connectivity

Access to mobile 
phones, electronic 
hardware

Direct feedback 

Possible when access is 
highly restricted

Can reach displaced 
populations

Beneficiaries with 
phones or connectivity 
are not necessarily 
those with greatest 
need

Feedback, complaint 
boxes or desks

M&E

Accountability

Localized field site Access needed to 
extract information

Community liaison 
officer or community 
contact

M&E

Accountability

Direct contact with 
beneficiaries (e.g. 
liaison officer, contact 
or group in community)

Provides an overview of 
what’s happening on a 
community level

Potential for uneven 
needs assessment or 
aid delivery due to 
community ties 

ANNEX 7. SUMMARY 
OF CHALLENGES

https://opendatakit.org
http://www.smartmethodology.org
www.kobotoolbox.org
www.dharmaplatform.com
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Information 
verification

Third-party data 
collection

M&E

Accountability

Stock verification

Contact with 
independent party, 
company, group

Due diligence checks 

Training

Independent 
verification of 
information and data

Quality not guaranteed

Costs

Peer monitoring M&E

Accountability

Agreement on 
exchange of monitoring 
resources with local or 
international NGO in 
the same area

Independent 
verification of 
information and data

Difficult due to 
competition between 
aid agencies

Beneficiary reference 
groups

M&E

Accountability

Direct contact with 
beneficiaries (e.g. 
liaison officer, contact 
or group in community)

Direct feedback on 
programme

Enhanced electronic 
data collection 
(videos, pictures, GPS, 
barcodes)

M&E

Accountability

Stock verification

Tablet, mobile phone

Connectivity

Literacy

Training

Real-time information

Data are time and date 
stamped

Multiple information 
sources helps 
verification 

Ethics

Data security

Costs

Data collection 
platforms of apps, e.g. 
ODK

SMART

KOBO

DHARMA

Cross-verification with 
other sources

M&E

Disease surveillance

Open-source databases

Information from 
health facilities, local 
authorities, partner 
organizations, Global 
Health Cluster, OCHA

Health care statistics 
are available to other 
partners, stakeholders, 
coordinating groups 

Some agencies resistant 
to sharing information

Competition between 
agencies

EWARS/EWARN

INFORM

OCHA humanitarian 
data exchange

ANNEX 7. SUMMARY 
OF CHALLENGES

https://opendatakit.org
http://www.smartmethodology.org
www.kobotoolbox.org
www.dharmaplatform.com
www.who.int/emergencies/kits/ewars/en/
http://www.inform-index.org
https://data.humdata.org
https://data.humdata.org
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Surveillance Population 
displacement

Aerial population 
surveillance

Satellite, drone, radar 
images compared over 
time

Faster response

Overcomes 
transportation 
challenges of paper-
based systems

Cost

Suspicion of drones

Limited information

Disease surveillance Disease and epidemic 
surveillance

Alerts to disease and 
epidemic outbreaks

Programme planning

Mobile phones

Network coverage

Staff training

Literacy

Paper reports also 
possible for EWARS, 
EWARN

Not possible without 
network coverage

SMS IDSR platform

EWARS/EWARN

Working with partners, subcontractors and third parties

Selection of 
partners, 
subcontractors, 
third parties

Selection based 
on partner type 
and modality of 
implementation

Programme planning

Partnership 
management

More than one 
partnership option

Aligns partnership 
type and mode with 
organizational needs or 
goals and programme 
requirements

Often more than one 
partnership option 

 UNICEF partner 
availability and 
selection and 
partnership modalities 
(annex 5–6)

UNICEF/CDC literature 
review (table 1–3)

ANNEX 7. SUMMARY 
OF CHALLENGES

mhealth.amegroups.com/article/view/9447/1006
www.who.int/emergencies/kits/ewars/en/
www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
www.unicefinemergencies.com/downloads/eresource/docs/Remote%20Programming/2012-06-12%20Remote%20Programming%20guidance%20(Final%20version).pdf
www.who.int/health-cluster/resources/publications/remote-lit-review.pdf?ua=1
www.who.int/health-cluster/resources/publications/remote-lit-review.pdf?ua=1
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Use of pre-vetted 
partners

Fast-tracking partner-
based implementation

Pre-existing contact 
with pre-vetted 
partner (e.g. from 
organizational links, 
coordination or donors)

Avoids lengthy due 
diligence process

Risk of overburdening 
selected partners

Risk of limiting 
coverage

Relationship 
management

Dedicated support staff 
for partner management

Partnership 
management

Dedicated staff 
for relationship 
management

Periodic capacity 
and skills assessment 
of partner, and 
organization of training

Clear point of contact 
between funding 
organization and 
partner

Empowerment of 
diaspora

Building capacity of 
partner

Risk 
management

Minimum standards 
for quality and 
accountability

Programme planning 
and delivery

Financial accountability

Rigid tools can expose 
staff to insecurity, and 
may need adaptation to 
context

HAP tool

Core Humanitarian 
Standard on Quality 
and Accountability

Concern partner 
accountability

Due diligence checks 
for new partners

Examining legitimacy, 
quality, management 
ability, operational 
capacity, and 
affiliations

 Extensive background 
checks and audits

Verification with third 
party

Reduces organizational 
or reputational risk

Helps to uphold 
humanitarian principles 

Transparency 
International: Managing 
third-party risk

Due diligence checklist

DFID due diligence 
guides

ANNEX 7. SUMMARY 
OF CHALLENGES

www.chsalliance.org/files/files/Resources/Tools-and-guidance/guide-to-the-2010-hap-standard.pdf
https://corehumanitarianstandard.org/files/files/Core%20Humanitarian%20Standard%20-%20English.pdf
https://corehumanitarianstandard.org/files/files/Core%20Humanitarian%20Standard%20-%20English.pdf
https://corehumanitarianstandard.org/files/files/Core%20Humanitarian%20Standard%20-%20English.pdf
https://www.concern.net/sites/default/files/resource/2011/03/strategy_to_ensure_accountability_when_working_with_partners_-_2010.pdf
https://www.concern.net/sites/default/files/resource/2011/03/strategy_to_ensure_accountability_when_working_with_partners_-_2010.pdf
www.transparency.org.uk/publications/managing-third-party-risk-only-as-strong-as-your-weakest-link/
www.transparency.org.uk/publications/managing-third-party-risk-only-as-strong-as-your-weakest-link/
www.transparency.org.uk/publications/managing-third-party-risk-only-as-strong-as-your-weakest-link/
https://interagencystandingcommittee.org/system/files/nrc_toolkit-2015_pdf_3.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/365186/Due-Diligence-framework.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/365186/Due-Diligence-framework.pdf
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Training and capacity-building

Lack of trained 
medical staff

Simplification of 
medical and other 
protocols

Delivery of simple 
primary health care by 
lay people

Training and support

Capacity of staff

Can allow project 
implementation by 
unqualified local actors 

Inability to deal with 
complications of 
medical treatment

Provision of training, 
setting up of 
qualifications

Educating staff to 
qualifying level 

Training and support

Access or expertise in 
field

Capacity of staff

Can provide all 
programme-relevant 
training

Staff retention once 
qualified

Costs

No access to 
staff

Training via Skype, 
Webex, telemedicine

Capacity-building

Training of third party 
monitors

Network or 
connectivity

Access to mobile 
phones, electronic 
hardware

Direct interaction with 
field staff without staff 
transfer

Flexible and responsive 
to needs, questions, 
availability

Skype

Webex

Pre-recorded video 
training

Capacity-building

Training of third-party 
monitors

Can be followed by test 
to examine retention

Trainers need not be 
present

Not responsive to 
trainees’ needs or 
questions

Youtube

Limited access 
to staff

Transport staff to safe 
location for training

Capacity-building Ability of some staff 
to travel safely to safe 
location

Generally enjoyed by 
implementing staff

Costs

Not flexible to last-
minute cancellations 

ANNEX 7. SUMMARY 
OF CHALLENGES

https://www.skype.com/en/
https://signup.webex.com/webexmeetings/GB/sem_acquisition.html?DG=01-04-07-UK-12-01-02-06&TrackID=1031992&country=GB&psearchID=webex&gclid=CJrks5ra8dQCFfUV0wodKiYNQw
https://www.youtube.com
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Training of trainers Capacity-building Staff with capacity 
to learn and pass on 
information

Some staff who can 
safely travel to training 
location

Seen as effective way 
of broadening benefits 
of training

Costs

Not flexible to last-
minute cancellations 

Dilution of knowledge

Programme planning and implementation

Setting 
standards

Technical standards Programme planning

Health care provision

Ensures a minimum 
technical quality of 
provided services and 
programming

No focus on “soft skills” 
of agencies: advocacy, 
solidarity etc.

No participation of 
affected populations

SPHERE standards

Quality and 
accountability 
standards

Programme planning

M&E

Accountability

Provides contextual 
guidance for delivery 
of programmes (e.g. 
timing, participation, 
coordination, resources)

Core Humanitarian 
Standard

HAP tool

Identifying sensitive 
outcome indicators

M&E

Accountability

Tried and tested 
indicators (+ theories of 
change), more likely to 
respond to change

More effective 
programming

Outcomes and evidence 
framework

ANNEX 7. SUMMARY 
OF CHALLENGES

www.spherehandbook.org
https://corehumanitarianstandard.org/the-standard
https://corehumanitarianstandard.org/the-standard
www.chsalliance.org/files/files/Resources/Tools-and-guidance/guide-to-the-2010-hap-standard.pdf
http://oef.rescue.org/#/?_k=040kl3
http://oef.rescue.org/#/?_k=040kl3
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Health record 
management

Health information 
management 

Programme planning

M&E

Baseline data

Examining trends in data

Reporting

Access to computing 
facilities

Training

Technical support

Provides reports 
satisfying donor 
requirements

Monitors health service 
performance

Can be rolled out 
across coordinating 
agencies

Requires significant 
expertise to be set up

DHIS

TWINE

Situation 
analysis

Conflict analysis Programme planning

Security

Staff resources for 
conflict and context 
mapping

Programmes less likely 
to exacerbate conflict, 
inequality 

Do no harm handbook

DFID conflict sensitivity 
evaluation tools

Mapping resources, 
facilities, boundaries

Needs assessment

Programme planning

Security

Baseline data

Information from 
health facilities, local 
authorities, partner 
organizations, Global 
Health Cluster, OCHA

Allows for better 
integration of 
information from 
hard-to-reach areas for 
programme planning

OCHA humanitarian 
data exchange

HERAMS

Needs assessment Needs assessment

Programme planning

Intercluster 
coordination

Access to beneficiaries

Literacy

Training

Allows identification 
and localization of 
needs

Access to beneficiaries 
can be difficult 
or dangerous and 
sometimes is not 
possible

HESPER perceived 
needs scale

MIRA

NARE checklist for 
refugees

TWINE basic indicators 
for refugees

ANNEX 7. SUMMARY 
OF CHALLENGES

https://www.dhis2.org
twine.unhcr.org/app/
www.globalprotectioncluster.org/_assets/files/aors/protection_mainstreaming/CLP_Do_No_Harm_Handbook_2004_EN.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/304611/Mon-eval-conflict-sensitivity-challenges-practical-solutions.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/304611/Mon-eval-conflict-sensitivity-challenges-practical-solutions.pdf
https://data.humdata.org
https://data.humdata.org
www.who.int/hac/herams/en/
apps.who.int/iris/bitstream/10665/44643/1/9789241548236_eng.pdf
apps.who.int/iris/bitstream/10665/44643/1/9789241548236_eng.pdf
http://www.unocha.org/sites/dms/Documents/mira_final_version2012.pdf
https://cms.emergency.unhcr.org/documents/11982/35782/UNHCR+%282014%29+Needs+Assessment+for+Refugee+Emergencies+%28NARE%29+Checklist/987aad03-262f-4a69-ab1e-cb293ae882a1
https://cms.emergency.unhcr.org/documents/11982/35782/UNHCR+%282014%29+Needs+Assessment+for+Refugee+Emergencies+%28NARE%29+Checklist/987aad03-262f-4a69-ab1e-cb293ae882a1
https://cms.emergency.unhcr.org/documents/11982/38311/Twine%2C+Basic+Indicator+Reports/f461ee70-df62-4b86-a9f7-f9dd9167bd7a
https://cms.emergency.unhcr.org/documents/11982/38311/Twine%2C+Basic+Indicator+Reports/f461ee70-df62-4b86-a9f7-f9dd9167bd7a
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CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

Disease surveillance 
platforms

Anticipation of health 
needs, response to 
epidemics

SMS IDSR platform

EWARS/EWARN

Programme management

Communication Communication 
protocols

Programme 
management

Staff and partner 
management

Clear procedures 
and instructions for 
communications, 
reporting on activities 
and progress

Improves transparency 
of communication

Frequent informal 
communication

Programme 
management

Staff and partner 
management

Frequent communication 
in a modality that suits 
implementing and 
managing staff

Improves 
communication

Improves trust

Skype

Webex

Whatsapp

Other online platforms

Enhanced interactions 
(e.g. videoconferencing)

Programme 
management

Staff and partner 
management

Connectivity, network

Smartphone or 
computer

Improves 
communication 

Skype

Webex

Hiring staff with local 
language capabilities

Programme 
management

Staff/partner 
management

Native staff or staff 
with language skills

Improves 
communication

Improves trust

ANNEX 7. SUMMARY 
OF CHALLENGES

mhealth.amegroups.com/article/view/9447/1006
www.who.int/emergencies/kits/ewars/en/
https://www.skype.com/en/
https://signup.webex.com/webexmeetings/GB/sem_acquisition.html?DG=01-04-07-UK-12-01-02-06&TrackID=1031992&country=GB&psearchID=webex&gclid=CJrks5ra8dQCFfUV0wodKiYNQw
https://www.whatsapp.com
https://www.skype.com/en/
https://signup.webex.com/webexmeetings/GB/sem_acquisition.html?DG=01-04-07-UK-12-01-02-06&TrackID=1031992&country=GB&psearchID=webex&gclid=CJrks5ra8dQCFfUV0wodKiYNQw


171

CHALLENGES SOLUTIONS USED FOR REQUIREMENTS BENEFITS PROBLEMS
KEY TOOLS 
AVAILABLE

High turnover 
of senior 
management 
staff

Longer contracts Stability of staff 
improves trust from 
field, and retention of 
contextual knowledge 
of management staff

Long-term contracts for 
remote management 
staff

Improves 
communication

Improves trust

Better contextual 
knowledge of 
management staff

Coordination

Identifying aid 
activities and 
their location

Coordination

Information exchange

Beneficiary mapping

Avoiding gaps in 
service

Avoiding overlap 
between agencies

Successful coordination 
between organizations

Information exchange

Staff resources for 
coordination

Improves efficiency of 
aid delivery

Aid can be targeted to 
where it is needed

Can improve 
negotiations with 
government bodies

3W/4W/5W 
framework

Access to 
situation 
analysis, risk 
management, 
surveillance 
data

Coordination

Information exchange

Reduces frequency and 
risks associated with 
collecting data

Reduces informant 
fatigue

Improves efficiency, less 
duplication

INSO 

Other local 
coordination bodies, 
see ODI pg 20 for 
examples

INFORM

OCHA humanitarian 
data exchange

ANNEX 7. SUMMARY 
OF CHALLENGES

https://www.humanitarianresponse.info/en/operations/ethiopia/document/5w-who-does-what-where-when-whom-matrix
https://www.humanitarianresponse.info/en/operations/ethiopia/document/5w-who-does-what-where-when-whom-matrix
www.ngosafety.org/services
www.ngosafety.org/services
www.ngosafety.org/services
http://www.inform-index.org
https://data.humdata.org
https://data.humdata.org
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