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EXECUTIVE SUMMARY 

The year 2000 problem or the "millennium bug" stems from the fact that many 
hardware and software systems use only two digits to represent the year 1999, which is stored 
as 99. If not converted by the target date of 31 December 1999, these systems will recognize 
"00" not as the year 2000 but as 1900. Electronic systems that are not year-2000-compliant 
and that involve processes based on dates will shut down, or produce meaningless or 
misleading results, or revert to some other date. Since all equipment configurations with 
embedded systems that use chips or codes, and handle dates, could be affected, the problem is 
not limited to computer systems. The Regional Office has responded to the problem by 
providing support, information and consultation to Member States. A survey of the status of 
readiness for Y2K revealed that most of the countries have done something to face the 
problem and solve it prior to I January 2000. Nevertheless, Member States are recommended 
to initiate further appropriate action and put in place a formal programme to implement their 
contingency plans. 
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1. THE YEAR 2000 PROBLEM OR THE MILLENNIUM BUG 

The "year 2000 problem", "millennium Bug," or "Y2K," concems computers, computer 
processors, equipment with embedded "chips", and software that may not properly recognize 
or process dates after 31 December 1999. Many people mistakably think that Y2K is only a 
computer problem, or a problem only for a specific sector. The truth is that Y2K is likely to 
affect whole systems in the economy and critical government operations including the health 
care sector which could experience significant disruptions. This may include: 

a) computing hardware and software such as centrally supported server applications, 
customized software applications, mainframe, mini and microcomputers and networks; 

b) equipment, machines, and other devices that contain date-dependent controls (e.g. 
embedded systems, microchips, microprocessors) such as access controls, biomedical! 
laboratory equipment, fax machines with date/time logs, intelligent (e.g. computer
controlled) devices or robotics, telephone systems and switchboards and video
conferencing systems. 

Y2K is, in fact, a problem that exists throughout society and must be solved with 
community involvement and collaboration between all levels of government, private sector 
and nongovernmental organizations. It is a serious problem that can create inconvenience and 
work disruption, and poses possible risk to people's health and safety. The following should 
be considered: 

• Y2K is a real problem that may disrupt health service 
• Equipment and automated systems could be affected 
• There is a general lack of awareness about the seriousness of the problem 
• The health sector is far behind in addressing the issue 
• It is necessary to be ready before 31 December 1999. 

2. WHY IS THERE A PROBLEM WITH THE YEAR 2000 DATE? 

The problem stems from the use of two digits to represent the year to record dates, for 
example "99" instead of "1999". In the early days of computers, programmers made a 
decision to minimize memory processor space by designating the year as a two-digit function 
rather than a four-digit function simply to save space, as computer memory was very 
expensive and difficult to produce. Unfortunately, that original programming has lived on in 
the new systems and devices used today. When encountering the year 2000, systems using the 
two-digit date (00) may fail or create functional or data errors. 

In this situation, a problem will develop when the date rolls over from "99" to "00" on 
Saturday, 1 January 2000. Many hardware, software and firmware with date stamp systems 
will recognize the date not as 1 January 2000 (a leap year), but instead as 1 January 1900 (not 
a leap year) or another date. Computers and other automated equipment which we depend on 
in our daily lives may not function properly when they encounter "00" in reference to the 
year 2000. 
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3. WHO RESPONSE TO THE Y2K PROBLEM 

The Regional Office addressed the Y2K problem and its potential impact on the 
equipment and services of health facilities in 1997 and began working to assist the Member 
States on this issue in 1998. 

The initial reaction was to collect information on the extent of the problem and inform 
national health authorities of the problem, so that, when acquiring, purchasing, or accepting 
donations of equipment, they request that it be Y2K compliant. In fact "year 2000 
compliance" has been, since 1997, one of the techuical specifications required by the 
Regional Office for data processing equipment. 

In 1998 and 1999, the Regional Office helped Member States to assess the Y2K 
problem in health care facilities and to address it. Support was also provided to solve the 
problem in specific computer software and to train nationals on how to handle the problem. 

4. HOW MIGHT THE Y2K PROBLEM AFFECT PUBLIC HEALTH AND 
MEDICAL SERVICES? 

All organizations are affected by the Y2K bug from a business and admiuistrative 
perspective. However, public health information and surveillance systems at all levels of 
local, state, and international public health are especially sensitive to and dependent upon 
dates for epidemiological and health statistics reasons. Date of events, duration between 
events, and other calculations such as age are core epidemiological and health statistics 
requirements. Moreover, public health authorities are usually dependent upon primary data 
providers, such as general practices, laboratories, hospitals, and managed care organizations, 
as the source of original data based upon which public health analysis and actions are made. 
For national health authorities and specialized Uuited Nations agencies that maintain public 
health surveillance systems, all of which are dependent upon external sources of data, this 
means that it is not sufficient to make internal systems compliant to the year 2000 to address 
all of the ramifications of this issue. To illustrate this point, consider the following scenario: in 
April 2000, a hospital sends an electronic surveillance record to the local or national health 
authority reporting the death of an individual who was born in year "00"; is this a case of 
infant mortality or a geriatric case? 

Various problems may arise in 2000 or subsequently, if corrective action is not taken in 
the meantime: 

• Calculations may be made incorrectly, such as a treatment that depends on a patient's date 
of birth or the date when a device becomes due for servicing; 

• Devices which check the date before or while running may treat some dates as being 
invalid and therefore refuse to function; 

• A device or a computer may transmit spurious or ambiguous dates or calculated values to 
other equipment which in turn will malfunction; 

• Events such as treatments delivered or the occurrence of alarms may be incorrectly 
recorded; 
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• The leading zero in a two-digit year may not be printed, possibly causing ambiguity, e.g. 
as to whether a date such as 112/3 is year-month-day or day-month-year. 

Some malfunctions could even present an immediate risk to life or health, for instance if 
a device delivers an incorrect treatment (such as a wrong radiotherapy dose resulting from an 
incorrect calculation of the decay of a radioactive source) or a life-support device cease to 
function. Additionally, malfunctions that would not usually be hazardous for an individual 
patient could seriously disrupt health care if they are widespread. For example, if a single x
ray machine or a single infusion pump ceases to work, the immediate risk to patients may not 
be great; but if all the X -ray machines in a hospital, or all the infusion pumps, ceases to work 
on 1 January 2000 then the risk is much greater. The sources of Y2K related problems might 
be: 

1) External sources, including: 
• Public and private utilities 
• Telecommunications 
• Transportation, especially urban 
• Air transportation and air traffic control 
• Industrial equipment 

2) Internal sources including: 
• Clinical and surgical areas such as 

- life support systems 
- medical devices and equipment 

• Support services areas such as: 
- energy and water supply systems 
- patient support systems 

security, control and safety systems 
communication and transportation systems 
automated laboratory equipment. 

• Administrative areas such as: 
information and financial systems 

- supply, procurement, and storage logistics. 

Although the outcomes of the problems that may occur are uncertain, the danger is real. 
It is up to each of us to remain informed and on top of the problem, and to be prepared for the 
possibilities that may become realities. 

5. DOES THE Y2K PROBLEM END ON 2 JANUARY 2000? 

There are certain other specific dates that may be troublesome. In addition to 
recognizing the correct date on 1 January 2000, the Y2K problem consists of five further 
different types of problem: 

• Rollover. The inability of a computer or an application to advance from 
31 December 1999 to I January 2000; 
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• Century. The inability to deduce the fIrst two digits of the four-digit year given only the 
last two digits. For example, 14/02/01 is read as 14 February 1901 rather than 
14 February 200 1; 

• Leap year. Systems may not correctly calculate the year 2000 as a leap year. A year is a 
leap year if a) it is evenly divisible by 4, and b) for the year marking the turn of the 
century, it is evenly divisible by 400. Thus, 1900 is not a leap year, while 2000 is; 

• ComputatiolL The computer program may not correctly determine the day of the week, 
leap years, Julian and other calendar dates after 1 January 2000, or accurately compute 
time intervals extending past 1 January 2000; 

• Transfer. The inability to exchange information when one system or equipment is Y2K 
compliant and the other isn't, or when two parties use different methods to fIx the 
problem, thereby making their systems unable to communicate; 

• Specific dates. Here are a few examples of other dates that may cause some disruptions: 

- April 9, 1999: In the Julian calendar, this is day 99 of the year 99: this date could 
cause the occurrence of 9999 that is an "end of program" message in some 
computer programs; 

- September 9, 1999: In the Gregorian calendar, this date could cause the occurrence 
of 9999; 

- January 1,2000: This is the fIrst occurrence of a "00" year; if the year rolled over 
to 2000 correctly, the day should be Saturday, not Monday which was the fIrst day 
of 1900; 

- January 10, 2000: This is the fIrst date that requires a seven-digit code; some 
programs leave room for six digits only, like 01/01/99; 

- February 28, 2000: Since this is a leap year, then the next day must be 
February 29, 2000; 

- March 1,2000: In this leap year, the 1st should be a Wednesday; 

October 10, 2000: This is the fIrst date that requires an eight digit code so programs 
can accept eight digits like 2000/10/10; 

- February 28, 2001: This is the fIrst year after the year 2000 when it is not a leap 
year so March 1st should be the next day; 

- February 29, 2004: This should be a leap year date. 
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6. STATUS OF READINESS AND PREPARATION FOR Y2K IN THE REGION 

The Regional Office conducted a survey in countries of the Region to develop a profile 
of Y2K readiness and contingency planning in Ministries of Health. The survey revealed the 
following results: 

• Fifteen countries have already appointed a person to be in charge of ensuring continuity of 
operations as threatened by the transition to the year 2000. Two countries are still 
planning to appoint. 

• Sixteen countries have appointed a person who is operationally responsible for ensuring 
that the transition to the year 2000 will not jeopardize operations and business continuity; 

• Sixteen countries have developed a mechanism for regular reporting on Y2K to, and 
monitoring by management. 

• Only six countries have secured the resources to deliver full compliance within the 
Ministry of Health. Nine countries are still working on securing resources. Two countries 
have done nothing. 

• Eight countries have provided some type of training to some staff on Y2K. Four countries 
are planning for it, while five countries have done nothing. 

• Twelve countries have compiled an inventory of data processing hardware and its 
compliance status. Four countries are planning to do so. One country has done nothing. 

• Twelve countries have compiled an inventory of software packages and their compliance 
status. Four countries are planning to do so. 

• Twelve countries have identified the buildings services that might have a Y2K problem 
(elevators, heating/ventilation system, air conditioning, security and monitoring). Four 
countries are planning to do so. One country has done nothing. 

• Only six countries have undertaken a risk management analysis concerning how to handle 
failures that still might occur in services, systems and networks elements. Ten countries 
are planning and one country has done nothing. 

Regarding the status of readiness of plans, the survey shows that less than one-third of 
the countries have a high level of confidence that a full compliance programme is in place 
with defined objectives and milestones. The majority has medium or low confidence in their 
ability to put a full compliance programme in place on time. 

Eleven countries stated that their information technology (IT) systems, network 
elements and services would reach full compliance before 30 October 1999 The other 
countries were not in a position to certify the date of full compliance. 

7. WHAT MUST BE DONE? 

The industry standard approach for dealing with the Y2K problem for computer systems 
includes the following: 

• development of a strategic approach, including assignment of responsibility and 
accountability 

• creation of organizational awareness 

• Y2K inventory of hardware, software and embedded systems 
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• assessment of actions and development of detailed plans 

• renovation of systems, applications and equipment 

• validation of renovation through testing; implementation of tested, compliant systems 

• contingency planning as early as possible prior to I January 2000. 

The above approach may be divided into stages and a plan of action: 

7.1 Immediate actions 

1. Health facilities must act immediately to: 

• Identify any computer, computer program, device or equipment that requires time or date 
information to operate properly (date-sensitive). Remember that besides medical 
equipment and computers used to process medical data, there are many other types of 
equipment such as elevators, control devices in boilers, generators, refrigeration systems, 
alarm systems, communication equipment, control devices for air conditioning equipment 
and systems, computers for administrative data processing, etc. that may have time
dependent functionality; 

• Prioritize actions, giving first priority to life support systems and equipment, second 
priority to devices or equipment that affect the operations of the organization, patients, 
personnel, clinical, and administrative and financial records/data, and fInaIIy any 
convenience or support device or equipment; 

• Check with the manufacturers to determine whether a device is Y2K compliant and 
whether it is under warranty; 

• Follow the manufacturers' instructions for testing and fixing any problems; 

• Be prepared for administrative glitches affecting important data, because even the best 
computer systems may occasionally fail or malfunction; as a precaution, keep paper 
records of balances, transactions, patient records, and other important information. 

2. A plan of action should consider the following issues: 

Y2K documentation. There is a large number of sources of information oriented 
towards health organizations. It is strongly recommended that organizations collect and 
organize a set of informative materials, taking into consideration the nature and characteristics 
of each organization. These materials should be widely distributed internally and used as 
background for discussions at varlous levels. 

Phasing of the plan of action: 

• Preparation phase (June 1999--November 1999) 
• Crisis phase (December 1999-March 2000) 
• Critical period (31 December 1999-1 January 2000) 
• Post-crisis phase (March 2000-... ). 
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a) Preparation phase (June 1999- November 1999) 

1. Intervention plan to identify the systems and equipment susceptible to the Y2K problem 
and fix them before the deadline: 

• Appoint a person to head the project 
• Disseminate information and raise awareness 
• Update inventories 
• Locate Y2K-susceptible systems and equipment 
• Conduct risk level classification 
• Investigate legal status of the equipment 
• Contact manufacturer and search for documentation 
• Decide if testing of equipment is required 
• Begin repair, testing, and replacement of equipment. 

2. Contingency plan to ensure the continuous and uninterrupted operation of the health 
facility in order to guarantee the delivery of health services to the community: 

• Define minimum acceptable level of service 
• Define critical areas and processes 
• Identify the critical systems and equipment required to operate continuously 
• Identify the maximum acceptable interruption periods 
• Establish intervention programs to minimize risks 
• Explore alternative solutions for patient management 
• Train staff 
• Test the plan! 

b) Crisis phase (December 1999-March 2(00) 

For the crisis phase, it is important to: 

• Have a contingency plan in operation 
• Guarantee staff presence 
• Have rapid response teams of users, administrators, and technical staff who know each 

piece of equipment well 
• In case of failures, have rapid assessment of risks and needs to solve the problems 

encountered 
• Define the options for equipment removal and replacement 
• Have a routine in place for documenting problems. 

c) Critical period (midnight Friday, 31 December-Saturday, 1 January 2(00) 

• Maximum alert with rapid response team in place 
• Available support personnel. 
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d) Post-crisis phase (March 2000-... ) 

• Conduct perfonnance assessment 
• Equipment and software upgrading, repair, or replacement 
• Identification and management of other technology problems. 

9. WHO ACTION TO ASSIST COUNTRIES 

The Regional Office took the following actions to help Member States in their effort 
to face and solve the Y2K problem. 

1. Data processing equipment purchased by EMRO for all its projects has been Y2K 
compliant since 1997 according to the technical specifications distributed to vendors 
and the awarded purchase orders. 

2. An inventory of equipment and assessment of the problem at WHO Representatives 
Offices were undertaken. Patches and fixes for computer hardware and software were 
distributed. 

3. National staff from Ministries of Health were trained on contingency planning and 
problem solving of Y2K. 

4. Financial assistance was provided to Member States to survey equipment and to solve 
the problem in health care facilities; 

5. Infonnation material and software were distributed to Member States to help them 
plan for and solve the problem; 

6. The level of readiness and preparation for Y2K in Member States was surveyed 
though a questionnaire; 

7. A Regional Consultation on the Impact of Y2K Problem on the Health Sector is to be 
held. 

The Regional Office urges the health authorities of the Region to take serious note of 
its recommendations to establish contingency plans to mitigate the impact of Y2K
whatever its magnitude-on the health sector. 

9. RECOMMENDATIONS FOR MEMBER STATES AND THE REGIONAL 
OFFICE 

1. Member States are urged to increase their efforts to solve the Y2K problem with the full 
collaboration and involvement of sectors of the society: the public and the private sectors 
are equally responsible. 

2. Member States are urged to work together to share experience and exchange practical 
solutions for specific medical equipment and health resources that are susceptible to Y2K 
bug. 

3. Member States should fonn fonnal mechanisms to raise public and professional 
awareness of the Y2K bug and its consequences for health services and other social and 
economic sectors. 

4. WHO is urged to extend its support to Member States to help them assess the problem, 
develop contingency plans and solve the bug, beyond 1 January 2000. 
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10. SOURCES OF INFORMATION AND SOLUTIONS 

WHO Eastern Mediterranen Regional Office 
www.who.scLegly2k.htm 

World Health Organization (WHO) 
www.who.org 

Pan American Health Organization (PAHOIWHO) 
www.paho.orglspanishlhsp/hsphse.htm 

U.s. Food and Drug Administration (FDA) 
www.fda.govlcdrhlyr2000/year2000.html 

u.s. Department of Veterans Affairs 
www.va.gov 

u.s. Federal Government Gateway for Y2K Information Directories 
www.itpolicy.gsa.gov/mks/vr2000/y2khome.htm 

Health Canada 
www.hc-sc.gc.calhpb/ 

Canadian Centre for Occupational Health and Safety (CCOHS) 
www.ccohc.ca/v2k/ 

Microsoft Comoration 
www.microsoft.comly2k 

International Telecommunication Union 
www.itu.intly2k 

Non X-Ray Medical Equipment Y2K Information 
www2.ha.org.hk/y2k/y2kmedicall 

Emergency Care Research Institute (BCRI) 
www.ecri.org 

British Standards Institution 
www.bsLorg.uk/disclyear2000.html 

American Hospital Association 
www.aha.orgly2k 

The National Institute of Standards and Technology 
www.nist.gov/y2k 

The International Atomic Energy 
www.iaea.orglworldatornlprogram/y2k 
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Healthcare's Year 2000 Information Clearinghouse 
www.rx2000.org/ 

Computerworld 
www.computerworld.comlnewslyear 2000/index.html 

Federal Y2K 
www.y2k.policyworks.gov/ 

WillitWork 
www.willitwork.coml 


