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1. The setting up of an international tracking and tracing system for tobacco products is one of the 

core elements of the revised Chairperson’s text that will be presented at the third session of the 

Intergovernmental Negotiating Body on a Protocol on Illicit Trade in Tobacco Products. The 

Chairperson of the Negotiating Body, in this connection, requested the Convention Secretariat to 

assess, in selected countries, the technological and financial requirements that will need to be met in 

order to implement such a system at the national level, particularly in low-resource environments, with 

a view to presenting the results at the third session of the Negotiating Body. 

2. In consultation with the Bureau of the Intergovernmental Negotiating Body and in cooperation 

with host governments, the Convention Secretariat carried out the assessment exercise in three 

countries: Bangladesh, Djibouti, and Kenya. The expert team of the Convention Secretariat worked 

with national experts representing the health and customs sectors and relevant regulatory authorities, 

and with other experts covering in particular information technology, legal and economic aspects. The 

work was carried out through country missions, and by means of both a standard questionnaire shared 

with national representatives in advance and communication via e-mail. 

3. This note outlines the potential requirements for and characteristics of such a tracking and 

tracing system at the national level based on the above assessment. The paper presents a summary 

based on observations in the three countries; more detailed information on existing systems and 

arrangements in those countries is also available and can be shared if requested. Country-specific 

examples are also provided throughout the paper. 
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International system: possible architecture 

4. The international system outlined in the revised Chairperson’s text should give access to data on 

the following elements in the event of a seizure of a tobacco product: date of manufacture; 

manufacturing facility; machine used to manufacture tobacco products; production shift of 

manufacture; the name, invoice, order number and payment record of the first customer who is not 

affiliated with the manufacturer; the intended market of retail sale or the intended country of 

installation or use of manufacturing equipment; product description; any warehousing and shipping; 

the identity of any known subsequent purchaser; and the intended shipment route, the shipment date, 

shipment destination, point of departure and consignee. 

5. The overall system would be based on a marking placed on the packaging of tobacco products 

and on the machinery used to produce tobacco products. In case of seizure, the marking would be 

readable in such a manner that it could be used to address a query to a system (a clearing house) that 

would provide the data elements relating to the tracking and tracing of seized tobacco products. 

6. The international system may involve two types of affiliations for actors concerned: 

(i) Data sources – the organizations and bodies that are involved in the distribution chain and 

that should mark the goods and provide the associated data elements (namely, manufacturers, 

importers, customs, distributors and national central points). The earlier the marking and data 

capture are performed in the distribution chain, the better it is for preventing diversion of 

tobacco products into illegal channels. Ideally, therefore, the system would ensure that 

manufacturers mark the goods and provide the necessary data elements. 

(ii) Data consumers – the competent authorities that need to elicit information from the 

international system in order to inform themselves about a seized product. There are various 

options for competent authorities to use for obtaining such information (e.g. a web interface, an 

interactive voice response phone system or an automated e-mailing system). 

7. As referred to in the revised Chairperson’s text, the international system would involve the 

periodic uploading of data from a data source to a national central point. The national central point 

would then upload the data to the international clearing house according to the core set of standardized 

data required in the Chairperson’s text. This chain of events would require a data exchange format and 

protocol to be implemented in order to enable the exchange of information between the various 

systems at the national and international levels. All data consumers would then access the international 

clearing house through the national central point, using a secure channel on the web. 

8. There are already examples in low-resource environments of the electronic exchange of data at 

national and regional levels, such as the electronic system – the Revenue Authorities Digital Data 

Exchange – used by the Kenyan Revenue Authority. This system allows customs data to be 

communicated electronically from the points of entry through transit points up to the final destination, 

and also serves as a hub for electronic exchange of data between the national customs information 

technology systems of several African countries. 
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Requirements and challenges at national level 

Software application 

9. The international clearing house and the national central points would function in a broadly 

similar manner. At the core of the system, there could be a software application, a “generic”
1
 clearing 

house that could be designed and built by the Convention Secretariat and primarily installed in the 

Secretariat’s information technology infrastructure and configured as the international clearing house. 

This software application could also be designed to meet requests from Parties to use such a software 

at national central point level. Potentially therefore, the application could be provided at no cost to 

Parties that requested it. 

National central points 

10. Countries using a national central point would need a proper information technology 

infrastructure, a stable Internet connection, a few servers and a number of staff. This could be 

challenging in countries with an unreliable power supply or poor connectivity. Solutions exist, such as 

“uninterruptible power supply” and satellite and international connections but they would increase the 

cost of ownership of such a system. In Djibouti, for example, uninterruptible power supply is used to 

overcome frequent power outages; a virtual private network is also used in order to increase 

connectivity with operators. A national central point can also be tailored to meet country-specific 

requirements, such as the strengthening of national capacity to control other products (e.g. alcohol). 

11. The cost of developing the national central point may be high if undertaken solely by the Party, 

in particular if a low-resource environment is concerned; however, it can be substantially lower if the 

Party decides to use the generic clearing house software application provided by the Convention 

Secretariat. In this case, the relevant technical support would also be needed from the Convention 

Secretariat. 

12. The national central points require good connectivity between the three components: data 

sources, data consumers and the international clearing house. In some low-resource environments, 

achieving such connectivity may be a challenge, but in general it should be achievable. 

Markings 

13. Ideally, the unique markings should be printed by the manufacturers on the packaging of the 

product at the time it is manufactured. In that case, the manufacturer is the data source and is logically 

expected to bear the cost of marking, or most of it. Such a system can be implemented by a 

manufacturer with an automated production chain; implementation would not be easy, however, for 

small manufacturers with a manual production chain. In Bangladesh, for instance, more than 

800 companies are manufacturing tobacco products; however, very few of them are large companies 

and the manufacturing of tobacco products other than cigarettes is performed manually in small 

volumes. 

                                                      

1 The term “generic” is used to refer to a software application that can be exploited at both global and national levels 

by simply adjusting certain parameters to suit the local information technology environment. 
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14. Preferably, this printed marking should include a human-readable element. Markings that can 

only be read by means of an electronic device, such as a two-dimensional barcode, are more difficult 

to counterfeit; however, if the electronic devices constituted the sole means of encoding, the 

implementation cost for the country would be greatly increased as it would need to be equipped with 

appropriate hand-held scanners. 

15. The most sophisticated solution would be to affix a “radio frequency identification” tag. Such a 

system, complemented by the technologies of the Global System for Mobile communications and the 

General Packet Radio Service, is currently operating in Kenya. However, this solution also requires 

sophisticated equipment to be read, further increasing the implementation cost for the country. 

16. An alternative would be to affix the markings to the packaging of the product after it has been 

produced by the manufacturer. Some countries already impose a marking on heavily taxed products 

(e.g. the “excise stamp” in Kenya and the “band roll” in Bangladesh). Although a specific tobacco 

marking could theoretically be added to such a marking, it would add a significant degree of 

complexity to the existing system and thus increase the implementation cost for the country. 

Complete international coverage 

17. In countries with manufacturers, the national central point would collect data directly from the 

manufacturers on their territory. The manufacturers would be required to print the marking on the 

products. The national central point might also have to collect data from other data sources, such as 

information on imports from the customs authorities. If the imported products had been manufactured 

in another Party to the Protocol, they would already have been marked, with the data elements 

captured by that country’s national central point. The data would therefore be available in the 

international clearing house. 

18. If the imported products were manufactured in a country that was not a Party to the Protocol, 

they might not necessarily have been marked, nor might they have been recorded in the international 

clearing house. This would particularly occur in Parties that do not “host” tobacco manufacturers, of 

which Djibouti is an example. A possible solution might be to impose on data sources in Parties to the 

Protocol (such as importers or distributors) the requirement to mark the products and provide the data 

elements. However, those data sources are not usually in a position to provide all the data elements. 

Moreover, the marking of the product would have to be performed after the product has been produced 

using, for example, non-pealable stickers, stamps or band rolls. 

19. Another solution would be for Parties to the Protocol to require all imported tobacco products to 

be printed with the necessary markings, whatever their origin. In Djibouti, for instance, all packs of 

cigarettes are marked with “Vente en République de Djibouti”, regardless of the nature or location of 

the manufacturer.  

20. It should be pointed out that capturing the information at the time of importation may be not the 

optimal solution as the products may already have been diverted. 

Veracity of information 

21. The national central point should make sure that the information provided by data sources is 

correct. If not, there is a risk that the national central points might themselves non-intentionally 

legitimize forged information. The sooner information is captured in the distribution chain, the easier 

it will be to check the veracity of the information concerned. 
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Identifiers 

22. The identifier is a string of characters that can be entered into a computer system via a 

keyboard. The identifier may be directly human readable (e.g. a number) or, if it involves a graphical 

marking such as a two-dimensional barcode, it may require the use of a machine. The resulting 

identifier must be indecipherable in the sense that the data elements cannot be deduced. The identifier 

or a part of it must also be generated randomly to avoid easy guessing of valid identifiers. However, it 

should be pointed out that a valid identifier does not give the assurance of a genuine product. A 

counterfeiter can easily obtain a valid identifier from legitimate tobacco products. If the product is 

then made available in the same intended market of retail sale, it is not possible to identify it 

immediately as a counterfeit product. Moreover, any record in the international clearing house should 

use a unique identifier. 

Language 

23. The language of the textual data elements could constitute an obstacle for the exploitation of the 

system. A European user would not be able to use the system if the data elements were returned in 

Arabic for instance. In order to avoid such difficulties, the two reasonable options would be: 

• for an agreed language to be used by all countries; or 

• for both an agreed language and the official national language of the data source country to be 
used. 

There are examples in international practice in which the user interface is based on an agreed 

language. 

Country resources 

24. The financial requirement for a country would depend on the nature of the system chosen. In the 

simplest case: 

• the marking would be human readable and printing would be performed by the 
manufacturers, who would be the principal data sources and as a result would bear the burden 

of providing the information to the national central point; and 

• the country would implement a national central point using a generic clearing house software 
provided by the Convention Secretariat. Information technology support and training would 

also be provided by the Secretariat. 

25. The required resources for such a system would be: 

• information technology staff to set up and configure the national central point 

• hardware: 2 servers, an Internet connection, backup equipment, uninterruptible power supply 

• information technology staff to support, maintain, and operate the national central point 

• support and training of non information technology staff, such as customs officers 
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• Good connections between: 

– data sources and the national central point 

– the international clearing house and the national central point. 

26. In other types of system, additional costs to Parties would be involved when: 

(a) developing software at national level (unless it already exists) 

(b) using markings that are not human readable, requiring advanced decoding technology 

(c) implementing the system through a large number of customs entry points, such as in 

relatively large countries. 

27. Additional costs would also rise, although not predominantly to the governments concerned, if 

markings and data elements were provided later in the distribution chain following production by 

operators other than the manufacturers (i.e. by importers or distributors). 

 

=     =     = 


